TRUSTING TRUST REVISITED

Preventing Software Supply Chain Attacks
Using Modern Methods

Seminar
February 12,2021
Institute of Distributed Systems, Ulm University


mailto:florian.sihler@uni-ulm.de
https://creativecommons.org/licenses/by-sa/4.0/

~18 000 customers'”’!
SolarWinds 2020

> 500 million users!”
XcodeChost 2015

> 100000 users!

Win32/Induc 2009

Motivation > The Attack > Diverse Dou

2]

ble Compiling > CHAINIAC > Conclusior



The Attack

SLy —

Sl — ML Sle

3] McKeeman, Horning und Wort:
man: A Compiler Generator

€] Thompson: .Reflections on Trus.
ting Trust

O Motivation > TheAttack > Diverse Double Compiling > CHAINIAC > Conclusion

SL
ML
SlLe

ML

— ML SL — ML

LY LY
SLi s, — ML ML E E
— ML ML

" B B

inject = “inject = %c%s%c
if source contains "compile()":
prepend("compile()", inject % 34, inject, 34)’

if source contains "compile()":
prepend("compile()", inject % 34, inject, 34)

compile()
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