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>500million users[1]

XcodeGhost 2015

~18000 customers[7]

SolarWinds 2020

>100000 users[2]

Win32/Induc 2009
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[3] McKeeman, Horning und Wort-
man: A Compiler Generator 1970

[6] Thompson: „Reflections on Trus-
ting Trust“ 1984

3 The Attack
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inject = ’inject = %c%s%c
if source contains "compile()":

prepend("compile()", inject % 34, inject, 34)’

if source contains "compile()":
prepend("compile()", inject % 34, inject, 34)

compile()
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4 Diverse Double Compiling

p

§ § §

n3 n3 n3= =

Reproducible

p1.
A

3 n3

=
A

p
A

2. 3
B

n3
A

p
A

n3

=

n3
A

n3
A

♦ Motivation ó The Attack ó Diverse Double Compiling ó CHAINIAC ó Conclusion ♦



[4] Nikitin u. a.: „CHAINIAC: Proacti-
ve Software-Update Transparency via
Collectively Signed Skipchains and Ve-
rified Builds“ 2017

5 CHAINIAC
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6 Conclusion

ó Reproducible Builds

ó Tool support

ó Trusting Trust
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