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1 Introduction

Postgres Enterprise Manager™ (PEM) is designed to assist database administrators,
systemarchitects, and performance analysts when administering, monitoring, and tuning
PostgreSQLand Advanced Server database servers. PEM has beendesigned tomanage
and monitora single server or multiple servers froma single console, allowing complete
control over monitored databases.

EDB Ark provisions EDB Postgres Advanced Server or PostgreSQL databases in single
instances, high-availability clusters, or application development sandboxes on Amazon
AWS, Azure,and OpenStack hosts. EDB Ark offers an elastic and highly scalable
environmentthat frees DBAs and application developers fromthe rigors of settingup and
administering modern and robust database environments.

Fordetailed information about EnterpriseDB cloud offerings, visit:

https://www.enterprisedb.com/cloud

Throughoutthis guide, the term Postgres refers to either a PostgreSQL oran Advanced
Serverinstallation, where either is appropriate.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 4
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1.1 What's New
The following feature has been added to create Postgres Enterprise Manager 7.6:

e PEM 7.6 adds capability to analyze the database performance for Advanced

Serverinstances by monitoring the wait events. Formore information, see the
PEM Enterprise Features Guide, available at:

https://www.enterpris edb.conm/resources/product-documentation

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 5
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1.2 Typographical Conventions Used in this Guide

Certain typographical conventions are used in this manual to clarify the meaning and

usage of various commands, statements, programs, examples, etc. This section provides a
summary ofthese conventions.

In the following descriptions a term refers to any word or group of words that are
languagekeywords, user-supplied values, literals, etc. A term’s exact meaning depends
upon thecontext in which it is used.

e Jtalic font introduces anew term, typically, in the sentencethatdefines it forthe
first time.

e Fixed-width (mono-spaced) fontis used forterms thatmustbe given
literally such as SQL commands, specific table and column names used in the
examples, programming language keywords, etc. Forexample, SELECT * FROM
emp;

® Ttalic fixed-width fontis used forterms for which the usermust
substitute values in actual usage. Forexample, DELETE FROM table name;

e A vertical pipe | denotes a choice betweenthe terms oneitherside ofthe pipe. A
vertical pipe is used to separate two or more alternative terms within square
brackets (optional choices) or braces (one mandatory choice).

e Square brackets [ ]denote thatone ornoneofthe enclosed term(s) may be
substituted. Forexample, [ 2 | b ], means chooseone of*“a” or“b” orneither
of the two.

e Braces {} denote that exactly one ofthe enclosed alternatives must be specified.
Forexample, { a | b }, means exactlyoneof“a” or“b” mustbe specified.

e Ellipses ... denote thatthe proceeding termmay be repeated. Forexample, [ a |
b 1 ... meansthatyoumayhavethesequence,“b a a b a”.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 6
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1.3 Prerequisites

You must modify the display preferences for your PEM web interface to display the ark
servers nodein the tree control. Navigate through the i 1e menu to open the

preferences dialog; then, clickon the Nodes panelinthe Ark Serversnodeto
controlthe object types that are displayed.

Preferences ﬂ

EF- Ark Servers e
Ark Servers m
Dashboard
‘Nodes BaCkUPS m
2B
rover Clusters [ Show
Display
Keyboard shortcuts Database Engines  Show |
Nodes
RHEL Subscriptions
Properties P m
B Dashboards Server Images  Show |
Display
Graphs Templates =
& Debugger Users  Show |
Display

Keyboard shortcuts
=1 Miscellaneous
User language
& Paths
Binary paths
Help
= Query Toaol
Auto completion
€5V Qurput
Display
Explain
Keyboard shortcuts
Options

Results grid =

v

Figure 1.1 - The Nodes panel of the Ark Servers node.

Use the controlsto show orHide each type ofobject that is associated with an Ark
server. When you've specified your preferences, select ok to preserve your changes, or
Cancel to exit without saving.
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2 Using PEM to Manage EDB
Postgres Ark

PEM provides a user-friendly interface that allows you tomanageyour Ark consoles and
create and scale Ark clusters. The PEM web interfacehelps you manage Arkby
providing a point-and-click interface accessed in your favorite browser. Object
definitions onexisting Ark consoles (clusters, engines, server images, etc.) will be
displayedin the PEM object browser when youregister an Ark console with PEM.

Before you can use PEM's management features, you mustregister your Ark console
with the PEM server.

2.1 Registering an Ark Console
You canusethecCreate -Server dialog to registeran existing Ark console with the

PEM server. To access the dialog, right-click on an Ark Servernode to access the
context menu; navigate through the Create optionto select Ark server. . ..

General Connection

Name A ‘ |
Host A ‘ |
Port 443

Protocol https v
API version Ark 3.0 v
Connect now?

u Name must be specified H

Figure 2.1 - Providing general information about a console.
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Use the fields on the General tabto describe the general properties of the A rk console:

e Usethename field to specify a user-friendly name forthe server. Thename
specified will identify the server in the PEM Browser tree control.

e UsetheHost field to provide the name ofthe Ark console host.

e Usethe port field to specify the port that the PEM server willuse when
connectingto the Ark console.

e UsetheProtocol drop-downlistboxto select the connection protocol thatthe
PEM server will use when connecting to the Ark console.

e UsetheaprIversiondrop-down listboxto selectthe version ofthe Ark APIthat
the PEM server will use when managing the Ark console.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 9
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General Connection

Username
Password
Tenant/Role

Domain name

Domain name is applicable to openstack ark console and it
required when ark api version is 3.1 or greater

Save
password?

u Name must be specified B

Figure 2.2 - Providing connection information.

Use fields on the connection tab tospecify connection details forthe Ark console:

e Specify the name ofthe connecting user in the username field. The specified
usermust be an existing user in the backing database ofthe Ark console.

e Provide the password associated with the specified userin the password field.
e Specify the name ofthe OpenStack tenantor ark port field.

e Usethe bomainname field to specify the name ofthe OpenStack domain to
which the server will connectifthe Atk APIversion specified on the General tab
is version 3.1 or greater.

e Checktheboxnext to save password? to save the password associated with the
console registration; if do not save the password, youwill be prompted for the
password when you attempt to connect to the server.

When you have provided registration information for the Ark console, clickthe save
buttonto savethe Ark console definition.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 10
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2.2 Managing an Ark Console

The PEM web interface provides dialogs thatallow you to review and modify the Ark
console attributes.

The bashboard tab displaysicons thatprovide quick accessto Ark information and
features. Ifthetab is accessed fromthe top-level Ark servers node, it includes

informational links that are applicable to allconsoles. Ifthe tab is accessed froma
console name node, thetab includes information specific to thatconsole:

File ~ Object ~ Management - Dashboards ~ Tools - Help -

A Browser @ Dashboard ©f Properties [@)5QL | Statistics & Dependencies {} Dependents @ Monitoring li]
= Ggh Ark Servers (3)
S O Quick Links

# £ Clusters

3 BN Database Engines
#- [ server Images Cy:

- [B) Templates

#- i, Backups

- b Users
- g resources

Create Cluster Installation Properties Download Console Logs

i Clusiers (4)

3 @ Database Engines

#- B Server Images
- [P Templates

- & RHEL Subscriptions

Ty - 0 &

i (ghsales
3 & PEM Agents Instances () snapshots  E) Events L

i g5 PEM Server Directory

[EDB Ark Tutorials & Documents
Ark 3.0 Release Notes Getting Started Guide Administrative User Guide

Figure 2.3 - The Dashboard tab.

The Quick Links icons allowyou to:
e C(lick thecreate clustericonto define anew clusteron the selected console.

e C(licktheInstallation Properties icon toreview the deployment properties
for the selected console.

e C(lick the bownload Console Logs iconto downloadthe log files forthe
selected console.
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The Resources icons provideaccess to informationaboutthe objects that reside onthe
console:

e (lick the Instances icon to review information aboutthe instances thatreside
on the console.

e C(lick the snapshots icon to review information aboutconsole backups.

e C(lick the Events iconto review information aboutevents thathave been logged
for the selected console.

The EDBArk Tutorials & Documents icons provide access to information thatis
specific to the Ark version thatis deployed onthe console:

e C(licktheark 3.0 Release Notes icon to review the release notes.

e C(lick theGetting StartedGuide icontoreviewausageguideforthe Ark
console.

e (lick theadministrative User Guide icon to review the Ark Administrative
User Guide.

To view console properties, selectthe name ofa console in the PEM Browser tree control
and select the Properties tab.

File ~ Object ~ Management ~ Dashboards ~ Tools ~ Help ~
A Browser @ Dashboard € Properties [B1SQL  lo* Statistics €9 Dependencies ¢ Dependents @ Monitoring
= fgh Ark Servers (3)
y = i
Onr
3 D3 ase Engil
A Name resources
& [ Templates
Host ec2-34-203-147-121 .compute-1.amazonaws.com
2 Backups

* o Users Port 443

&l resources

- 2 Clusters (4) Protocol https

E- # Database Engines

> e EnEnes APl version Ark 3.0 -

2 [ server Images

% [ Templates Connected?

s @ RHEL Subscriptions

i 4 Users

L=, Username admin
i (5 PEM Agents

i nent M Tenant/Role edb-pped-role
i} g5 PEM Server Directory
Domain name
Domain name is applicable to openstack ark console and it required when ark api version is 3.1 or
greater

Figure 2.4 - The Properties tab.
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Panels onthe Properties tabdisplay configuration details for the console.

The General paneldisplays:

The Name field displays the console name.
The Host name displays the I[P address ofthe console.
The port field displaysthe port at which a browser can connectto the console.

The protocol field displays the connectionprotocolused to connect tothe
console.

The apI version field displays the version ofthe APIusedto manage console
objects.

The connected? field displays the current state ofthe console.

The Connection paneldisplays:

The Username field displays the name ofthe userthat deployed the console.

The Tenant/Role field displays thename ofthe tenant orrole in which the
console is hosted.

If deployed on an OpenStack host andusing API version 3.1 or later, the bomain
name field displays the OpenStack domain in which the console is hosted.

Use options on theconsole's context menu to managea console registration; right-click
on the console name in the PEM browser tree control and select fromthe following menu

options:

Option Action

Refresh Select Refresh to update the definition of the server or server objects
that reside on the console.

Connect Server Select Connect Server to connect to the selected Ark console. After
authenticating with the Ark console host, the tree control will display a
host-specific icon to the leftof the console name. Expand the tree
control to review and manage objects that reside on the console.

Delete/Drop Select Delete/Drop to delete the registration of the selected Ark

console. Please note that deleting a console registration does not
remove the console from the backing database. PEM will confirm that
you wish to delete the registration before removing it.

Download console logs | Select Download console logs to download the log files from the

selected console.

Installation options Select Tnstallation options to open the Installation options dialog

and review or modify console deployment properties.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 13
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Disconnect Server

Select Disconnect Server to disconnect from the selected Ark
console.

Properties

Select Properties to review the properties specified when registering

an Ark console; ifthe server is disconnected, you may modify the
property values. After modifying property values, select save to

preserve your changes.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 14
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2.21 Downloading Console Logs

Use options on theconsole Dashboard panel or context menu to downloada zip file that
contains the server logs forthe underlying application server. You can usethe log file to

confirm changes to server status or verify serveractivity. To downloada console log you
can either:

e Right click on the console name in the PEM Browser tree control and select
Download console logs fromthe context menu.

e Highlight a console name in the tree control and navigateto the bashboard tab;
then, selectthe Download console logs option fromthe Quick Links panel

A popupwill askyou to confirmyourselection; click ox to download the log file.

You can also review the console logs via an sshsession. Log files are stored in

/var/log/edb-ark;thecurrentlogfileis /var/log/edb-ark/ark.log. Usethe
Linux tail utility to display themost recententries in any ofthe serverlogs. Forexample,
to review the last 10 lines in the serverlog file,use SSH to connect to the console host's
backing database and enter:

tail file name

Where file name specifies the complete path tothe log file. Include the -F option to
instruct the tai1 utility to display only thelast 10lines ofthe log file, and new log file
entries as they are added to the file:

tail -F file name

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 15
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2.2.2 Reviewing the Console Deployment Options

The Installation options dialog displaysthe deploymentproperties ofthe selected
console. To openthedialog, right-click on a console name and select installation
options from the context menu.

Installation options

OpenStack General PEM integration Console database backup

These properties are specific to the OpenStack provider

Q Search by option name

OpenStack region RegionOne
OpenStack domain name Default
OpenStack admin role admin

OpenStack standalone security model

OpenStack trust all certificates

OpenStack identity service endpoint http://os-pike-controller.ox.uk.enterprisedb.com:5000/v3
Service account id ark.service
Service account password *

A These are critical parameters. Incorrect values for them may result into the unstable Ark console

? =

Figure 2.5 - The Ark console Installation Options dialog.

The first tab ofthe Tnstallation options dialog displays provider-specific details
about theconsole deployment. Theproperties displayed may include:

Option Action

AWS cross account The Amazon access key ID associated with the AWS role that will
accesskey be used for account.

AWS cross account

The Amazon secret key associated with the AWS role that will be
secretkey

used for account administration.

Service account externalid | The Amazon external ID that should be used by the Ark service

user.

Service account rolearn The Amazon Role ARN (resource name) that should be used by

the Ark service user when performing management functions on
behalf of Ark.

Enable self registration If the Ark console should allow self-registration for Ark users.

Azure application

: . The application ID associated with the Azure account that hosts
registration ID

the Ark console.
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Azure active directory ID

The directory ID associated with the Azure account that hosts
the Ark console.

Azure storage account

The Azure block storage account you wish to use with this Ark
server.

Azure subscription ID

The Azure account that hosts the Ark console.

OpenStack admin role

The name of the OpenStack administrative user.

OpenStack identity service
endpoint

The location of the OpenStack identity service endpoint.

Service account ID

The name of the service account on the console's backing
database.

Service account password

The password for the postgres user on the console's backing

database.

Contact email address
Reply-to email address
Motification email

API timeout (int minutes)

WAL archive container
Dashboard docs url
Dashboard hot topics url
Enable console switcher
Enable postgres authentication

Template restrict new users

Installation options

OpenStack General PEM integration Console database backup

These are general Ark server/console properties

Q, Search by option name

navnath.gadakh@enterprisedb.com
navnath.gadakh@enterprisedb.com
navnath.gadakh@enterprisedb.com

1000000
navnathwal
DEFAULT
DEFAULT

e

Figure 2.6 - The General tab.

The General tab displays details about behavior related aspects ofthe console
deployment. Displayed information may include:

Option

Action

API timeout

The number of minutes that an authorization token will be valid
for use with the APIL.

Contact email address

The email address that will be included in the body of cluster
status notification emails.

Dashboard docs url

The location of the content that will be displayed on the
Dashboard tab of the Ark console.

Dashboard hot topics url

The location of the content that will be displayed on the
Dashboard tab of the Ark console.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 17
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Database backup tenant

The name of the tenant in which the database backup will
reside.

Database name

The name of the console database.

Directory to store backups

The directory in which backups will be stored.

Enable console switcher

If the console should display console switcher functionality.

Enable PostgreSQL
authentication

If Ark will enforce the authentication method configured on the
backing Postgres server.

Folder to store backups

The name of the backup folder within the storage bucket.

Notification email

The email address to which email notifications about the status
of the Ark console will be sent.

Reply-to email address

The return email address used on cluster status notification
emails.

Template restrict new users

Indicates ifthe Ark console will make any new user a Template
Only user by default.

WAL archive container

The name of the container in which WAL archives are stored.

Installation options

OpenStack General PEM integration Console database backup

Use the following properties to configure integration with a PEM server

Q, Search by option name

PEM server mode LOCAL -
PEM sync mode ENABLED M
PEM synchronisation interval (in minutes) 1

Figure 2.7 - The PEM integration tab.

The PEM integration tab displays details about behaviorrelatedto PEM. The
properties displayed may include:

Option

Action

PEM server mode

The location of the PEM server; a LOCAL server resides on the
monitored PEM instance, while a REMOTE server is on a
different host.

PEM sync mode

If enabled, all roles/groups/tenants that are accessible by the
role that creates the console are added to the PEM server as a

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 18
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member of a non-login group role.

PEM synchronisation interval | The number of minutes between PEM/Ark synchronisations.

Installation options

OpenStack General PEM integration Console database backup

These properties are for enabling/disabling the console database backups

Q Search by option name

Database user name postgres

Database name postgres

Backup script lusr/share/tomcat/.edb/backup-postgresqgl.sh
Backup storage directory fusr/shareftomcat/backups

Storage bucket [#] navnaths3

Console backup folder [#] default

Storage tenant [#] ark-gmg

[#] These are optional properties except in recovery mode

?

Figure 2.8 - The Console database backup tab.

The console database backup tab displays details aboutbackup behavior. The
properties displayed may include:

Option Action
Backup script The complete path to the backup script on the console host.
Backup storage directory The complete path to the backup script on the console host.
Console backup folder The name of the console database.

Database name The name of the console database.

Database user name The name of the database superuser.

Backup storage directory The directory in which backups will be stored.

Folder to store backups The name of the backup folder within the storage bucket.
Storage bucket The name of the container in which backups will be stored.
Storage tenant The name of the tenant in which the database backup will reside.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 19
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2.3 Performing Administrative Tasks

You can use the PEM web interface to create and manage clusters that reside onthe
console host. Before creatinga cluster, youmust:

e defineaserverimage.

e define adatabase engine.

Afterdefining a serverimage and a database engine, you canuse PEM to create, monitor,
and scale Ark clusters.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 20
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2.3.1 Defining a Server Image

A serverimage definition describes the virtual machine thatwill reside on the console
host, and provide the environment for an instance of Advanced Server or PostgreSQL.

To create anew serverimage, right-clickon the server Images node, andselect
Create,then Server Image....

General

Server ID ‘ | ‘

Server
description

Image 1D
Initial user

System type CentO5 v

Statically
provisioned?

(1]
=)

o] x s

Figure 2.9 - The Create - Server Image dialog.

Use fields on the Create - Server Image dialog to define theserver image:

e Usethe server 1D field to provide an identifier for the serverimage. The Server
ID must be unique, and may not be modified after saving the server image.

e Usetheserverdescription field to provide a descriptionofthe serverimage.

e Usethe Image 1D field to provide the Image ID ofthe serverimage.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 21
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e UsetheInitial user field to provide thename ofthe default operating system

user. This usermust have sudoroot privileges to performthe initial provisioning
of software onthe node.

o Usethe systemtype field drop-down listboxto selectthe operating systemtype
of'the server; select CentOS or RHEL.

o Setthestaticallyprovisioned?sliderto yes toindicate thatthe serveris
statically provisioned. A statically provisionedserveris a pre-installed image that
contains the software required to create a database cluster.

Deleting a Server Image

To delete a server image, right-click on the image name in the PEM browser tree control,
and select Delete/Drop fromthe context menu. The PEM server will prompt you to
confirm that youwish to delete thesesrverimage. Please notethatyoucannotremove a

serverimage that is currently in useby an engine; before deleting the server, youmust
delete any dependent engines.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 22
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2.3.2 Defining a Database Engine

An engine definition provides detailed information aboutthe backing databaseused by a
cluster; only an EDB Ark administrativeuser can define an engine. Once defined, allof

the engines that reside within a specific tenant willbe made available to all users with
accessto that tenant. The Ark console ships with anumber of default engine definitions.

You can also create customdatabase engines. To create a new database engine, right-
click onthe batabase Enginesnode,andselect Create,thenDatabase Engine....

General Software/Packages

Name A { ]
Engine ID

Database type PostgreSQL Server v
Version Select from the list v
Server type Select from the list v

Figure 2.10 - The Create - Database Engine dialog.

Use fields on the General tab to provide information aboutthe engine:

e Usethename field to provide a user-friendly name for the engine.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 23
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e UsetheEngine 1D field to specify the identifier ofthe engine. The identifier
must be unique, and cannotbe modified after the engine definition is saved.

e UsetheDbatabase Type drop-down listboxto select the database type

(PostgreSQL or Advanced Server) thatwill be deployed onthe engine. The
database type cannotbe modified after the engine definition is saved.

e Usetheversiondrop-downlistboxto select the database server version ofthe
engine. The version cannot bemodified after the enginedefinitionis saved.

e Usetheserver type drop-down listboxto selectthe backing operating system
that will be used by theengine.

Create - Database Engine %

General Software/Packages

RHEL | Select from the list v |

subscription

Yum repo

URL(s)

s

Enter the yum repo(s) where all required packages can be
found (if more than one, enter on separate lines)

Required

packages
Enter the yum package names for all required Database
components - database server, pgpool, etc. Never change
this unless you know exactly what you are doing.

Optional

packages
If you would like to provision optional packages on all of
your cluster nodes then enter the package names here.
Node must be pre-configured with any necessary yum repo
configuration for this to work.

Figure 2.11 - The Software/Packages tab.

Use fields on the software/Packages tabto provideinformation aboutthe software
that will be deployed on theengine:
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e UsetheRHEL subscription drop-downlistboxto select the RHEL subscription
service thatwill be used when provisioning the engine. You canusethe Create
-RHEL Subscription dialogto propagate the RHEL subscriptionlist.

e Usethe yum repo URL(S) field to provide the names and credentials associated
with one ormore yumrepositories fromwhich software willbe installed.

e UsetherRequiredpackages field to provide alist ofthe software packages that
are required by the specified server.

e Usetheoptional packages field to provide a list ofthe additional software
packages that willbe installed on clusters thatare provisioned using theengine.

Afterdefining the database engine click Save to add theengine to the Database Engines
list in the PEM Browser tree control.

Before using the engine whendeployingan Atk cluster, the enginemust be enabled. You
can use options on the node's context menu to managethe engine.

Modifying a Database Engine

To modify a database engine, right-click on the name ofthe database engine, and select
Properties... from the context menu, or highlight the engine's name and select

Properties.. fromthe object dialog. Use fields on theengine's properties dialogto
updatethe properties associated with the engine.
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2.3.2.1 Managing Database Engines

To viewa list of the currently defined engines, selectthe batabase Engines nodein
the PEM Browser tree control and navigate tothe Properties tab.

@ Dashboard of Properties [@SQL |l Statistics {3 Dependencies {J Dependents @ Monitoring

T ST T T

PostgreSQL 9.3 64bit on CentOS / RHEL 7 PG_93_CR7_ARK30 PostgreSQL Server

PostgreSQOL 9.4 64bit on CentOS 6 PG_94_C6_ARK30 PostgreSQL Server 9.4

PostgreSQL 9.4 64bit on CentOS / RHEL 7 PG_94_CR7_ARK30 L PostgreSQL Server 9.4

EDB Postgres Advanced Server 9.4 64bit on... PPAS_94_ARK30 i EDB Postgres Advanced Server 9.4

PostgreSQL 9.5 64bit on CentQS & PG_95_CH6_ARK30D F PostgresQL Server 9.5

EDB Postgres Advanced Server 9.5 64bit on... PPAS_95_ARK30 EDE Postgres Advanced Server 95

PostgreSQL 9.6 64bit on Cent0S 6 PG_96_C6_ARK30 i PostgreSQL Server 9.6

EDB Postgres Advanced Server 9.6 64bit on... PPAS_96_ARK30 F EDB Postgres Advanced Server 96

EDB Postgres Advanced Server 10 64biton ... PPAS_10_ARK30 F EDB Postgres Advanced Server 10

PostgreSQL 10 64bit on CentOS f RHEL 7 PG_10_CR7_ARK30 PostgreSQL Server 10 CentOS7
Postgre5QL 9.6 64bit on CentO5 / RHEL 7 PG_96_CR7_ARK30 PostgreSQL Server 9.6 CentOS57
PostgreSQL 9.5 64bit on CentOS / RHEL 7 PG_95_CR7_ARK30 PostgreSQL Server 95 CentOS7
PostgreSQL 9.3 64bit on CentOS 6 PG_93_C6_ARK30 PostgreSQL Server 93 CentO5_6
PostgreSQL 10 64bit on Cent05 6 PG_10_C6_ARK3D PostgreSQL Server 10 CentOS5_6

Figure 2.12 - The Engine node's Properties tab.
The properties tab displays detailed information about the currently defined engines:
e Thename field displays the user-friendly name ofthe databaseengine.
e TheEngine 1D field displays theengine identifier.
e TheEnabled field displaysthecurrent state ofthe database engine.
e TheDpatabase type field dislays thetype ofdatabase used by the engine.
e Theversion field displaystheserver version used by the engine.
e Theserver type field displays typeofthe backing operating system.

e Ifapplicable,the RHEL subscription field displays the identifier ofthe RHEL
subscriptionused by theengine.

You can use options onthe engine's context menu to manage theengine. To access the
context menu, right-click on the enginename in the PEM Browser tree control.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 26



EDB Postgres Enterprise Manager EDB Ark Management Features Guide

=8 == Database Engines (14)
- ™ PG_10_C6_ARK3D
- ™ PG_10_CR7_ARK30
- ™ PG_93_C6_ARK3D

PG_g3 ~m7 e
1 [
PG.94 Create

PG 94 Refresh...
PG o5  Delete/Drop
- = PG 95 Enable database engine

PG_96 Properties...

R T

Figure 2.13 - The engine's context menu.

To manage the engine, select fromthe menu options:

Option | Action
Refresh Select Refresh to update the definition of the database engine.
Delete/Drop Select Delete/Drop to delete the engine. PEM will confirm that you
wish to delete the engine before removing it
Enable database engine Select Enable database engine to make the engine available for use

when deploying a cluster.

Disable database engine [ Gelect Disable database engine to make the engine unavailable for
use.

Properties... Select Properties... to review or modify engine properties.

Enabling or Disabling a Database Engine

Enabled engines are available foruse when provisioning clusters; disabled engines are
not made available. There are two ways to enable or disable a databaseengine - you can:

e Right-clickon the engine name in the PEM browser tree control and select

Enable database engine OrDisable database engine fromthe context
menu.

e UsetheEnabledslideron the database engine Properties dialogto control
the stateofthe engine.

To openthe properties dialog, right-click on the engine name and select

Properties... from the context menu or highlight the engine's name and select
Properties...fromthe Object menu.
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General | Software/Packages

Name PostgreSQL 10 64bit on CentQS &

Engine ID PG_10_C6_ARK30

Database type PostgreSQL Server

Version 10

Server type c7 -

Enabled

-
=~

Figure 2.14 - The engine's properties dialog.

Movethe Enabledsliderto the Yes positionto make the engine available for cluster
provisioning. To disable an engine, move the sliderto the No position.

Please note that disabling an engine has no impact on any running clusters; it simple

prevents users fromcreating new clusters with the engine. You can usethis featureto
phase out the use ofolderengines.

Deleting a Database Engine

To delete an enginedefinition, right-click on the engine name in the PEM browser tree
control,and select De1ete/Drop fromthe context menu. The PEM server will prompt
you to confirmthat youwish to delete the enginebeforethe engineis deleted. Please

note thatyou cannot removean engine that is referenced by one or more clusters and/or
backups.
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2.3.3 Creating a RHEL Subscription

You can use the PEM web interface to attach Red Hat Subscription Manager information
to engines hosted on Red Hat consoles. The Red Hat Subscription Manager tracks

installed products and subscriptions to implement content management with tools like
yum. Forinformation about Red Hat Subscription Manager, visit the Red Hat website at:

https://access.redhat.com/documentation/en/red-hat-subscription-management

When you create anew cluster that uses an engine thatis associated with a Red Hat
subscription, Arkregisters the cluster nodes with Red Hat; when you terminate thenode,
the system's subcription is unregistered.

To create a RHEL subscription definition, right-clickon the REHEL Subscriptions
node,and selectCreate,thenRHEL Subscription....

General Activation Software/Packages

Subscription ID | | |

Username

Passwaord

Server URL

Base URL

Organization

Environment

System name

u Enter description for this subscription H

Figure 2.15 - The General tab.
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Use fields on the General tab to provide informationaboutthe subscription:

e Usethesubscription 1D field to provide a user-friendly name for the
subscription. The name will identify the subscription in the RHEL Subscription
drop-down on the enginedetails dialog.

e UsetheUsername field to provide the name ofthe useraccount registered with
the Red Hat content server.

e Usethe password field to provide the password associated with the user account.

e Usetheserver url field to provide the hostname ofthe subscription server
used by the service; ifleft blank, the default value of subscription.rhn.redhat.com
will beused.

e UsetheBase Url field to provide the host name ofthe content delivery server
used by the service; ifleft blank, the default value ofhttps://cdn.redhat.comwill
beused.

e Usetheorganization field to provide the organization that will be registered
with the Red Hat subscription system.

e UsetheEnvironment field to provide thename ofthe environment (within the
organization thatwill be registered).

e Usethe systemname field to provide thename ofthe systemthat will be
registered.
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[ Create - RHEL Subscription %

General Activation Software/Packages

Activation key

Auto-attach

Pool
Auto

Quantity o=

Service level v

Release

Farce

Subscription Select from the list v |
type

n Enter description for this subscription H

Figure 2.16 - The Activation tab.

Use fields onthe activation tab toprovide information about subscription behaviors:

e Usetheactivation key field to provide the activationkey ofthe Red Hat
subscription.

e Whentheauto-attachslideris setto ves,any node associated with the
subscription will automatically attach to the service.

e Usethepool field to provide the poolidentifier for the Red Hat subscription
service.

e Whentheautoslideris setto ves,nodes provisioned with engines associated
with the pool will automatically attach tothe subscriptionservice.

e Usetheouantity selectorto specify thenumberofsubscriptions in the
subscriptionpool.
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e Usetheservice level drop-down listboxto provide theservice levelofthe
subscription.

e Usetherelease field to provide the operating systemminorrelease thatwill be
used whenidentifying updates to any nodes provisioned with the subscription.

e WhentheForceslideris setto ves, the node willbe registered, evenifit is
already registered.

e Usethe subscription type drop-down listboxto specify the typeofconsumer
that is being registered.

[ Create - RHEL Subscription %

General Activation Software/Packages

Required repos rhel-7-server-rpms
rhel-7-server-extras-rpm
rhel-7-server-optional-rpms

Additional
repos

Disabled repos

n Enter description for this subscription H

Figure 2.17 - The Sofiware/Packages tab.
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Use fields on the software/Packages tabto provide information aboutthe software
that will be deployed on engines that use the repository:

e TheRequired repos list is populatedby the Ark console, and displays a list of
the repositories required by the subscription definition.

e Usetheadditional repos field to provide the names ofany additional
repositories thatshould be enabled onthe clusternode(s).

e UsetheDisabled repos field to provide the names ofany repositories that
shouldbe disabled on the clusternode(s).
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2.3.3.1 Managing RHEL Subs criptions

To viewa list of the currently defined RHEL subscriptions, highlightthe RHEL

Subscriptions nodein the PEM browser tree controland navigateto the
Properties tab.

@ Dashboard ¢f Properties [#SQL |« Statistics ¢ Dependencies {2 Dependents @ Monitoring

e e N 5 N oo N { e R 33 R st B i B

sales carol.smith 9887h99 AWS/Ark console
hr alice.franklin 0 Standard AWS/Ark console
acctg-dept bob.king 2667g99 0 Premium AWS/Ark console

Figure 2.18 - The RHEL Subscriptions list.

To review detailed information about a specific subscription, selectthe subscription name
and navigate tothe Properties tab.
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@ Dashboard of Properties [ SQL L Statistics &) Dependencies {3 Dependents @ Monitoring

.4 i

‘

Subscription 1D acctg-dept

Username bob.king

Server URL subscription.rhn.redhat.com
Base URL https:/fcdn.redhat.com
Organization EnterpriseDB

Environment Acctg

System name AWS/Ark console

‘

Activation key 2667g99

Auto-attach

Pool

Auto

Quantity 0

Service level Premium -
Release

Force

Subscription type v

 Software/Packages

Required repos rhel-7-server-rpms
rhel-7-server-extras-rpm
rhel-7-server-optional-rpms

Additional repos

Disabled repos

Subscription manager command subscription-manager register \
—username=bob.king \
-serverurl=subscription.rhn.redhat.com\
--baseurl=https://cdn.redhat.com \
—-org=EnterpriseDB \

Figure 2.19 - RHEL Subscription properties.

Panels onthe Properties tabdisplay details about the subscription. Select the edit
buttonin the headerto opena dialog that allows youto edit the subscription properties.

Please note that to modify subscription information, you mustprovide the password
associated with the subscription.
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e TheGeneral paneldisplays subscriptioninformationsuchas theregistered user
name, your organizationinformation, and the URLs used toconnectto the
subscription.

e Theactivation paneldisplaysinformation about the RHEL subscription
service and its behavior.

e Thesoftware/Packages paneldisplaysthe names ofrepositories used by the
subscription and the subscription manager command.

You can use options onthe subscription's context menu to manage the subscription. To

access the context menu, right-click on the subscription name in the PEM Browser tree
control.

Then, to manage the subscription, select fromthe menu options:

Option Action
Refresh Select Refresh to update the definition of the RHEL subscription.
Delete/Drop Select Delete/Drop to delete the subscription. PEM will confirm

that you wish to delete the subscription definition before
removing it|

Properties... Select Properties... to modify the subscription properties.

Modifying Subscription Properties

To modify the properties associated with a RHEL subscription, right-clickon a
subscriptionname and select Properties... fromthe context menu.

Before modifying properties, youmust provide the Pas sword associated with the
subscription. Afterenteringa password and making any desired changes to the
subscription definition, click save to preserveyour changes and exit the dialog.

Deleting a Subscription Definition

To delete a subscription definition, right-click on the name ofa subscription in the PEM

Browsertree control, and select belete/Drop fromthe context menu. The PEM server

will prompt you to confirmthat you wish to deletethe subscription before the
subscriptionis deleted.
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2.34 Creating a Cluster Template
You can use the PEM web interface to define one or more templates on each console. A
template contains a predefined set of server options that determine the configuration ofa

database cluster. A template can simplify creation of clusters thatuse a common
configuration, or limit useraccess to costly resources such as large server classes.

You must be an administrativeuserto createa template.

An administrative user canspecify thatauseris a templateonly user. A templateonly
usermust adhere to cluster definitions provided in a template when deployingan Ark
cluster. A template only userwill have accessto only those templates that specify arole

or tenantin which they have membership in the Select Roles (on Amazon or Azure) or
Select Tenants (on OpenStack) section ofthe Add Template dialog.

Ifa useris specified as a Template Only user:
e They mustuseatemplate whendeployinga cluster.
e They will berestricted to the scaling policies defined in the template.
e They cannotmodify a manually-defined cluster created by another user.
e They canonly create clusters in a server class thatexists in an available template.
e They mustuse atemplate whencloning orrestoring frombackup.
e They may only delete backups oftemplate created clusters.

e They may notdeletelast backup ofa template created clusterifthe clusterhad
been deleted (removingthelast artifactofany cluster).
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Create - Template x|

General Backup Retention Awvailability Advanced

Template name | ‘

Description

Engine version | Select from the list v |
Server class | Select from the list v |
Use Private IP “

addresses

Virtual network

Number of nodes 1

Storage GB 1
EBS optimized m
IOPS 0

Disabled m

u Please enter a template name H
i [seve | x conce [EHESS

Figure 2.20 - The General tab.

To define anew template, right clickon the Templates node,andselect Create then
Templates... from the context menu.

Use fields on the General tab to specify general behavioral preferences for the template:
e Provide auser-friendly name for the template in the Template name field.
e UsetheDbescription field to provide a description ofthe template.

e Usethedrop-down listboxin the Engine version field to select the version of
the Postgres enginethatyouwish to useon clusters configured by the template.

e Usethedrop-down listboxin the server class field to specify the size ofeach
clusternode. The serverclass determines the size and type (compute power and
RAM) ofany cluster configured by the template.
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e Ifyourclusterresides onan OpenStack host, use thedrop-down listboxin the

Virtual network field to specify the identity of the network in which clusters
configured by thetemplate should reside.

e Ifyourclusterresides onan Amazon AMI, use thedrop-down listboxin the vec
field to specify theidentity ofthe network in which clusters con figured by the
template should reside.

e Ifyourclusterresides onan OpenStack host, use thedrop-down listboxin the

Floating IP pool field to select theaddress poolin which clusters configured
by the template should reside.

e Usethedrop-down listboxin the Number of nodes field to specify thenumber
of nodes that should be created in each cluster.

e Usethestorage GB field to specify theinitial size of the data space (in
Gigabytes).

e SettheDisabledsliderto ves to indicate thatthe template is disabled.
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Create - Template %

General Backup Retention = Awvailability Advanced

Number of automatic backups to retain 1

Backup window (GMT+05:30) Select from the list v
Continuous archiving (Point-in-Time- “
Recovery)

Figure 2.21 - The Backup Retention tab.

Use fields on the Backup Retention tab to specify the backup policies that willbe
applied forthe template:

e UsetheNumber of automaticbackups to retain field to specify the
number ofbackups that willbe retained for the cluster. Whenthe specified

numberofserverbackups is reached, EDB Ark will delete the oldest backup to
make room fora new backup.

e UsetheBackup window drop-down listboxto specify a time that it is convenient
to performa cluster backup.

e SetthecContinuousArchiving(Point-in-Time Recovery)slidertoyesto
enable point-in-time recovery for the cluster. Whenenabled, a basebackup is
automatically performed thatcan tobe used to restore to a specific point in time.

All subsequent automatic scheduled backups will also support point-in-time
recovery.
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Create - Template %
General Backup Retention Availability Advanced
Available to roles | Select roles ‘

Figure 2.22 - The Availability Tab.
Usetheavailability tab to specify theusersthat will have access to thetemplate:

e Specify one ormore tenants, roles, or groups thatwill be allowed to use the
template inthe Available to tenant/role/group field.
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Create - Template %

General Backup Retention Awvailability Advanced

Encrypted m
Perform O5 and software update “
Scaling options
Manually scale replicas Yes

Manually scale storage Yes

Auto scale replicas Yes

Auto scale storage Yes

Figure 2.23 - The Advanced tab.

Use fields on the advanced tab to specify additional template policies:

e SettheEncryptedsliderto ves to indicate thatthe clustershouldbe encrypted.
EDB Ark uses the aes-xts-plain (512-bit) cipher suiteto providean encryption
environmentthatis bothsecure and transparent to connecting clients. When
encryption is enabled, everything residing on the clusteris encrypted except for
the root filesystem.

e SetthepPerform0S and Software update sliderto ves to specify thata
software update should be performed whenever the cluster is provisioned. Please
note: this optionis disabled ifthe cluster uses a statically provisioned server.

Usethe scaling Options sliders to indicate which options will be available to template
users:
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SettheManually scale replicassliderto ves to specify thatusers ofthis
template will be allowed to manually scale replica nodes configured by this
template.

Setthe Manually scale storage sliderto ves to specify that users ofthis
template will be allowed to manually scale storage on clusters configured by this
template.

Setthe Auto scale replicas sliderto ves to specify that users ofthis template
will be able to configure automatic node scaling for clusters configured by this
template.

Setthe Auto scale storage sliderto ves to specify thatusers ofthis template
will be able to configure automatic storage scaling for clusters configured by this
template.
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2.34.1 Managing Templates

To viewa list of the currently defined templates, select the Temp1ates node in the PEM
Browser tree control and navigateto the Properties tab.

@ Dashboard ©f Properties @ SQL | Statistics ¢ Dependencies ¢ Dependents @ Monitoring

T T N = S N
acctg clerk PostgreSQL 10 64bit on CentOS / RHEL 7 m.tiny ark-gmg
sales-nen-admin PostgreSQL 9.4 64bit on CentOS 6 m1.medium ark-qmg
resources PostgreSQL 10 64bit on CentOS / RHEL 7 m1.medium ark-qmg

Figure 2.24 - The Template Properties tab.

The properties tab displays detailed information aboutthe currently defined
templates:

e TheTemplate name column displaystheuser-friendly name ofthe template.
e TheEnabledcolumndisplays True if the template is available foruse.
e TheEngine version columndisplaystheengine identifier.

e Theserver class column displaystheserverclassavailable to cluster deployed
with the template.

e Theavailable tocolumndisplaysthenames ofthe groups/roles/tenants that
have access to the template.

You can use options onthe template's context menu to manage the template. To access
the context menu, right-click on the template name in the PEM Browser tree control.
Then, selectfromthe menu options:

Option Action

Refresh Select Refresh to update the definition of the template.

Delete/Drop Select Delete/Drop to delete the template. PEM will confirm that you

wish to delete the template before removing it

Enable template Select Enable template to make the template available for use when

deploying a cluster.

Disable template Select Disable template to make the template unavailable for use.

Properties...

Select Properties... to review or modify template properties.

Enabling or Disabling a Template

Enabled templates are available foruse when provisioning clusters; disabled templates
are not available. There are two ways to enable ordisable a template - you can:
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e Right-clickon the engine name in the PEM browser tree control and select
Enable template Or Disable template from the context menu.

e UsetheEnabledslideronthetemplate Properties dialogto controlthe state
of the template. To open the Properties dialog, right-click on thetemplate name
and select Properties... fromthe context menu:

Please note that disabling a template has no impact onany running clusters; it simple
prevents users fromcreating new clusters with the template.

Modifying a Template

To modify a template definition, right-click on the template name in the PEM browser
tree control,and select Properties... fromthe context menu. The template definition
dialog will open, allowing youto modify the template properties. Please note that you
cannotmodify the Template 1D field; the Template ID is a system-assigned identifier.

Aftermodifying the template definition, click save to preserveyour changes and close
the dialog.

Deleting a Template

To delete a template, right-click on the template name in the PEM browser tree control,

and select Delete/Drop fromthe context menu. The PEM server will prompt you to
confirm that youwish to delete thetemplatebeforethe template is deleted.
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2.3.5 User Management

If allowed by the authentication model supported by your console, you canuse the PEM
web interface to define an Ark console user. Formore information about authentication
models supported by Ark, please consult the EDB Postgres Ark Administrative User's
Guide, available via the Dashboard tab.

To define anewuser, right-clickon the users node andselect create,then user...
from the context menu.

General
Login ID
Email

First name
Last narne

Enabled E

Admin m
Templates only “
Password

The password will be stored/updated only if Postgres
authentication is not enabled.

Confirm
password

Figure 2.25 - The Create - Users dialog.

Use fields on the Genera1l tab to provide information about the user:

e UsetheLogin 1D field to provide the identifier that willbe provided when the
userlogs in to the Arkserver.

e UsetheEmail field to provide a notification email for the user.
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e UsetheFirst name field to provide the user's first name.
e UsetheLast name field to provide the user's lastname.

e SettheEnabledsliderto ves to indicate that the useraccount is active, and to
allow the userto login.

e Setthe adminsliderto ves to specify thatthe uesr will have administrative
accessto the Arkconsole.

e Setthe Templatesonlysliderto ves torequire the userto use atemplate when
defining anew cluster.

e Usethe Password field to provide a password for the user.

e Usetheconfirmpassword field to confirmthe spelling ofthe user's password.
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General Info

Created 2018-08-10T01:25:57.312+05:30

Last login
Logins 0
Nodes 0

Figure 2.26 - The User Info tab.

The 1nfo tab provides information about console usage by the selected user:
The created field displaysthedateand time that the user account was created.

The Last login field displays the date and time ofthe most recentlogin by the
user.

The Logins field displays a count ofthenumber oflogins by the user.

The Nodes field displays thenumber ofnodes created by the user.

Deleting a User Account

To delete auseraccount, right-click on the name ofauser, andselect Delete/Drop from

the context menu. PEM will prompt you to confirmthat youwish to delete the user
before the accountis deleted.
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2.4 Creating and Managing a Cluster
There are multiple ways to create an Ark cluster; youcan:

e defineanewclustermanually.
e cloneanexsting cluster.
e restore abackupinto anew cluster.

Applyinga template during cluster creation simplifies the process by providingmany of

the cluster creation properties.
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2.41 Using the Create Cluster Wizard

The PEM Create cluster wizard simplifies the process of creating an Ark cluster by
presentinga series ofdialogs that definea cluster. The dialog contentpresented by the

wizard will vary by platformand thesteps involvedin cluster creation will be different
for template users than forthoseusers defininga console manually.

To open the wizard, connect to thehosting server and expand the PEM browser tree
control. Then, right-clickon the clusters nodeandnavigate throughthecreate
menu option andselect Cluster....

Create cluster - Cluster type selection (step 1 of 6) %
Create cluster contains the Select one of the options listed below to create a cluster:
following steps:
O Define a cluster
Cluster type selection . . .
o typ Manually specify cluster configuration preferences.
°C|uster details Clone an existing cluster
Manually specify configuration preferences to clone a cluster.
Cluster security
o information Restore a cluster using backup
Manually specify configuration preferences to restore a cluster using
Scaling options and backup.
o.avai\ah\e roles

o Availability zone and

P Use template while creating cluster from any of above option.
subnet details P g y p

Backup retention
details

-» [soa [ e | s [ oo

Figure 2.27 - The Cluster type selection dialog.

Use fields onthe cluster type selection dialog to specify how youwill define the
cluster:

e Selectbefine a cluster toprovide detailed cluster configuration preferences.

e SelectClonea cluster to make a modified copy ofthe masternodeofan
existing cluster.

e SelectRestorea clusterusing backup to clone abackup intothe master
node ofacluster. Whenyouclonefrombackup, theserver configuration will
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match the original configuration, but the server addresses will change. Whenthe
cluster creation completes, you may need to modify parameters in the
postgresgl.conffile on the restored cluster to reflect the available memory ofthe
new instance ifthe server class has changed fromthe original setting. A fter

modifying the server configuration, restart theserver for the changes to take
effect.

A template contains a predefined setof'server options thatdetermine the configuration of
a database cluster. A template cansimplify creationofclusters that use acommon
configuration, or limit useraccess to costly resources such as large server classes. An

administrative user can specify that a useris a template only user; a template only user
must adhere to cluster definitions provided in a template when deployingan Ark cluster.

e MovetheUse template?sliderto ves touse atemplate during cluster
deployment.

Click Next to continue.

Create cluster manually - Cluster details (step 2 of 6)

Create cluster contains the Name A [ | }
following steps:

° Cluster type selection

Engine version Select from the list ¥

Use the Engine version field to select the Postgres engine version for the

_ cluster.
o Cluster details
erver clas: ect from the lis
Cluster security SeIVenclass Select f e Nist v
o information Use the Server class field to specify the size of each cluster node.
Scaling options and Use Private IP m
o available roles addresses
oAvailabiIity zone and Virtual network
subnet detalls Use the Virtual network field to select an existing VPC, or select New VPC
to create a new virtual private cloud into which the cluster will be
Backup retention
) deployed.
details
Number of nodes 1

Use the Number of nodes field to specify the number of server nodes in
the cluster,

Storage GB 1
Use the Storage GB field to specify the initial amount of data storage
available (in Gigabytes).

Encrvoted m

u Please enter a cluster name
:

Figure 2.28 - The Cluster details dialog.

Use fields onthe cluster details dialogto providedeploymentdetails forthe cluster:

e Specify aname for the new clusterin the Name field. Please Note: EDB Arkuses
the name specified in the Name field to identify the cluster when performing
management functions. The clustername is also part ofthe instance name on the
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OpenStack console; you must not modify the name in the OpenStack management
console. Changingthe clustername in the OpenStack console canbreak key EDB
Ark features (i.e. failover).

e [Ifapplicable,usethecione fromcluster drop-downlistboxto select an
existing clusterto clone.

e [Ifapplicable,usetheBackup fromcluster drop-downlistboxto selecta
backup to restore.

e TheBackupstart time field displaysthetime at which the backup was taken;
this field is not modifiable.

e [fapplicable,usetherecoverypoint date selector to specify the date and time
to which you wish to recover. The specified time may not precedethe timestamp
of the specified backup..

e [Ifapplicable,usethe Template name drop-down listboxto selecta template that
will provide deployment details forthe cluster.

e Usethedrop-down listboxin the Engine version field to select the version of
the Postgres enginethatyouwish to use.

e Usethedrop-down listboxin the server class field to specify the size ofeach
clusternode. The server class determines the size and type (compute power and
RAM) ofeach node within the cluster. You can adjust the amount of storageused
by the cluster, ornumber ofreplicas in the clusteras yourresource demands
change. Forexample, you can start with a ml.small instance, and later, easily
upgradeto amore capable cl.mediuminstance as your performance requirements
dictate.

e Tocreateaclusteronan Amazonhost that resides in a private cloud, move the

Use Private IP addresses sliderto ves;thenusethe virtual network
field to select the virtual private cloud into which the cluster will be deployed.

e Ifyourclusterresides onan Azure host, use the drop-down listboxin the
Virtual network field to specify the network in which the cluster will reside.

e Ifyourclusterresides onan OpenStackhost,usethevirtual network drop-
down listboxto selectthe network in which the cluster will be deployed; then, use

the Floating IPpool drop-downlistboxto selectan address poolin which the
clusterwill reside.
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e UsetheNumber of nodes field to specify the number ofservernodes that you
wish to create. The name specified in the Name field will apply to the master
node; eachadditionalnodewill act as areplication server for the master node.

e Usethe storage GB field to specify theinitial amount ofthe data space (in
Gigabytes)available forthe cluster.

e SettheEncryptedsliderto ves to indicate thatthe cluster shouldbe encrypted.
EDB Ark usesthe aes-xts-plain (512-bit) cipher suiteto providean encryption
environmentthatis bothsecure and transparent to connecting clients. When
encryption is enabled, everything residing on the clusteris encrypted except for
the root filesystem.

e Ifyourclusterresidesonan AWShost,setthe EBS Optimizedsliderto ves to
specify that your cluster should use an Amazon EBS-optimized instanceand
provisioned IOPS to guarantee a level of I/O performance. The IOPS field is
enabled forthose clusters that will reside on an EBS-optimized instance. Use the
IOPS field to specify the level of /O performance thatwill be maintained forthe
clusterby automatic scaling. The maximum value is 30 times the size of your
cluster; forexample, if you havea 4 Gigabyte cluster, you canspecify a
maximum value of120.

o SetthepPerformo0s andsoftware update sliderto Yes to instruct the server
to performa software update when the cluster is provisioned. Pleasenote: this
option is disabledifthe clusteruses a statically provisioned server.

Click Next to continue.
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Create cluster manually - Cluster security information (step 3 of 6)

Create cluster contains the Masterusername  j [ }
following steps:
g SIep: Use the Master username field to specify the name of the database

o Cluster type selection superuser.
o Cluster details v Master password

Cluster security Use Master password field to specify the password associated with the
o nformation database superuser.

I [

Confirm master

Scaling options and
) password
available roles

- Notification email
o Availability zone and

subnet details Use the Notification email field to provide the email address that will

receive notices about changes to the cluster status.
Backup retention

details

u Master username cannot be empty
;

? [ares [ | x e [ o

Figure 2.29 - The Cluster security information dialog.

Usefields onthe cluster security information dialogto provide connection and
notification details for the cluster:

e Enterthe name ofthe database superuserin the Master username field.

e Enterthe password associated with the databasesuperuserin the Master
password field.

e Confirmthe passwordprovided in the Master password field inthe Confirm
master password field.

e UsetheNotificationemail field toprovide the emailaddress that will
receive notices about changes to the cluster status.

Click Next to continue.
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Create cluster using template - Cluster Scaling options and available roles (step 4 of 6)

Create cluster contains the Manually scale replicas
following steps:
Manually scale storage
o Cluster type selection )
Auto scale replicas
< etai f
o Chster detalis. ¥ Auto scale storage
Cluster security Available to roles edb-ark-hans
information

Scaling options and
Oava\\ah\e roles

Availability zone and
°suhnel details

Backup retention
details

-» [waa [ e [ e | o]

Figure 2.30 - The Cluster Scaling options and available roles dialog.

Ifyou are using a template to define thecluster,the Scalingoptions andavailable

roles dialog displays thescaling configuration ofthe new cluster as designated onthe
template. The information displayed on the dialogis not modifiable:

e IftheManuallyscalereplicas sliderissetto ves,manualreplicascaling
will be enabled forthe new cluster; clusterusers willbe able to manually add
replicas to the cluster.

e IftheManuallyscale storage slideris setto vyes,manualscaling ofstorage
will be enabled forthe new cluster; clusterusers willbe able to manually add
storageto theclusterwhenneeded.

e IftheAutoscale replicassliderissetto Yes,automatic replica scaling will
be enabled forthe cluster; thecluster will automatically add replicas when cluster
usage reaches the threshold specified in the template.

e Iftheautoscale storageslideris setto ves,automatic scalingofstorage
available to the cluster willbe enabled; the cluster will automatically add storage
when the clusterreaches the threshold specified in the template.

e Theavailable totenant/role/group field displays the names ofthe
platform-specific user groups that can access the new cluster.
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Click Next to continue.

Create cluster manually - Availability zone and subnet details (step 5 of 6)

Create cluster contains the Availability Zone and Subnet Details
Eess e e O
o Cluster type selection v Master Auto Availability Zone v | Create New Subnet v
o Cluster details ¥ Replica Auto Availability Zone * | Create New Subnet v
Replica Auto Availability Zone ¥ | Create New Subnet v
Cluster security
o information

Scaling options and
o available roles X
o Availability zone and

subnet details

Backup retention
details

? [waoa [ [ [ )

Figure 2.31 - The Availability zone and subnet details dialog.

UsefieldsontheAvailability zone and subnet details dialogto specify an
availability zone/subnetpair for each node ofthe cluster:

e Usethedrop-down listboxinthe Availability zone column to specify the

data center in which the node listed in the Type column will be deployed, or
accept thedefault to allow the hostto select an availability zone.

e Usethedrop-down listboxin the subnet field to specify the subnet that willbe

used by the nodelisted in the Type column, oraccept the default to allow the host
to create anew subnet forthe node.

Click Next to continue.
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Create cluster manually - Backup retention details (step 6 of 6)

Create cluster contains the Number of automatic backups to retain h
following steps: .
8 Step Use the Number of automatic backups to retain
OC\ustertype selection v field to specify the number of scheduled backups
that will be stored for the selected cluster
e Cluster details
Backup window Select from the list ¥
Cluster security Use the backup window field to select an optimal
information

time to process cluster backups; specify a time
when the number of clients accessing the

o Scaling options and database is minimal.
available roles X

Continuous archiving (Point-in-Time- m
Availability zone and Recovery)
° subnet details ¥ When Continuous archiving (Point-in-Time-
Recovery) is enabled, a base backup is
Backup retention automatically performed that can be used to
details restore to a specific point in time.

? [waoa [ [ i [ o]

Figure 2.32 - The Backup retention details dialog.

Use fields onthe Backup retention details dialog to specify your backup
preferences forthe cluster:

Usethe Number of automaticbackups to retain field to specify the
number ofbackups that willbe stored. Whenthespecified number ofbackups is
reached, theserver will delete the oldest backup to make roomfora new backup.

Usethe Backup window drop-down listboxto select a time that it is convenient
to backup theserver (youmay wish to schedule backups to occur when the CPU
load is the lightest).

Usethe Continuous archiving(Point-in-Time Recovery)sliderto enable
point-in-time recovery forthe cluster. When enabled, a base backup is
automatically performed thatcan tobe usedto restore to a specific point in time.
All subsequent automatic scheduled backups will also support point-in-time
recovery. Notethatifyou deselectthis option, the cluster (and subsequent
automatic backups) will be re-configured to not include support for point-in-time
recovery.

Use the Back button toreview or modify previous selections, orselect Finish to create
the defined cluster. Choosecancel to exit without preserving your selections.
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2.4.1.1 Reviewing a List of Existing Clusters

Toreviewa list of existing clusters that reside on a specific cluster host, highlightthe

Clusters node beneaththe clustername in the PEM client tree control, and navigateto
the Properties tab.

@ Dashboard & Properties [ SQL |#* Statistics {J Dependencies {) Dependents @ Monitoring

e sas e cfvdes o _grwsin g it |
acctg admin | Starting |1 t2.micro PostgreSQL 9.6 64bit on CentOS / RHEL 7 us-east-1  vpc-9720b2f2
sales admin | Starting |1 t2.micro PostgreSQL 9.6 64bit on CentOS / RHEL 7 us-east-1  vpc-9720b2f2
resources-admin admin | Running |1 t2.micro PostgreSQL 9.6 64bit on CentOS / RHEL 7 us-east-1  vpc-9720b2f2

Figure 2.33 - The clusters list on the Properties tab.
The Properties tab displays:
e Thename ofthe clusterin the Name column.
e Thename ofthe clusterownerin the owner column.
e Thecurrent state ofthe clusterinthe cCluster state column.
e Thenumberofclusternodesinthe Number of nodes column.
e Theserverclass thatis being used by the clusterin the server class column.

e Theengine version that is deployed on the clusterin the Engine version
column.

e Theregion in which the clusteris deployedin the Region column.

e The VPC identifierofthe VPC that is in use by the clusterin the vec
identifier column.
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2.4.2 Managing a Cluster

To view statistical information and log entries for a cluster, select the cluster name in the
PEM Browser tree control and navigateto the Dashboard tab.

@ Dashboard ©§ Properties SQL | Statistics 4y Dependencies <) Dependents @ Monitoring @

| Jpaores & swee [ uspor [oseort [0V [vm [k [0 [ ur |

. 18.233.92.136 us-east-1¢  subnet-0304c267f2083bc24 9999 5432 2 v v ¥ B9
35.168.36.51 us-east-1f  subnet-08ab5fa66f109dcS0 0 5432 1 v v v @
D 3423047182 us-east-1a  subnet-0223a6841d94b15b2 0 5432 1 v v v @
Chemory T Comecions verage PU Lovd prerag
5000000 3.20 125.0
WFree Memory — | 300 IMAverage Connections 120.0| MCPU Load
4000000 Used Memaory 2,80/ | Average Operations per second 150!
3000000 260 1100|
# % 105.0
2000000 2.40 1000/
2.20
95.0|
1
000000 2.00 90.0(
0 1.80 85.0
12:40 1250 1300 1310 13:20 13:30 13:40 1240 12:50 1300 1310 13:20 13:30 13:40 12:40° 1250 13:00 1310 13:20 13:30 13:40

o Q

N N - S [

4511  2018-08-20T00:32:40.031-05:00 Deleting backup completed for: snap-0a679b46ccB1c2e5d 604122d4-5bff-24011-93%9e-e0530f1912c9  edb-ppcd-role
4510 2018-08-20T00:32:39.950-05:00 Deleted snapshots for backup: snap-0a679b46ccB1 c2e5d 604122d4-5bff-2011-939e-e0530f1912¢9  edb-ppcd-role
4509 2018-08-20T00:32:39.330-05:00 Deleting backup started for: snap-0a679b46ccB1c2e5d 604122d4-5bff-4011-939e-e0530f1912¢9  edb-ppcd-role

4508 2018-08-20T00:32:39.287-05:00 Backup Retention exceeded for cluster acctg. Removing backup ~ 604122d4-5bff-4011-93%e-e0530f1912¢9  edb-ppcd-role
snap-0ab79b460c8] c2e5d

4507 2018-08-20T00:24:18.780-05:00 Backup of cluster acctg completed. 604122d4-5bff-4011-939e-e0530f1912¢5  edb-pped-role

4506 2018-08-20T00:24:13.138-05:00 Saving snapshot snap-0c95e66cb25197219 volume vol- 604122d4-5bff-4011-939e-e0530f1912¢9  edb-ppcd-role
01faf0Z2c91486c772 (100% )

4505 2018-08-20T00:24:08.043-05:00 Saving snapshot snap-0c95e66cb25197219 volume vol- 604122d4-5bff-2011-939e-e0530f1912c9  edb-ppcd-role
01faf02¢91486¢772 (0% )

Figure 2.34 - The Cluster Dashboard tab.

The cluster nodes table displays each node ofthe cluster, and the current state ofthe
node.

e Usetherefreshiconin the upper-left corner ofthe panelheaderto refreshthe

displayed content; the most-recent entries in the cluster log file are displayed
nearestto the top ofthe panel.

e Usethesearchboxin the upper-rightcorner ofthe panelheaderto search the
table content for key words or strings; separate string values with a pipe character
(]) to include entries that match more than onesearch term.
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Icons in the left most column indicate therole ofthe node within the cluster; a disc icon
indicates thatthe nodeis a masternode within the scenario, and a copy symbol indicates
thatanode is currently actingas a replica.

The following columns display connection information about each node:

The address column displays the IP address ofthe node.
The Az column displays the Availability Zone in which the noderesides.
The subnet column displays the subnet ID on which the node resides.

The LBPort column displays the port number to which a client application
should connectto utilize load balancing.

The pBPort column displays the default listener port for the Advanced Server or
PostgreSQLserver.

The cxn column displays the current number of connections to the node.

The following columns display thehealth ofthe node:

The vM column displays thestate of the virtual machine on which thecluster
resides.

The #5a column displays thestate of the high-availability cluster.

The DB column displays thestate of the database server.

The up column displays the current status ofthe packages installed onthe cluster.
Periodically, the cluster manager performs a check to see if the packages are up to
date.

Indicators display the health ofthe node:

A green checkmark indicates thatan object is healthy.

A yellow alert symbolcalls attentionto an object that requires attention.
A red error symbolsignifies that an objectis not available.

An hourglass signals that theclusteris processinga request.

A question mark indicates that the state ofthe resource is unknown.
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Graphs display usage informationabout the cluster:

e The memory usage ofthe cluster.

e Theaveragenumberofconnections made to the cluster.

e TheaverageCPU Load ofthe cluster.

The Events paneldisplays events that are logged for the currentcluster.

e Usetherefresh iconin the upper-left corner ofthe panel headerto refreshthe
displayed content; the most-recent entries in the clusterlog file are displayed
nearestto the top ofthe panel.

e Usethesearchboxin the upper-rightcomner ofthe panelheaderto search the log
file content for key words or strings; please note thatthe search is notcontext-

sensitive.

You can use options onthe cluster's context menu to manage thecluster. To access the

context menu, right-click on the clustername in the PEM Browser tree control. Then, to
manage the cluster, select fromthe menu options:

Option

| Action

Refresh

Select Refresh to update the definition of the server or server
objects that reside on the console.

Delete/Drop

Select Delete/Drop to delete the cluster. PEM will confirm that
you wish to delete the cluster before removing it.

Download SSH Key

Select Download SSH Key to download the SSH key for the cluster.

Backup. ..

Select Backup... to take a backup of the cluster.

Scale Up

Select Scale Up to add replicas or storage to the selected cluster.

Scale Down

Select Scale Down to remove replicas from the selected cluster.

Scale Machine Type

Select Scale Machine Type to change the size of the virtual
machine on which the cluster resides.

Upgrade OS/Software

Select Upgrade OS/Software to perform a yum update on each
node of the cluster.

Properties...

Select Properties... to review or modify cluster properties.
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To view information aboutthe cluster configuration, selectthe cluster name in the PEM
Browsertree controland navigateto the Properties tab.

@ Dashboard & Properties [#)5QL  |#* Statistics  §) Dependencies {J Dependents @ Monitoring

=

Mame

Created on

Owner

Email

Cluster state
Pending modifications
Number of nodes
Template used
Server Image used
Database
Database user
Region

Security group
Server class
Engine version

0Q5/5W update on creation

resources-admin
2018-08-10T08:14:09-05:00

admin
susan.douglas@enterprisedb.com

Running

ami-b&81dbfcs

postgres

us-east-1
ark-edb-ppcd-role-resources-admin
t2.micro

PostgreSQL 9.6 64bit on CentOS / RHEL 7

Storage (in GB)
Space used (in KB)
Free space (in KB)

Encrypted?

40

59664

4687424

Panels onthe Properties tabdisplay deploymentdetails forthe cluster.

e TheGeneral paneldisplays deploymentdetails suchas owner information,
creation date, and current cluster state.

e The storage paneldisplays informationabout the storage allocated forthe
cluster, the amount of storageused, and the amount of storage stillavailable.

Figure 2.35 - The Cluster Properties tab.

e TheNetwork paneldisplays informationabout thenetwork addresses and ports
in use by the cluster.

e TheMaintenance paneldisplays information aboutthe monitoring and healing
policies enforced onthe cluster.
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e Theauto scale paneldisplaysinformationabout thescaling policies currently
in use by the cluster; ifautomatic scaling is enabled, the cluster will be scaled up
when the thresholds specified in the % of'storage size used or # of server
connections fields are reached.

e TheBackup paneldisplays the backup schedule and retentionpolicy enforced on
the cluster.
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2.4.2.1 Connecting to a Cluster Ins tance

To downloadthe cluster's SSH key, select Download SSH Key fromthe console's

context menu. An informational popup will provide information about connecting tothe
clusterinstance:

You have just downloaded the ssh key required to access your cluster. Before using
the key, you must modify the permissions on the key files with the command

chmod 600 ark-edb-ppecd-role-resources-admin.pem

Before connecting with ssh, you must modify the security group for the cluster,
allowing ssh connections from your local machine. Then, you may use the following
command to access the master node of your cluster:

ssh -1 ark-edb-ppcd-role-rescurces-admin. pem
centos@l8.211.203.238

Figure 2.36 - Downloading an SSH Key.

Before using SSH to connectto an instance, an administrative user must modify the

security group used by the cluster to allow SSH connections. For more information,
please seethe EDB Ark Administrative User's Guide, available via the Ark server's
Dashboardtab.
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2.4.2.2 Taking a Cluster Backup
To take a backup ofthe currently selected cluster, select Backup... from the console's

context menu or the PEM web interface's 0bject menu. A popupwill open, prompting

you to provide a comment so you can identify thebackup later should youneed to usethe
backup to restore or clone thecluster:

Notes for the backup Optional

Figure 2.37 - Taking a cluster backup.

Provide acomment inthe Notes for the backup field, and click Backup to start the
backup. An informational popup will confirm that the backup process has started.

Managing Backups

To viewa list of clusterbackups, selectthe Backups nodein the PEM Browser tree
controland navigate to the Properties tab.

@ Dashboard & Properties [35QL | Statistics <) Dependencies {3 Dependents @ Monitoring

o e e oo e S

snap-Ofee08efead732eb6 acctg Backup created prior to cluster upd... PostgreSQL 9.6 64bit on CentOS / R... Manual 2018-08-24T14:40:57.935-05:00
snap-00c42235565f4b9c4  acctg About to scale cluster. PostgreSQL 9.6 64bit on CentOS/R... 5 Manual 2018-08-15T09:41:07.364-05:00
snap-00225d7476d5ab854 acctg Scheduled backup: Tue Aug 28 01:0... PostgreSQL 9.6 64bit on CentOS /R... 5 Automatic  2018-08-28T01:08:51.035-05:00

snap-08b6ccd49607adfic sales Scheduled backup: Tue Aug 28 01:1... PostgreSQL 9.6 64bit on CentOS / R...

v

Automatic  2018-08-28T01:16:17.926-05:00

Figure 2.38 - The Backups Properties tab.
The properties tab displays detailed information about completed backups:
e The 1D column displays thebackup identifier.
e Thecluster column displaysthe name ofthe clusterthatwas backedup.
e TheNotes column displays the comment provided when the backup was taken.

e TheEngine version column displays the engineversionofthe cluster.
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e Thecapacity (in GB) column displaysthe names ofthe groups/roles/tenants
that have access tothe template.

e TheBackup type columndisplaysautomatic ifthebackupisascheduled
backup,andManual if the backup was started by a user.

e Thestart timecolumndisplaysthetime at which the backup was started.
e TheEnd time column displays time at which the backup completed.

You can use options onthe backup's context menu to manage the backup. To access the
context menu, right-click on the backup identifier in the PEM Browser tree control.
Then, selectfromthe menu options:

Option Action
Refresh Select Refresh to update the backup information.
Delete/Drop Select Delete/Drop to delete the backup. PEM will confirm that you
wish to delete the backup before removing it
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2.4.2.3 Scaling a Cluster

You canusethescale Up and Scale Down menu options toadd replicas orstorageto

your cluster, orto delete unneeded replica nodes. Access thescaling options on either the

cluster's context menu or on the PEM web interface's 0bject menu.

Scale Up: admin

Please provide the number of replicas you want to add

Master new-cluster633456334
Replica | v || Create New Subnet
Replica | v || Create New Subnet
Replica | v || Create New Subnet

-= (o e

Figure 2.39 - Adding replicas to a cluster.

To add one ormore replicas to a cluster, select scale Up,then Replicas.

When the scale up dialog opens, specify the number ofreplicas that you would like to

add to the cluster. Ifapplicable, select a subnet and an availability zone for each replica,

and click oxk.

The server will confirmthat you wish to add thespecified number ofreplicas; click ve s
to continue. An informational popup will confirmwhen the replica(s) are beingadded.
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To remove one ormore replicas froma cluster, select Scale Down.

Scale Down: sales

Please select the replicas to be removed

‘ Click to select replicas ‘

52.90.98.232 ‘

54.88.14/7.49

? (o e

Figure 2.40 - Removing replicas from a cluster.

When thescale bown dialog opens, click in the field and select a replica address from
the list ofreplicas. To select more than one replica forremoval, click in the field again,
and select an additional address. Whenyou'vefinished selectingreplicas forremoval,
click ok. The server will confirm that you wishto remove the replicas; click ok to

continue. An informational popup will confirmwhen the replica(s) are being removed.
To add more storage space to a cluster, select Scale Up,then Storage.

Scale Up: acctg

Please provide the number of storage (in GB)

0

-= (o] cms

Figure 2.41 - Adding storage space to a cluster.

When the scale up dialog opens, specify the amount of storage (in Gigabytes) thatyou
would like to add to the cluster,andclick ok. The server will confirm that you wishto

add the specified storage; click e s to continue. An informational popup will confirm
when the storage is beingadded.
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2.4.2.4 Scaling a Machine Type

To modify the instance typeon which a clusterresides, select Scale Machine Type
from the console's context menu or from the PEM web interface's Objectmenu.

Scale machine type - sales

o This allows to change the size of the virtual machine

Cluster name sales

Perform OS and software update “

Server class t2.micro v

-= (e [ o

Figure 2.42 - Scaling a machine type.

Use fields onthe scale machine type dialog to specify your scaling preferences:

e Thecluster name field displaysthe name ofthe cluster; this field is not
modifiable.

e Movethe Perform0sandsoftware update sliderto ves to performa

software update with the clusteris provisioned; this optioncanbe time
consuming.

e Usetheserver class drop-down listboxto select the new serverclass forthe
cluster.

When you've specified your preferences, click scale to continue. The server will ask

you to confirmyour changes; click Cont inue to start the scalingprocess. An
informational popup confirms whenthe scalingbegins.
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2.4.2.5 Upgrading a Cluster

You canuse theUpgrade 0S/Software option to invoke a yum update command on
each nodeofyourcluster, updatingany installed packages to the mostrecentversion
available through your specified repositories. To performan upgrade, select Upgrade

0s/software fromthe console's context menu or fromthe PEM web interface's object
menu.

Perform OS and software update on entire duster? B8

WARNING: This operation should only be performed during a scheduled

maintenance window. Depending on how out of date your cluster nodes are, it

may take a long time to complete the OS5 and Software updates. If the updates are
successful on every node in the cluster, then the nodes will be rebooted. Your database
cluster will be unavailable during this operation. If the updates fail for any reason on any
node, the operation will cease and manual intervention will be required.

Figure 2.43 - Upgrading a Cluster.

Before starting an upgrade, PEM will prompt you to confirmthat you wishto continue.
Please note that a software update can take some time to complete; we recommend
scheduling softwareupdates duringa maintenance window. A fter performing a yum
update,the clusternodes willbe rebooted (initiating any kernel updates required).
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