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1 Introduction

This document provides an introduction to Postgres Enterprise Manager™ (PEM). The
guide will acquaint you with thebasics ofthe toolset, and help yoube successful in your

database management activities. The guide is brokenup intothe following core sections
and categories:

e Postgres Enterprise Manager Overview — Chapter 2 provides information about
PEM functionality, components, architecture, and supported platforms.

e Using the PEM Web Interface — Chapter 3 provides an overview of PEM's web
interface. The web interfaceis installed with the PEM server, and canbe used
from yourbrowserofchoice.

e RegisteringaServer - Chapter4 highlights the different tools available to assist
with serverregistration.

¢ General database administration — Chapter S will assist you in performing
general database administration tasks, and SQL query and stored procedure
development.

e Server Management - Chapter 6 provides information aboutcontrolling the PEM
server,and managing server authentication.

e PEM Agent Management - Chapter 7 provides information about configuring
and managing a PEM agent.

e Replacing SSL Certificates - Chapter 8 provides information aboutmanaging
SSL certificates.

This guide is not a comprehensive resource; rather, it is meant to serve as an aid to bring

you up to speed with the basics of how to use theproduct. Formore information about
using PEM features, please seethe online help made available through the PEM web
interface, or in the PEM guides.

This document uses Postgres to mean either the PostgreSQL or EDB Postgres Advanced
Server database.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 5
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1.1 What's New
The following feature has been added to create Postgres Enterprise Manager 7.6:

e PEM 7.6 adds capability to analyze the database performance for Advanced

Serverinstances by monitoring the wait events. Formore information, see the
PEM Enterprise Features Guide, available at:

https://www.enterprisedb.com/resources/product-documentation

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 6
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1.2 Typographical Conventions Used in this Guide

Certain typographical conventions are used in this manual to clarify the meaning and

usage of various commands, statements, programs, examples, etc. This section provides a
summary ofthese conventions.

In the following descriptions a ferm refers to any word or group of words that are
languagekeywords, user-supplied values, literals, etc. A term’s exact meaning depends
upon thecontext in which it is used.

e Jtalic font introduces anew term, typically, in the sentencethatdefines it for the
first time.

e Fixed-width (mono-spaced) fontis used forterms thatmustbe given
literally such as SQL commands, specific table and column names used in the
examples, programming language keywords, etc. Forexample, SELECT * FROM
emp;

® Ttalic fixed-width fontis used forterms for which the usermust
substitute values in actual usage. Forexample, DELETE FROM table name;

e A vertical pipe | denotes a choice betweenthe terms oneitherside ofthe pipe. A
vertical pipe is used to separate two or more alternative terms within square
brackets (optional choices) or braces (one mandatory choice).

e Square brackets [ ]denote thatone ornoneofthe enclosed term(s) may be
substituted. Forexample, [ 2 | b ], means chooseone of*“a” or“b” orneither
of the two.

e Braces {} denote that exactly one ofthe enclosed alternatives must be specified.
Forexample, { a | b }, means exactlyoneof“a” or“b” mustbe specified.

e Ellipses ... denote thatthe proceeding termmay be repeated. Forexample, [ a |
b 1 ... meansthatyoumayhavethesequence,“b a a b a”.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 7
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2 Postgres Enterprise Manager -
Overview

Postgres Enterprise Manager (PEM) is an enterprise management tool designed to assist
database administrators, systemarchitects, and performance analysts in adminis tering,
monitoring, and tuning PostgreSQL and Enterprise DB Advanced Server database servers.
PEM is architected to manage and monitor anywhere froma handful, to hundreds of
servers froma single console, allowing complete and remote controloverallaspects of
your databases.

2.1 Why Postgres Enterprise Manager?

PEM provides a number of benefits not found in any other PostgreSQL managementtool:

e Management en Masse Design. PEM is designed for enterprise database
management, andis built to tackle the management of large numbers of'servers
across geographical boundaries. Globaldashboards keepyouup to date onthe
up/down/performancestatus ofall yourservers in an at-a-glance fashion.

e Distributed Architecture. PEM is architected in a way that maximizes its ability
to gather statistical information and to performoperations remotely on machines
regardless of operating systemplatform.

e Graphical Administration. All aspects ofdatabaseadministration canbe carried
out in the PEM client via a graphical interface. Serverstartup and shutdown,

configuration management, storage and security control, object creation,
performance management, and more can be handled froma single console.

e Full SQLIDE. PEM contains a robust SQL integrated developmentenvironment

(IDE) that provides ad-hoc SQL querying, stored procedure/function
development, and a graphical debugger.

e Enterprise Performance Monitoring. PEM provides enterprise-class
performance monitoring for allmanaged database servers. Lightweightand
efficient agents monitor allaspects of each database server’s operations as well as

each machine’s underlying operating systemand provide detailed statistics back
to easily navigated performance pages within the interface.

e Proactive Alert Management. PEM ships out-of-the-boxwith the ability to
create performancethresholds for each key metric (e.g. memory, storage, etc.)
that are monitored around-the-clock. Any threshold violationresults in an alert
being sentto a centralized dashboard that communicates the nature ofthe problem

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 8
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and what actions are necessary to prevent the situation fromjeopardizing the
overall performance ofthe server.

e Simplified Capacity Planning. Allkey performance-related statistics are
automatically collected andretained fora specified period oftime in PEM’s
repository. The Capacity Manager utility allows youto selectvarious statistics
and performtrend analysis overtime to understand things such as peak load
periods, storage consumption trends, and much more. A forecasting mechanismin
the toolallows you toalso forecastresource usagein the futureand plan/budget
accordingly.

e Audit Manager. The Audit Manager configures audit loggingon Advanced
Serverinstances. Activities suchas connections to a database, disconnections
from a database, and the SQL statements run against a database canbe logged.
The audit Log dashboard canthenbeusedto filterand viewthe log.

e Log Manager. The Log Manager wizard configures server logging parameters,
with (optional) log collectioninto a central table. Use the wizard to specify your
preference forlogging behaviors such as log file rotation, log destination and

errormessage severity. Usethe server Log dashboard to filterand review the
collected serverlog entries.

e SQL WorkloadProfiling. PEM contains a SQL profiling utility that allows you
to trace the SQL statements that are executed againstone ormore servers. SQL
profiling can either be donein an ad-hoc or scheduled manner. Captured SQL
statements canthenbe filtered so you can easily identify and tune poorly running
SQL statements. SQL statements can alsobe fed into anIndex Advisoron
Advanced Serverthatanalyzes each statementand makes recommendations on
new indexes that should becreated to help performance.

e Expert Database Analysis. PEM includes the Postgres Expert utility. Postgres
Expert analyzes selected databases for best practice enforcement purposes. Areas
such as general configuration, security setup, and much more are examined. Any
deviations fromrecommended best practices are reported back to you, along with
an explanation of each particularissue, and expert help on whatto do about
making things right.

e Streaming Replication Configuration and Monitoring. The Streaming
Replication wizard simplifies the process ofadding new servers to a Postgres
streaming replication scenario or configuring existing servers to create a
replication scenario. After configuringthe replicationscenario, youcan monitor
the scenario on the Streaming Replication dashboard oruse options on the PEM
client to promote a standbynode to the masternode.

e Secure Client Connectivity. PEM supports secure clientconnections through an
encrypted SSH tunnel. The full-featured PEM client includes an SSH Tunnel

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 9
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definition dialog that allows youto provide connection information fora secure
connection.

e  Wide Platform Support. PEM supports mostmajor Linuxand Windows
platforms.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved.
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2.2 General Architecture

PEM is composed ofthree primary components (see Figure 2.1):

The PEM Server

The PEM server provides the functionality at the core of Postgres Enterprise
Manager. The serveris responsible for:

e Performing administrative functions.
e Processinginformationreceived fromagents.
e Maintaining informationin its repository.

The PEM Agent

The PEM agent is responsible for performing tasks on each managed machine and
collecting statistics for the database server and operating system.

The PEM Web Interface

Distributed with the PEM server, the PEM web interface allows youto connect to

the server with your choice of browser to manage and monitor your Postgres
servers.

Use your choice of popular web browsers to
authenticate with the PEM Server and query
managed and unmanaged hosts.

d=========)p
=V ﬁ
Servers _=== = - “y
with a bound == 7"/ The PEM
PEM Agent L7 7 Server's
share statistical 7 / database and
feedback with P s / web services
the PEM s / components
Server. ’ can reside on

the same host
or two different
hosts.

You can use PEM to manage databases that reside on
servers that are not managed by a PEM Agent.

Figure 2.1 - The Postgres Enterprise Manager general architecture.
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2.3 Supported Versions and Platforms

The PEM serverand agentuse Advanced Server or PostgreSQL backing databases

(version 9.3 and higher). PEM can manage and monitor Advanced Serverand
PostgreSQL databaseversions 9.3 and higher.

The PEM serverand agentare supported on:
64-bit Linux:

CentOS 6.x and 7.x

Red Hat Enterprise Linux 6.x and 7.x
OEL 6.x and 7.x

Ubuntu 16.04 LTS and 14.04 LTS
Debian 7.x and 8.x

SLES 12

64-bit Windows:

e Windows Server2016
e Windows Server2012 R2

The PEM agent is also supported on Linuxppc64le using RHEL / CentOS 7.x as a PEM
serverhost.

RPM packages forthe PEM agentare available for RHEL 6.x and 7.x.

The PEM client is supported on the following browsers:

Google Chrome
Mozilla Firefox
Internet Explorer
Apple Safari

SQL Profiler is supported on Advanced Server and EnterpriseDB distributions of
PostgreSQL version9.3 and above.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 12
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2.4 Installing PEM - Overview

Fordetailed instructions aboutinstalling PEM, please consult the PEM Installation
Guide, available at:

http://enterprisedb.com/products-services-training/products/documentation

The basic steps involved in the PEM installation process are:

L.

Installthe PEM server components. The PEM serversoftware and backend

database (named pem) may reside on thesame host as the supporting httpd server,
or may reside on a separatehost.

The PEM serverinstallerinstalls a PEM agent and the PEM client on the host of
the PEM server.

Register each additional physical or virtual machine thatyou would like to

manage with PEM. For convenience, PEM 7 supports remote monitoring (an
agent is not required to reside on the same host as the server thatit monitors).

Please note that a remote agentcannot retrieve all of the information available
from a monitored server; you may wish to installan agenton eachserver host.

Installthe SQL Profiler componentinto each Postgres instance on which you
want to perform SQL capture and analysis. The SQL Profiler installer will
prompt you forthe location ofyour Postgres installation, and place therequired

software into that directory. The SQL Profiler plugin is already installed on
Advanced Server instances, and requires only configuration to enable profiling.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 13
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3 Using the PEM Web Interface

The PEM web interface is installed with the PEM server. Whenthe serverinstallation
completes, you canopen the PEM interface in your choiceofbrowser by navigating to:

https://ip address of PEM host:8443/pem

Where ip address of PEM host specifiesthe IPaddressofthe hostofthe PEM

server. The Postgres Enterprise Manager Login window (shownin Figure 3.1)
opens:

® O ® /W mpsi/192.168.2.31:8443/pc1 X ||\ Susan

& C | A Not Secure | htps://192.168.2.31:8443/pem/login/ % O ® 0O ¥

Postgres Enterprise Manager Login
Username

Password

Figure 3.1 - The PEM Login page.

Use the fields onthe Postgres Enterprise Manager Login window to authenticate
yourselfwith the PEM server:

e Provide the name ofa pem database userin the Username field. For the first user
connecting, this will be the name provided wheninstalling the PEM server.

e Provide the password associated with the userin the Password field.
Afterproviding your credentials, click Login to connectto PEM.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 14
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The PEM web interface opens, displaying the Global Overview Dashboard
(seeFigure 3.2).

File~  Object~  Management ~ Dashboards ~ Tools ~  Help ~ O postgres ~

i Browser @ Dashboard f Properties [ SQL | Statistics ) Dependencies {J Dependents g Monitoring
-~ égh Ark Servers (3)
i Global Overview
= Q resources

| % Clusters.

: = Database Engines
H [ Server Images B Global Overview % Agents ~ & Dashboards ~
i B [@Templates
| [ & RHEL Subscriptions e —
| G ¢ Backups
O Users
Asales

1.00
5 PEM Agents
£ PEM Server Directory 080
o 080
040
a2

Agents Up Agerts Down Servers Up ‘Servers Down

Generated: 2018-08-24 10:50:12

Number of Alerts: 8

B T e e T T T
(/] 3 740 449 el 99.37

O Postgres Enterprise Manager Host UP 80.90 29.75

Postgres Sarver Status.
I N Y e T -~
@ | Postgres Enterprise Manager Server UP 1 4 PostgreSQL 10.5 on x86_64-pc-linux-gnu, complled by goe (GCC) 4.4.7 20120313 (Red Hat 4.4.7-18)
Alert Status
[ || OectDsseriton | MamBps|  Mertame | Vako | Dstboso | Schoma | Packags | Othect | NertngSkes |
0 NA High Alert Errors 1 2018-08-09 09:38:47
@ » Postgres Enterprise Manager Host  High CPU utilization 99.37 % 2018-08-24 10:46:08
© » Postgres Enterprise Manager Server High Database size In server 104 MB 2018-08-23 07:11:32
@ » Postgres Enterprise Manager Server High Last Vacuum Never ran 2018-08-09 09:38:47
» Postgres Enterprise Manager Server Low Last AutoVacuum 1.65 hrs 2018-08-24 10:47:08
» Posigres Enterprise Manager Server Low Connections in idle state 9 2018-08-24 08:42:09
» Postgres Enterprise Manager Host  Low Mermory used percentage 809 % 2018-08-24 08:56:11
[) » Postgres Enterprise Manager Host  Low Swap consumption percentage  29.75 % 2018-08-17 06:15:35

Figure 3.2 - The Global Overview dashboard, displayed in the client.

The Browser pane displays a tree control thatprovides access to information aboutthe

database objects thatresideon eachserver. The tree control expands to displaya
hierarchical view ofthe servers and objects thatare monitored by the PEM server.

The PEM menu bar provides access to commands and features thatyou can useto
manage your database servers and the objects that reside on those servers. Ifan option is
disabled:

e The database serverto which you are currently connected may not supportthe
selected feature.

e Theselectedmenu option may not bevalid forthe currentobject (by design).

e Therole that you have used toconnectto the server may have insufficient
privileges to change the selected object.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 15
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3.1 The PEM Toolbar

Context-sensitive menus across the top of the PEM web interface allow you to customize
your environmentand provide access to the enterprise management features of PEM.

The File Menu

File -  Object ~

i Browser Preferences

B (5 PEM Agents Reset Layout

Figure 3.3 — The File Menu

Usethe ri1le menu (see Figure 3.3)to access the following options:

Menu Option Action
Preferences Click to open the Preferences dialogto customize your PEM client
settings.
Reset Layout If you have modified the workspace, click to restore the default layout.
The Object Menu

File ~ Object ~ Manage

& Dashboard -L
B (5 PEM Agents Refresh._.

| PEM Server Directory (3) Delete/Drop
EH E EDB Postgres Advanced Server 10

= patabases (3)

Disconnect Server

Properties...

B [59) Casts

Figure 3.4 — The Object Menu.

The object menu (see Figure 3.4) is context-sensitive. Use the 0bject menu to access
the following options:

Menu Option Action
Connect Server... Click to open the Connect to Server dialog to establish a connection with a server.
Create Click *Create* to access a context menu that provides context-sensitive selections.
CREATE Script Click to open the Query tool to edit or view the selected script.
Delete/Drop Click to delete the currently selected object from the server.
Disconnect Server.. | (lick to refresh the currently selected object.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 16
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Drop Cascade

Click to delete the currently selected object and all dependentobjects from the
server.

Hide..

Click to hide the currently selected group; to view hidden groups, enable the show
hidden groups option in Preferences.

Properties...

Click to review or modify the currently selected object's properties.

Refresh. ..

Click to refresh the currently selected object.

Trigger (s)

Click to *Disable* or *Enable* trigger(s) for the currently selected table.

Truncate

Click to remove all rows from a table (Truncate) or to remove all rows from a
table and its child tables (Truncate Cascade).

View Data

Click to access a context menu that provides several options for viewing data.

The Management Menu

1 (% PEM Server Directory (3)
EH [ EDB Postgres Advanced Server 10
B- = Databases (3)

- == accs

L!_—l'

edb

- (5% Casts

- ¢o» Catalogs
- [C) Event Triggers
- ) Extensions

- = Foreign Data Wrappers

i O e DO o OO e DO O s DO 1
L_.lul._.luuul_..

Languages

- {&» Schemas (2)

B 4 enterprisedb
B 4 public

B == postgres

m

B &b Login/Group Roles

[t~ i Resource Groups

(- 7, Tablespaces

- 5}‘ Postgres Enterprise Manager Server

File ~

Object ~

@ Dashboard #§ Properties

Global Overview

Generated: 2018-06-13 1.
Number of Alerts: 8

B Giobal Overview 2 Agents -

Management ~ Dashboards -

Audit Manager...

Capacity Manager...

Log Manager...

Manage Alerts...
Manage Charts...
Manage Dashboards...
Manage Probes...
Package Deployment...
Postgres Expert...
Postgres Log Analysis Expert...
Queue Server Startup
Queue Server Shutdown
Replace Cluster Master
Scheduled Tasks...

Server Configuration...
SQL Profiler

Streaming Replication...

Tuning Wizard...

Figure 3.5 — The Management Menu.

Usethe Management menu (see Figure 3.5)to access the following PEM features:

Menu Option

Action

Audit Manager...

Click to open the Audit Manager and configure auditing on your monitored
Servers.

Auto Discovery...

Click to open the Auto Discovery dialogto instruct a PEM agent to locate and bind
monitored database servers.

Capacity Manager...

Click to open the Capacity Manager dialog and analyze historical or project future
resource usage.
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Log Manager. ..

Click to open the Log Manager dialog and configure log collection for a server.

Manage Alerts...

Click to access the Manage Alerts tab and create or modify alerting behavior.

Manage Charts...

Click to open the Manage Charts tab to create or modify PEM charts.

Manage Dashboards. ..

Click to open the Manage Dashboards dialog to VACUUM, ANALYZE, REINDEX, or
CLUSTER.

Manage Probes...

Click to open the Manage Probes dialog to VACUUM, ANALYZE, REINDEX, or
CLUSTER.

Package Deployment...

Click to open the Package Deployment wizard and install or update packages.

Postgres Expert...

Click to open the Postgres Expert wizard and perform a static analysis of your
servers and databases.

Postgres Log Analysis
Expert...

Click to access the Postgres Log Analysis Expert dialog analyze log file contents for
usage trends.

Queue Server Startup..

Click to instruct the PEM server to start the currently selected server.

Queue Server Shutdown

Click to instruct the PEM server to shut down the currently selected server.

Replace Cluster Master

Click to replace the current master node of your replication scenario.

Scheduled Tasks

Click to open the Scheduled Tasks tab and review tasks that are pending or
recently completed.

Server
Configuration...

Click to open the Server Configuration dialog and update your PEM server
configuration settings.

SQL Profiler...

Click to open the SQL Profiler dialogto capture statistical information about SQL
query performance.

Streaming
Replication...

Click to access the Streaming Replication dialog configure a streaming replication
scenario.

Tuning Wizard...

Click to open the Tuning Wizard dialog to generate a set of tuning
recommendations for your server.

The Dashboards Menu

i\ Browser
B S5 PEM Agents
El 2 PEM Server Directory (3)

= Databases (3)

- (3% Casts

&> Catalogs

= E EDB Postgres Advanced Server 10

: -- I Event Triggers

Dashboards ~ Tools ~

File -  Object ~

Management ~

Alerts Dashboard
Audit Log Analysis
Memory Analysis

Dashboard #f Properties [BSQL |#* Statistic

Global Overview

Generated: 2018-06-13 12:05:07
Number of Alerts: 8

Server Analysis

Server Log Analysis

Session Activity Analysis
Storage Analysis

Streaming Replication Analysis
Systemn Wait Analysis

H Global Overview % Agents ~ [E Dashboards ~

Figure 3.6 — The Dashboards menu.

Use the context-sensitive Dashboards menu(see Figure3.6)to access dashboards:

Option

Action

Alerts Dashboard

Click to open the Alerts Dashboard for the selected node.

Audit Log Analysis

Click to open the Audit Log Analysis Dashboard for the selected
node

Database Analysis

Click to open the Database Analysis Dashboard for the selected
node.
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I/0 Analysis Click to open the /0 Analysis Dashboard for the selected node.

Memory Analysis Click to open the Memory Analysis Dashboard for the selected
node

Object Activity Analysis Click to open the Object Activity Analysis Dashboard for the
selected node.

Operating System Analysis Click to open the Operating System Analysis Dashboard for the
selected node.

Probe Log Analysis Click to open the Probe Log Analysis Dashboard for the selected
node.

Server Analysis Click to open the Server Analysis Dashboard for the selected node.

Server Log Analysis Click to open the Server Log Analysis Dashboard for the selected
node.

Session Activity Analysis Click to open the Session Activity Analysis Dashboard for the
selected node.

Storage Analysis Click to open the Storage Analysis Dashboard for the selected
node.

Streaming Replication Click to open the Streaming Replication Analysis Dashboard for

Analysis the selected node.

System Wait Analysis Click to open the System Wait Analysis Dashboard for the selected
node.

The Tools Menu

File ~ Object ~ Management - Dashboards ~  Tools ~ Help ~

#\ Browser @ Dashboard ©f Properties [ SQL |+ Statistics
& fZPEM Agents Reload Configuration
& “Z PEM Server Directory (3) Glubal overview
£+ E EDB Postgres Advanced Server 10
" & Databases () ﬁmnt::mm. ;015'05'13 EE Add Named Restore Point...
= acdts
B = edb [ Giobal Overview % Agents ~ [E} Dashboards ~

(¥ Casts
&> Catalogs
[T Event Triggers Backup Globals...
i Extensions Backup Server..,
= Foreign Data Wrappers

Languages

Figure 3.7 — The Tools menu.

Use the options onthe Too1s menu (seeFigure 3.7) to access the following features:

Option Action

Add named restore point | (lick to open the dialogto take a point-in-time snapshot of the current
server state.

Backup. . . Click to open the Backup... dialog to backup database objects.

Backup Globals... Click to open the Backup Globals... dialog to backup cluster objects.

Backup Server... Click to open the Backup Server... dialog to backup a server.

Grant Wizard... Click to access the Grant Wizard tool.

Import/Export... Click to open the Import/Export data.. dialogto import or export data
from a table.

Maintenance... Click to open the Maintenance... dialog to VACUUM, ANALYZE,
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REINDEX, or CLUSTER.

Pause replay of WAL

Click to pause the replay of the WAL log.

Query tool

Click to open the Query tool for the currently selected object.

Reload Configuration...

Click to update configuration files without restarting the server.

Restore. ..

Click to access the Restore dialog to restore database files from a
backup.

Resume replay of WAL

Click to resume the replay of the WAL log.

The Help Menu

i\ Browser
£ PEM Agents
El 42 PEM Server Directory (3)

1 EMO Daetrrar Adumnea A Crmine n

File ~ Object ~ Management ~ Dashboards ~  Tools ~ Help ~

& Dashboard & Properties [®5QL |#* Statistics <) Dependencies <3 Depen Online Help

EnterpriseDB Website

Global Overview About Postgres Enterprise Manager

Figure 3.8 — The Help menu.

Use the options onthe He 1p menu (see Figure 3.8) to access onlinehelp documents orto
review information about the PEM installation:

Option

Action

Online Help

Click to open documentation for Postres Enterprise Manager.

EnterpriseDB Website

Click to open the EnterpriseDB website in a browser window.

About Postgres Enterprise
Manager

Click to locate versioning and user information for Postgres
Enterprise Manager.
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3.2 Controlling and Customizing Charts, Graphs and Tables

Use the icons in the upper-right corner of each graphic on a dashboard to controland

customize the charts, graphs and tables displayed in the PEM client for your currentuser
session (see Figure 3.9).

Chart Control lcons

v

cPU 8680

2,60
2.40
2.20
2.00
1.80

# 180
1.40
1.20
1.00
0.80

. . AN .
ol R R N T il O TS R o L i,

Nav 23 Mow 24 Nav 25 Mowv 26 Mav 27 Mow 28

Legend =

Total Processes: 191 - Total Threads: 423

Figure 3.9 — The PEM Client chart control icons.

Select an icon to:

|:| Refresh the contentofa chart, graphortable.

|:| Download an image ofthe chart or graph.

D Expand the chart or graphto full-screen.

|:| Personalize the chart, graph, or table settings for the current user.

|:| View information aboutthe chart, graph, ortable.

Formore information aboutcustomizing the graphics displayed on the PEM dashboards,
please seethe PEM client online help.
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4 Managing a Monitored Server

Before you can manage ormonitora server with PEM, you mustregister theserver with
PEM, and bind an agent. A servermay be boundto aremote agent (an agentthat resides
on a different host), but ifthe agent does notreside on the same host, it will not have
accessto all of the statistical information about the instance.

4.1 Manually Registering a Server
To manage or monitora server with PEM, you must:
e registeryour Advanced Server or PostgreSQLsserver with the PEM server.

e bindtheservertoa PEM agent.

You canusetheCreate - Server dialogto provide registration information fora
server, bind a PEM agent, and display the server in PEM client tree control. To open the
Create - Server dialog,navigate throughthe create optiononthe object menu
(or the context menu ofa server group) andselect server.. (seeFigure 4.1).

File ~ Object ~ Management ~ Dashboards ~

i\ Browser @& Dashboard <iReL="1 ] Server...
£ PEM Agents Refresh... Database...

= I: | PEM Server Directory (3) Delete/Drop Login/Group Role...
EH E EDB Postgres Advanced Server 10

EJ = Databases (3)

- == accts

Resource Group...

Tablespace...

i Disconnect Server
- = adb rards ~

— Properties...
H- (59 Casts P

" &> Catalogs

Figure 4.1 — Accessing the Create — Server dialog.

Please note: youmustensure the pg hba.conf file of the Postgres server that you are
registering allows connections fromthe host ofthe PEM client beforeattemptingto
connect.
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General Connection 5SS5L 55H Tunnel Advanced PEM Agent

Name | ‘

Group &= PEM Server Directory v

Team

Background 3¢
Foreground [Z] v

T

Connect
now?

Comments

Figure 4.2 — The General tab of the Create — Server dialog.

Use the fields on the General tab(shownin Figure 4.2) to describe the general
properties ofthe server:

e Usethename field to specify a user-friendly name for the server. Thename
specified will identify the serverin the PEM Browser tree control.

e You can use groups to organize your servers and agents in the tree control. Using
groups can help youmanage large numbers of servers more easily. Forexample,
you may want to havea production group, a test group, or LAN specific groups..

Use the Group drop-down listboxto select the server group in which the new
serverwill be displayed.

e Usethe Team field to specify a Postgres role name. Only PEM users who are
members ofthis role, who created theserverinitially, or have superuser privileges

on the PEM server will see this server whenthey logonto PEM. If this field is
left blank, all PEM users will see the server.
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e UsetheBackground colorselectorto select thecolorthat will be displayedin
the PEM tree control behind database objects thatare stored on theserver.

e Usethe Foreground colorselectorto select the font color oflabels in the PEM
tree control for objects stored on theserver.

e Checktheboxnext to Connect now? to instruct PEM to attempt a server
connectionwhenyouclickthe save button. Leave Connect now? uncheckedif

you do not want the PEM client to validate the specified connection parameters
untila later connection attempt.

e Provide notes aboutthe serverin the Comments field.

General Connection SS5L S5H Tunnel Advanced PEM Agent

Host A ‘

name/address

Fort 5432

Maintenance postgres
database

Username postgres
Password

Save
password?

Role

u Either Host name, Address or Service must be specified. H

Figure 4.3 — The Connection tab of the Create — Server dialog.

Use fields on the connection tab (shown in Figure 4.3) to specify connection details for
the server:
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e Specify the IP address ofthe server host, or the fully qualified domain name in the
Host name/address field. On Unix based systems, theaddress field may be left
blank to use the default Postgre SQL Unix Domain Socket on the local machine,

or may be set to an alternate path containing a PostgreSQL socket. If you entera
path, the path mustbegin witha"/".

e Specify the port numberofthe host in the port field.

e UsetheMaintenance database field to specify thename ofthe initial database
that PEM will connectto, and thatwill be expected to contain pgagent schema
and adminpack objects installed (both optional). On PostgreSQLS8.1 and above,
the maintenance DB is normally called postgres; on earlier versions

templatel is often used, thoughit is preferrable to createa postgres database
to avoid cluttering the template database.

e Specify the name that willbe used when authenticating with the serverin the
Usernamne field.

e Provide the password associated with the specified userin the password field.

e Checktheboxnext to save password?to instruct PEM to storepasswords in
the ~/ . pgpass file (on Linux) or $APPDATA%\ \postgresgl\\pgpass.conf
(on Windows) for later reuse. For details, see the pgpass documentation. Stored
passwords will be used foralllibpq basedtools. To removea password,
disconnect fromthe server, open the server's Properties dialog and uncheck the
selection.

e Usetherole field to specify the name ofthe role thatis assigned the privileges
that the client should useafter connecting to theserver. This allows youto
connect as one role, and then assume the permissions of anotherrole when the
connectionis established (the one you specified in this field). The connecting role
must be amember of the role specified.
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General Connection 55L 55H Tunnel Advanced PEM Agent

S55L mode Prefer

Client
certificate

Client
certificate
key

Root
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Figure 4.4 — The SSL tab of the Create — Server dialog.

Use the fields on the sst. tab (see Figure 4.4) to configure SSL:

e Usethedrop-down list boxin the ssL. mode field to select the type of SSL
connectiontheserver shoulduse. Formore information about using SSL
encryption, see the Postgre SQL documentation at:

https://www.posteresql.ore/docs/current/static/libpg-sslL.html

You can use theplatform-specific Fi 1e manager dialogto upload files that support SSL

encryption tothe server. To access the File manager, click the icon that is located to the
right ofeach ofthe following fields:

e Usetheclient certificate fieldtospecify thefile containingtheclient SSL
certificate. This file will replace the default

~/.postgresqgl/postgresql.crt file if PEM is installed in Desktopmode,
and <STORAGE DIR>/<USERNAME>/.postgresql/postgresql.crt ifPEM
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is installed in Web mode. This parameteris ignored ifan SSL connectionis not
made.

e Usetheclientcertificate key field to specify thefile containing thesecret
key used forthe client certificate. This file will replace the default
~/.postgresqgl/postgresqgl.keyif PEM is installed in Desktop mode, and
<STORAGE DIR>/<USERNAME>/.postgresql/postgresqgl.keyif PEMis
installed in Web mode. This parameteris ignoredifan SSL connectionis not
made.

e Usetheroot certificate field to specify the file containingthe SSL
certificate authority. This file will replace the default

~/.postgresqgl/root.crt file. This parameteris ignoredifan SSL
connectionis notmade.

e UsethecCertificate revocation 1ist field to specify the file containing the
SSL certificate revocation list. This list willreplace the default list, found in
~/.postgresqgl/root.crl. This parameteris ignored ifan SSL connectionis
not made.

e WhenssL compression?issetto True,datasentover SSL connections will

be compressed. The default value is False (compressionis disabled). This
parameteris ignored ifan SSL connectionis not made.

o  WARNING: certificates, private keys, and therevocationlist are stored in the per-
user file storage area onthe server, which is owned by the user account under
which the PEM serverprocessis run. This means that administrators ofthe server
may be able to access those files; appropriate caution should be taken before
choosingto use this feature.
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General Connection 5S5L 55H Tunnel Advanced PEM Agent

Use s o |

tunneling

Tunnel host
Tunnel port 22
Username

Authentication

Identity file ﬂ
Password

Figure 4.5 — The SSH Tunnel tab of the Create — Server dialog.

Use the fields on the ssH Tunne1 tab (see Figure 4.5) to configure SSH Tunneling. You
canuse a tunnel to connect a database server (through an intermediary proxy host)to a
server thatresides on a network to which the clientmay not be able to connect directly.

e SetUse SSH tunnelingto Yes to specify that PEM should use an SSH tunnel
when connecting to the specified server.

e Specify the name or [P address ofthe SSH host (through which client connections
will be forwarded) in the Tunnel host field.

e Specify the port ofthe SSH host (through which clientconnections will be
forwarded)in the Tunnel port field.

e Specify the name ofauserwith login privileges forthe SSHhost in the
Username field.
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e Specify the typeofauthentication that willbe used when connecting to the SSH
hostinthe Authentication field.

e Select password to specify that PEM will use a password for authenticationto
the SSHhost. This is the default.

e Select1dentity file tospecify thatPEM will use a private key file when
connecting.

e Ifthe SSH hostis expectinga privatekey file for authentication, use the
Identity file field to specify the location ofthekey file.

e Ifthe SSH hostis expectinga password, use the Password field to specify the
password, orif an identity file is being used, the passphrase.

General Connection 55L S5H Tunnel Advanced PEM Agent

Host address

DB
rastriction

Password file =

Service 1D
EFM cluster
name

EFM
installation
path

Figure 4.6 — The Advanced tab of the Create — Server dialog.

Use fields on the advanced tab (shown in Figure 4.6) to specify details that are used to
manage the server:
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e Specify the IP address ofthe serverhost in the Host Address field.

e UsetheDBrestriction field to specify a SQLrestriction that willbe used
against the pg_database table to limit the databases displayed in the tree control.
Forexample, you mightenter: ' 1ive db', 'test db' toinstructthe PEM
browserto displayonly the 1ive dband test db databases. Notethatyoucan
also limit the schemas shown in the database fromthe database properties dialog
by entering a restrictionagainst ‘pg_namespace.

e Usethe password file field to specify the locationofa password file (.pgpass).
The .pgpass file allows auserto login without providing a password when they
connect. Formore information, see the Postgres documentation at:

http://www.postgresql.ore/docs/current/static/libpg-pgpass.html

Please note: Use ofa password file is only supported when PEM is using libpq
v10.0 or laterto connect to the server.

e Usetheservice 1D field to specify parameters to control the database service
process. Forservers that are stored in the Enterprise Manager directory, enter the
service ID. On Windows machines, this is the identifier forthe Windows service.
On Linux machines, this is the name ofthe init scriptusedto start theserverin
/etc/init.d. Forexample, the name ofthe Advanced Server 10service is
edb-as-10. Forlocalservers, the setting is operating systemdependent:

o Ifthe PEM client is running on a Windows machine, it can control the
postmaster service if you have sufficientaccess rights. Enterthe name of
the service. In caseofaremote server, it must be prepended by the

machine name (e.g. PSE1\\pgsqgl-8.0). PEM will automatically
discoverservices running onyour localmachine.

o Ifthe PEM clientis running on a Linuxmachine, it can control processes
running on the localmachine if you have enough access rights. Provide a
full path and needed options to access the pg_ctlprogram. When
executing service control functions, PEM will append status/start/stop
keywords to this. Forexample:

sudo /usr/local/pgsql/bin/pg ctl -D /data/pgsql

e Iftheserveris amember ofa Failover Manager cluster, you canuse PEM to
monitorthe health ofthe clusterandto replacethe masternodeifnecessary. To

enable PEM to monitor Failover Manager, usethe EFM cluster name field to
specify the clustername. The clustername is the prefixof the name ofthe
Failover Manager cluster properties file. Forexample, if the cluster properties file
isnamed efm.properties,theclusternameis e fm.
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e Ifyouareusing PEM to monitorthe status ofa Failover Manager cluster, use the
EFM installation path field to specify thelocation ofthe Failover Manager
binary file. By default,the Failover Manager binary file is installed in
/usr/efm-2.x/bin,where x specifies the Failover Manager version.

General Connection 55L SSHTunnel Advanced PEM Agent

Remote
monitoring?

Bound agent Select from the list v

Host

Port

55L Prefer

Ak

Database
Username
Password

Confirm
password

Allow
takeover?

Figure 4.7 — The PEM Agent tab of the Create — Server dialog.

Use fields on the PEM Agent tab (shownin Figure 4.7) to specify connection details for
the PEM agent:

e MovetheRemotemonitoring?sliderto ves to indicatethatthe PEM agent
does notreside on the same host as the monitored server. Whenremote
monitoring is enabled, agentlevel statistics for the monitored server will not be
available for customcharts and dashboards, and theremote server will not be
accessible by some PEM utilities (suchas Audit Manager, Capacity Manager,
Log Manager, Postgres Expert and Tuning Wizard).

e Select an Enterprise Manager agent using the drop-down listboxto the right ofthe
Bound agent label. One agent can monitor multiple Postgres servers.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 31



EDB Postgres Enterprise Manager Getting Started Guide

e Enterthe IP address orsocket path thatthe agent shouldusewhen connectingto
the database serverin the Host field. By default, the agentwill use the host
address shownon theGeneral tab. OnaUnixserver, youmay wish to specify a
socket path,e.g./tmp.

e Enterthe port numberthat the agent willuse when connectingto the server. By
default, the agentwill use the portdefinedon the Properties tab.

e Usethe drop-down listboxin the sst. field to specify an SSLoperational mode;
specify require, prefer, allow, disable, verify -ca or verify-full. For more
information about using SSLencryption, see the PostgreSQL documentation at:

http://enterprisedb.com/docs/en/10/pg/libpg-ssLhtml

e Usethepatabase field to specify thename ofthe database to which the agent
will initially connect.

e Specify the name ofthe role that agentshould use when connecting tothe server
in the User name field.

e Specify the password that theagentshould use when connecting to the serverin
the Password field, and verify it by typingit again in the Confirmpassword
field. If you do notspecify a password, youwill need to configure the
authentication for the agentmanually; forexample, you canusea . pgpass file.

e Settheallowtakeover?sliderto ves to specify that theservermay be taken
overby anotheragent. This feature allows an agent to take responsibility for the
monitoring ofthe database server if, for example, the serverhas beenmovedto
anotherhost as part ofa high availability failover process.

To view the properties ofa server, right-click on the server name in the PEM client tree

control,and selectthe Properties...optionfromthe context menu. To modify a
server's properties, disconnect fromthe server before openingthe properties dialog.
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4.2 Automatic Server Discovery

If the server youwish to monitorresides on thesame hostas the monitoring agent, you
canusethe Auto Discovery dialog to simplify the registration and binding process.

To enable autodiscovery fora specific agent, you must enable the server Auto
Discoveryprobe. ToaccesstheManage Probes tab, highlight the name ofa PEM
agent in the PEM client tree control, and select Manage Probes... from the
Management menu. When theManage Probes tab opens, confirmthat the slider
controlin the Enabled? columnis setto ves.

To openthe auto Discovery dialog (see Figure 4.8), highlight thename ofa PEM
agent in the PEM client tree control, and selectauto Discovery... fromthe
Management menu.

Auto Discovery ﬂ B

The servers below were discovered by the Enter the connection details that the PEM Server will use to connect to the database server.
agent on this system. Check the ones you

wish to bind to the agent, and select each in
turn to enter the configuration details. Name

Server Connection Details

Discovered Database Servers
Server group v
~| EDB Postgres Advanced Server 10
B Host name/address v
EDB Postgres Advanced Server 9.6

| Postgres Plus Advanced Server 9.5 Port

Maintenance
database

Enter the connection details that the PEM Agent will use to connect to the database server.
Agent Connection Details

Host
User name

Password

? o

Figure 4.8 — The PEM Auto Discovery dialog.

Whentheauto Discovery dialog opens, the Discovered Database Servers box
will display alist of servers that are notcurrently monitored by a PEM agent. Checkthe
boxnext to a servername to display informationabout theserverin the server
Connection Details box, and connectionproperties forthe agentthe Agent
ConnectionDetails box

Usethe check A11 buttonto select the boxnext to all ofthe displayed servers, or
Uncheck 211 to deselectallofthe boxes to the left ofthe servernames.
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The fields in the server Connection Details boxprovide informationaboutthe
server that PEM will monitor:

e Acceptormodify the name ofthe monitored serverin the Name field. The
specified name will be displayed in the tree control ofthe PEM client.

e Usetheserver group drop-down listboxto select the server group under which
the serverwill be displayed in the PEM client tree control.

e UsetheHost name/address field to specify the IP address ofthe monitored
server.

e Therort field displays the port that is monitored by the server; this field may not
be modified.

e Providethename oftheserviceinthe service 1D field. Please notethat the
service name must be provided to enable some PEM functionality.

e By default,the Maintenance database field indicates thatthe selected server
uses apostgres maintenance database. Customize the content ofthe
Maintenance database field for yourinstallation.

The fields in the Agent Connection Details boxspecify the properties that the PEM
agent will use when connecting tothe server:

e TheHost field displaysthe IP address thatwill be used forthe PEM agent
binding.

e TheUser name field displays thename thatwill be used by the PEM agent when
connectingto the selected server.

e The Password field displays the password associated with the specified user
name.

e Usethe drop-down listboxin the ssT. mode field to specify your SSL connection
preferences.

When you've finished specifying the connection properties for the servers thatyouare

binding formonitoring, click the ok buttonto registertheservers. Click cancel to exit
without preserving any changes.
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Figure 4.9 — The registered server.

After clicking the ox button, the newly registered serveris displayed in the PEM tree
control (see Figure4.9) and is monitored by the PEM server.
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4.3 Using the pemworker Utility to Register a Server

You can use the pemworker utility to register a server formonitoringby the PEM server
or to unregister a databaseserver. During registration, the pemworker utility will bind

the new serverto theagentthatresides on the systemfromwhich you invoked the
registration command. To registera server:

on a Linux host, use the command:

pemworker --register-server

on a Windows host, use the command:

pemworker.exe REGISTER-SERVICE

Append command line options to the command string when invoking the pemworker
utility. Each option should be followed by a corresponding value:

Option

Description

——pem-user

Specifies the name of the PEM administrative user. Required.

-—server-addr

Specifies the IP address of the server host, or the fully qualified domain
name. On Unix based systems, the address field may be left blank to
use the default PostgreSQL Unix Domain Socket on the local machine,
or may be set to an alternate path containing a PostgreSQL socket. If
you enter a path, the path must begin with a /. Required.

-—server-port

Specifies the port number of the host. Required.

-—server-database

Specifies the name of the database to which the server will connect.
Required.

——server-user

Specify the name of the user that will be used by the agent when
monitoring the server. Required.

--server-service-name

Specifies the name of the database service that controls operations on
the server that isbeing registered (STOP, START, RESTART, etc.).
Optional.

--remote-monitoring

Include the --remote-monitoring clause and a value of false (the
default) to indicate that the server is installed on the same machine as
the PEM agent. When remote monitoring is enabled (true), agent level
statistics for the monitored server will not be available for custom
charts and dashboards, and the remote server will not be accessible by
some PEM utilities (such as Audit Manager, Capacity Manager, Log
Manager, Postgres Expert and Tuning Wizard). Required.

—-—efm-cluster-name

Specifies the name of the Failover Manager cluster that monitors the
server (if applicable). Optional.

-—efm-install-path

Specifies the complete path to the installation directory of Failover
Manager (if applicable). Optional.

-—asb-host-name

Specifies the name of the host to which the agent is connecting.

-—asb-host-port

Specifies the port number that the agent will use when connecting to
the database.

-—asb-host-db

Specifies the name of the database to which the agent will connect.

-—asb-host-user

Specifies the database user name that the agent will supply when
authenticating with the database.

-—asb-ssl-mode

Specifies the type of SSL authentication that will be used for
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connections. Supported values include: prefer, require, disable, verify-
CA, verify-full.

-—group Specifies the name of the group in which the server will be displayed.

-—team Specifies the name of the group role that will be allowed to access the
server.

——owner Specifies the name of the role that will own the monitored server.

When registering a databaseserver, youmustprovide the password associated with the

administrative user on the new server. Use the PEM_NEW SERVER PASSWORD
environmentvariable to provide the associated password.

Before any changes are made on the PEM database, the connecting agent is authenticated
with the PEM database server. When invoking the pemworker utility, you must provide
the password associated with the PEM server administrative user. Thereare three ways
to specify theadministrative password; you can:

e setthe PEM MONITORED SERVER PASSWORD environmentvariable.
e provide the password on the command line with the PGPASsWORD keyword.
e create an entry in the .pgpass file.

Failure to provide the password will result in a password authentication error. The PEM
server will acknowledgethat theserver has been registered properly.
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4.3.1 Using the pemworker Utility to UnRegister a Server

You can use the pemworker utility to unregister a database server; to unregister a server,
mmvoke the pemworkerutility:

on a Linux host, use thecommand:
pemworker --unregister-server

on a Windows host, use the command:
pemworker.exe UNREGISTER-SERVICE

Append command line options to the command string when invoking the pemworker
utility. Each option should be followed by a corresponding value:

Option Description
——pem-user Specifies the name of the PEM administrative user. Required.
-—server-addr Specifies the IP address of the server host, or the fully qualified domain

name. On Unix based systems, the address field may be left blank to

use the default PostgreSQL Unix Domain Socket on the local machine,
or may be set to an alternate path containing a PostgreSQL socket. If
you enter a path, the path must begin with a /. Required.

——server-port Specifies the port number of the host. Required.

When invoking the pemworker utility, you mustprovide the password associated with

the PEM server administrativeuser. There are threeways to specify the password ofthe
administrative user; you can:

e setthe PEM SERVER PASSWORD environment variable.
e provide the password on the command line with the PGPASSWORD keyword.
e create an entry in the .pgpass file.

Failure to provide the password will result in a password authentication error. The PEM
server will acknowledgethat theserver has been unregistered.
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4.4 Verifying the Connection and Binding

Onceregistered, thenew server willbe added to the PEM Browser tree control, and be
displayedon the G1obal Overview (see Figure4.10).

Global Overview

Generated: 2018-06-12 09:45:40
Number of Alerts: 15

[ Global Overview % Agents ~ = Dashboards ~

3.00
250
200
=
1.50
1.00
0.50
0.00

Agents Up Agents Down Servars Up Servers Down

Agent Status

l-—m--mm—-::

] Standby Agent 1 7.3.0-dev 273 2.06 36.13
o m Postgres Enterprise Manager Host UF‘ 1 7.3.0-dev 208 466 372 58.57

Postgres Server Status
I-_E_-_ Gonnuctions | _Aarts

Postgres Enterprise Manager Server UP 5 PostgreSQL 10.4 on xB86_64-pe-linux-gnu, compiled by goo (GCC) 4.4.7 2012031
o 0 EDB Postgres Advanced Server 10 UP 4 4 EnterpriseDB 10.1.5 on xB6_84-pe-linux-gnu, compiled by gee (GCC) 4.4.7 20120
(/] . Standby UP 3 4 EnterpriseDB 10.1.5 on xB6_64-pe-linux-gnu, compiled by gec (GCC) 4.4.7 2012C

Figure 4.10 - The Global Overview dashboard.

When initially connecting to a newly bound server, the Global Overview dashboard
may display thenew server with a status of “unknown” in the serverlist; before
recognizing theserver, the boundagentmust execute a number of probes to examine the
server, which may take a few minutes to complete depending on network availability.

Within a few minutes, bar graphs onthe G1obal overview dashboard should show that
the agent has now connected successfully, andthe new serveris included in the
Postgres Server Status list.

If after five minutes, the Global Overview dashboardstilldoes not list the new server,
you should review the logfiles for the monitoring agent, checking for errors. Right-click
the agent's name in the tree control, and selectthe Probe Log Analysis optionfromthe
Dashboards sub-menuofthe context menu.
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4.5 Remotely Starting and Stopping Monitored Servers

PEM allows you to startup and shutdown managed server instances with the PEM client.

To configure a server to allow PEM to manage the service, complete the server
registration dialog, registering the database server with a PEM agent and:

e specifythe Store on PEM Server option on the Properties dialog.

e specify the name ofaservice scriptinthe service 1D field onthe Advanced
tab:

For Advanced Server 10, the service name is edb-as-10.

For Advanced Server 9.6, the service name is edb-as-9. 6.

For Advanced Server 9.5 and earlier, the service name is ppas-9. x.
ForPostgreSQL 10, the service name is postgresgl-10.
ForPostgreSQL 10, the service name is postgresgl-9. x.

0O O O O O

After connectingto the server, youcan startor stop theserver by highlighting the server

name in the tree control, and selecting Queue Server Startup OrQueue Server
Shutdown (shown in Figure 4.11) from the Management menu.

=yl [ File = Object ~ Management -~ Dashboards ~
E Audit Manager...

= Capacity Manager...
[#1 Log Manager...

@ Manage Alerts...
= Manage Charts...
= Manage Dashboards...

Queue Server

Startup and Shutdown & Manage Probes...

& Package Deployment...
= Postgres Expert...

& Postgres Log Analysis Expert...
© Queus Server Startup
O Queue Server Shutdown
3 Replace Cluster Master
& Scheduled Tasks...

& Server Configuration...
E SQL Profiler

= Streaming Replication...
# Tuning Wizard...

Figure 4.11 - The Management menu of a managed server.
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5 General Database Administration

The chapter covers some ofthe basic administrative tasks that canbe carried out with the
PEM client.

5.1 Editing the PEM Server Configuration

You can use the PEM client to graphically manage th e configuration parameters ofthe
PEM serverto enable features or modify default settings. To openthe server
Configuration dialog (see Figure 5.1),select server Configuration...fromthe
Management menu.

Q, Search by parameter name
raaner
audit_log retention_time 30 days
auto_create_agent_alerts True f
auto_create_server_alerts True f
cm_data_points_per_repart 50
cm_max_end_date_in_years 5 years
dash_alerts_timeout 60 seconds
dash_db_comrol_span 168 hours
dash_db_comrol_timeout 1800 seconds
dash_db_connovervw_timecut 300 seconds
dash_db_eventlag_span 7 days
dash_db_eventlag_timeout 1800 seconds
dash_db_hottable_rows 25 rows
dash_db_hottable_timeout 300 seconds
dash_db_io_span 168 hours
dash_db_io_timeout 1800 seconds
dash_db_rowact_span 168 hours
dash_db_rowact_timeout 1800 seconds
dash_db_storage_timeout 300 seconds
dash_db_timelag_span 7 days
dash_db_timelag_timeout 1800 seconds
dash_db_useract_span 168 hours
dash_db_useract_timeout 1800 seconds
? =

Figure 5.1 - The Server Configuration dialog.

To modify a parameter value, edit the contentdisplayed in the value field to the right of
a parametername. Click the save buttonto preserve your changes, orclickthe close

buttonto exit the dialog without applying the changes. Use the Reset buttonto return
the parameters to their original value.
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5.2 Starting and Stopping the PEM Server and Agents

The PEM serverstarts, stops and restarts when the Postgres server instance on which it
resides starts, stops or restarts; use the same commands to control the PEM server that
you would use to control the Postgres server.

The PEM agent is controlled by a service named pemagent.

On Linux platforms, the command thatstops and starts the servicescriptwill vary by
platformand OS version.

The Windows operating systemincludes a graphical service controller that displays the
server status, and offers point-and-click server control. The services utility can be

accessed through the Windows control Panel. Whentheutility opens, use the scroll
barto navigatethroughthe listed services to highlightthe servicename (see Figure 5.2).

; Services =1 1= -
File Action View Help
e EBo= HmE »eann
garsewvices](focal . Services (Local)
Postgres Enterprise Manager - Name “ Description ~
pemAgent *3Postgres Enterprise Manager - pemAgent PEM Agent.
) o postgresqgl-x64-9.5 Provides relational database ..
I%Ci:::ﬁeses:rl:iie Po-wer Ma.nages.power polic-}raljd
Restart the service . Print S5pooler This service spools print jobs..
“: Printer Extensions and Notifications This service opens custom p..
o % Problem Reports and Solutions Control Panel ... This service provides suppor...
E::;r}l_\pgh;l:! ~: Remote Access Auto Connection Manager Creates a connection to a re..
' ~: Remote Access Connection Manager Manages dial-up and virtual ...
“: Remote Desktop Configuration Remote Desktop Cenfigurati...
~. Remote Desktop Services Allows users to connect inte.. | ™
£ m >
\Ex‘tended /(Standard/

Figure 5.2 — The PEM service in the Windows Services window.
Usethe stop, Pause, Start, OrRestart buttons tocontrolthe stateofthe service.

Please note that any user (or client application) connected to the Postgres server will be
abruptly disconnected if you stop the service.

Formore information aboutcontrolling a service, please consult the EDB Postgres
Advanced Server Installation Guide, available fromthe EnterpriseDB website at:

https://www.enterprisedb.com/resources/product-documentation

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 42


https://www.enterprisedb.com/resources/product-documentation

EDB Postgres Enterprise Manager Getting Started Guide

5.3 Managing Security

PEM provides a graphical way to manage your Postgres roles and servers.

5.3.1 Login Roles

When you connect to the PEM server, youmust provide role credentials that allow access
to the database on which the PEM server stores data. By default,the postgres
superuseraccount is used to initially connectto theserver, butit is strongly
recommended (forbothsecurity and auditing purposes) that individual roles are created
for each connecting user. You can use the PEM Query Tool, the PEM web interface
Create - Login/Group Role dialog,ora command line client (such aspsql) to
createarole.

TousetheCreate - Login/Group Role dialogto create arole, expand the node for
the server on which the role will reside in the PEM tree control, and right-click on the
Login/Group Roles nodeto accessthe context menu. Then,selectLogin/Group
Role..fromthe Create menu (see Figure 5.3).

#\ Browser @ Dashboard ©f Propertie
[ 6@) Ark Servers

B (5 PEM Agents (2)

=8 = EDB Postgres Advanced Server 10
-- == Databases

B B Resourc Role
: Refresh... "

- Tablespases -
T

Figure 5.3 - The context menu of the Login Roles node

Use fields on the tabs ofthe Create —Login/Group Role dialog (see Figure 5.4) to
define therole. To display the PEM online help in abrowsertab, click the help (?)
buttonlocated in the lower-left corner ofthe dialog.

When you've finished definingthenewrole, click save to create the role.
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Create - Login/Group Role x|
General Definition Privileges Membership Parameters Security SQL
Name
Comments

&

Figure 5.4 - The Login Role dialog
To modify the properties of an existing login role, right click on the name ofa login role
in the tree control, and select Properties fromthe context menu. To delete alogin

role, right click on the name ofthe role, and select Delete/Drop fromthe context menu.

Formore complete information about creating and managing arole, see the PostgreSQL
online documentation:

http://www.postgresql.ore/docs/10/static/sql-createrole.html
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5.3.2 Group Roles

Group roles can serveas containers, used to dispense systemprivileges (suchas creating
databases)and object privileges (e.g. inserting datainto a particulartable). The primary
purpose ofa grouprole is to make the mass management of systemand object
permissions much easier fora DBA. Ratherthan assigning or modifying privileges

individually across many different login accounts, you can assign or changeprivileges for
a single role and then grant that role to many login roles at once.

Usethe Group Roles node (located beneath the name ofeach registered server in the
PEM tree control) to create and manage grouproles. Options onthe context menu
provide access to a dialog that allows you to createa new role or modify the properties of
an existing role. You can find more information about creating roles at:

http://www.postgresql.org/docs/10/static/sql-createrole.html

5.3.3 Using PEM Pre-Defined Roles to Manage Access to PEM
Functionality

You canusetheLogin/Group Role dialog toallowarole with limited privileges to
access PEM features such as the Audit Manager, Capacity Manager, or SQL Profiler.
PEM pre-defined roles allow access to PEM functionality; roles thatare assigned
membership in these roles canaccess the associated feature.
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Create - Login/Group Role n

General Definition Privileges Membership Parameters Security SOL

Roles | * & pem_comp_audit_manager |

|_ * gn pem_user ||

Select the checkbox for roles to include WITH ADMIN
OPTION.

Figure 5.5 - The Membership tab.

When defining a user, usethe Membe rship tab to specify theroles in which the new user
is a member. The newuser will share the privileges associated with eachrole in which it
is a member. For a userto have access to PEM extended functionality, therole must be a
member of the pem userrole and the pre-definedrole that grants access to the feature.
Usethe Roles field to select pre-defined role names froma drop down list.

The soL tab displays the SQL command that the server will execute when youclick
Save.
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Create - Login/Group Role n

General Definition Privileges Membership Parameters Security SOL

CREATE USER acctg_clerk WITH
LOGIN
NOSUPERUSER
NOCREATEDB
NOCREATEROLE
NOINHERIT
NOREPLICATION
CONNECTION LIMIT -1
PASSWORD 'xxxxxx'j

=1 On N B W R

w o

10
11 GRANT pem_comp_audit_manager, pem_user TO acctg_clerk;

e
=)

EmCEmCT

Figure 5.6 - The SQOL tab.

The example shown above creates a login role named acctg_clerk that willhave
access to the Audit Manager; the role can make unlimited connections to theserver at any
given time.

You can use PEM pre-definedroles to allow access to the functionality listed in the table
below:

Value Parent Role Description
pem_super_admin Role to manage/configure everything
on Postgres Enteprise Manager.
pem_admin pem_super_admin Role for

administration/management/configura
tion of all visible agents/servers, and
monitored objects.

pem_config pem_admin Role for configuration management of
Postgres Enterprise Manager.

pem_component pem_admin Role to run/execute all wizard/dialog
based components.

pem_rest_api pem_admin Role to access the REST API.

pem_server_service_manager pem_admin Role for allowing to restart/reload the
monitored database server (if server-id
provided).
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pem_manage_schedule_task pem_admin Role to configure the schedule tasks.

pem_manage_alert pem_admin Role for managing/configuring alerts,
and its templates.

pem_config_alert pem_config, Role for configuring the alerts on any

pem_manage_alert

monitored objects.

pem_manage_probe pem_admin Role to create, update, delete the
custom probes, and change custom
probe configuration.

pem_config_probe pem_config, Role for probe configuration (history

pem_manage_probe

retention, execution frequency,
enable/disable the probe) on all visible
monitored objects.

pem_database_server_registration

pem_admin

Role to register a database server.

pem_comp_postgres_expert

pem_component

Role to run the Postgres Expert.

pem_comp_auto_discovery

pem_component

Role to run the Auto discovery of a
database server dialog.

pem_comp_log_analysis_expert

pem_component

Role to run the Log Analysis Expert.

pem_comp_sglprofiler

pem_component

Role to run the SQL Profiler.

pem_manage_efm

pem_admin

Role to manage Failover Manager
functionality.

pem_comp_capacity_manager

pem_component

Role to run the Capacity Manager.

pem_comp_log_manager

pem_component

Role to run the Log Manager.

pem_comp_audit_manager

pem_component

Role to run the Audit Manager.

pem_comp_package_deployment

pem_component

Role to run the Package Deployment
Wizard.

pem_comp_streaming_replication

pem_component

Role to run the Streaming Replication
Wizard.

pem_comp_tuning wizard

pem_component

Role to run the Tuning Wizard.

5.3.4 Using a TeamRole

When you register a server for monitoring by PEM, you can specify a Team that willbe
associated with the server. A Teamis a group role that canbe usedto allow orrestrict
access to one or more monitored servers to a limited group ofrole members. The PEM
client will only display a server with a specified Team to thoseusers who are:

e amember ofthe Teamrole
e therolethat createdtheserver
e arole with superuser privileges on the PEM server.

To create ateamrole, expand the node for the server on which the role will reside in the
PEM tree control, andright-clickon the Login/Group Roles nodeto access thecontext
menu. Then,select Login/Group Role.. fromthe Create menu;whentheCreate -

Login/Group Role dialogopens,use the fields providedto specify the properties of
the teamrole.
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5.3.5 ObjectPermissions

A role must be granted sufficient privileges before accessing, executing, or creating any

database object. PEM allows youto assign (GRANT)and remove (REVOKE ) object
permissions to grouproles or login accounts using the graphical interface ofthe PEM
client.

Object permissions are managed via the graphical object editor for each particular object.
Forexample, to assignprivileges toaccess a databasetable, right click on the table name

in the tree control, and selectthe Properties option fromthe context menu. Use the
options displayedon the privileges tabto assignprivileges for the table.

The PEM client also containsa Grant Wizard (accessed through the Too1s menu)that
allows you to managemany object permissions at once.
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5.4 Creating and Maintaining Databases and Objects

Each instance ofa Postgres server manages one or more databases; eachuser must
provide authentication informationto connect to thedatabasebeforeaccessingthe
information contained within it. The PEM client provides dialogs that allow youto
create and manage databases, andall ofthe various objects thatcomprise a database (e.g.
tables, indexes, stored procedures, etc.).

Creating a database is easy in PEM: simply right click on any managedserver’s
Databases nodeandselectbatabase...fromthe Create menu. Afterdefininga
database, youcan create objects within thenew database.

Forexample, to create anewtable, right clickona Tables node,select Table.. from
the create menu. When theNew Table dialog opens, specify theattributes ofthe new
table (see Figure 5.7).

General Columns Constraints Advanced Parameter Security SQL

Name

Owner £ postgres v
Schema © public X~
Tablespace pg_default v
Comment

Figure 5.7 - Use PEM's dialogs to create and manage database objects.

PEM provides similar dialogs forthe creationand management of other database objects:

tables

indexes

stored procedures
functions
triggers

views
constraints, etc.
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Each object typeis displayed in the tree control; right click on the nodethatcorresponds
to an object type to access the Create menu and create anew object, or select
pProperties fromthe context menu ofa named nodeto performadministrative tasks for
the highlighted object.
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5.5 Online Help and Documentation

PEM contains built-in help that provides assistancein usingthe tool (see Figure 5.8). To
accesstheonline help for PEM, select on1ine Help fromthe He1p option onthe Help

menu.

Postgres Enterprise Manager "7.4.0" documentation » PEM Getting Started » previous | next | index
Table Of Contents PEM Server Logon
PEM Getting Started
= Architecture The PEM web interface uses Apache to connect to the PEM server on port 8080 of the IP address on which the PEM server is installed. To connect to
= PEM Server Logon PEM, open your browser of choice, and navigate to:

= Roles for managing
EM - .

= The Group Dialog <ip_address_of_PEM_host>:8080/pem

- g'::;":m DEziszy e Where jp_address_of_PEM_host specifies the IP address of the host of the PEM server.

Defining a server

Connect to server

Controlling a Server

= Connection error

Managing a PEM Agent

The PEM Client Ysemame

Enterprise Management

Features . Password

Management Basics

Ark Management Features

SQL Profiler

Devslopagicas
pgAgent

Appendices
Release Notes

Quick search
« Provide the name of a pem database user in the Username field. Users logon to PEM using user credentials setup as login roles on the PostgreSQL

o database used by the PEM server. By default, the postgres superuser account will be used for the initial logon.

We strongly recommend you create an individual role for each user. You can create a login role with the CREATE ROLE SQL statement, or by defining
a role with the PEM client Create - Login/Group Role dialog. To access the dialog, connect to the PEM server database; right-click the Login/Group
Roles node in the tree control, and select New Login Role... from the Create pull-aside menu. Roles must be granted permissions and role member-
ships to properly use PEM:

Postgres Enterprise Manager Login

Use the fields on the Login window to authenticate yourself with the PEM server:

o users that are members of the pem_user role are essentially read-only users; they may view dashboards, change the database server caonnec-
tion options, but they will not be able to install agents or configure the server directory, alerts, probes, or run any of the wizard/dialog based
components of PEM.

o users that are members of the pem_admin role have the same read permissions as members of the pem_user role, plus sufficient privileges to
configure the servers, directory, alerts and probes.

o administrative users must be added to the pem_admin rcle and explicitly granted the create role privilege. in addition to the permissions grant-
ed through membership in the pem_admin role, the create role privilege allows an administrator to create additional pem users, and to install
and register new agents.

o users can be member of one of the PEM roles to give right to run a particular component, to manage, or to configure PEM.

« Provide the password associated with the user in the Password field.

Figure 5.8 — PEM online help.

The He1p menu also allows quick access to the EnterpriseDB website.
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6 Server Management

The sections that follow provide information about modifyingthe pg_hba.conf file,
restartingthe PEM server, and controlling the HTTPD service on Linuxand Windows.

6.1 Controlling the PEM Server or PEM Agent on Linux

On Linux platforms, the name ofthe servicescriptthatcontrols:

e A PEM serveron Advanced Server 101s edb-as-10.
A PEM serveron Advanced Server9.61s edb-as-9. 6.
A PEM serveron Advanced Server 9.5 or prioris ppas-9. x, where x is the
version number.
e A PEM serveron PostgreSQL101is postgresgl-10
A PEM serveron PostgreSQL9.xis postgresqgl-9. x.

e APEM agentis pemagent.

You can use theservice script tocontrol the service.

If you are using RHEL or CentOS 6.x, open a command line, assume superuser
privileges,and enter:

/etc/init.d/service name action

To controlaservice on RHEL or CentOS version 7.x, open a command line, assume
superuser privileges, and issue the command:

systemctl service name action
Where:

service namels thename ofthe service.

actionspecifies the actiontakenby theservice. Specify:

start to start the service.

stop to stopthe service.

restart tostop andthen startthe service.
status to checkthe status ofthe service.
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6.2 Controlling the PEM Server or PEM Agent on Windows

The Windows operating systemincludes a graphical service controller that displays the

server status, and offers point-and-click server control. The registered name ofthe
service thatcontrols:

e aPEMserverhoston PostgreSQLis postgresgl-x
e aPEMserverhoston Advanced Serveris edb-as-x, Orppas-9.x
e aPEMagentis Postgres Enterprise Manager - pemAgent

Where x indicates theserver version number.

Navigate throughthe Windows Control Panel to open the services utility. When
the utility opens, use the scrollbar to browse the list of services (see Figure 6.1).

. Services = = Py
File Action View Help
=2 BEcz HE »enmp
. Services (Local) © . Services (Local)
Postgres Enterprise Manager - Name : Description Status Startup Type
pemAgent +; Postgres Enterprise Manager .. PEM Agent. Started Automatic
Stop the service " postgresgl-:64-10 Provides rel... Started Automat?c
Pause the service  Power Manages p...  Started Automatic
Restart the service ~: Print Spooler Loads files t... Started Automatic
~: Problem Reports and Selutio..  This service ... Manual
Description: ~: Program Compatibility Assist., This service .. Started Automatic
PEM Agent. . Protected Storage Provides pr... Manual L
] 1 3
\Extended /(Standard/

Figure 6.1 — The Windows Services window.

Usethe stop the service optionto stop aservice. Anyuser (or client application)
connected to the server will be abruptly disconnected if you stop the service.

Usethe Pause the service option to instruct Postgresto reloadaservice's

configurationparameters. The Pause the service optionis an effectiveway to reset
parameters withoutdisruptinguser sessions for many ofthe configuration parameters.

Usethe start the service optionto startaservice.
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6.3 Controlling the HTTPD Server

On Linux, you can confirmthe status of the PEM-HTTPD service by openinga
command line, and entering the following command:

ps —ef | grep httpd

If Linux responds with an answer that is similar to the following example, ht tpd is not
running:

user 13321 13267 0 07:37 pts/1 00:00:00 grep httpd
Use the following command to startthe serviceon a CentOS or RHEL 6.x system:
/etc/init.d/httpd start
On a CentOS or RHEL 7.x system, usethe command:

systemctl start httpd

On Windows, youcan use the services applet to check the status ofthe PEM HTTPD

service. Afteropening the Services applet, scroll throughthelist to locate the PEM
HTTPD service (see Figure 6.2).

. Services = @ EY
File Action View Help
e Edc=H=E >unmw
5. Services (Local) . Services (Local)
PEM HTTPD MName B Description Status Startup Type o
. w PEMHTTPD Apache/24... Started Automatic
Stap the SErvIce % Performance Counter DLL Host  Enables rem... Manual
Festart the service
% Performance Logs & Alerts Performanc... Manual
% Plug and Play Enablesac.. Started Automatic
Descriptjon: ) i PnP-X 1P Bus Enumerator The PnP-X... Manual
':qp;;rlf;;ijffgvg;iﬁ]ona46 % PNRP Machine Mame Publica... This service ... Manual
Oper;SSLa'i.U.ED ) % Portable Device Enumerator 5. Enforces gr... Manual -
] m b
\Extended /(Standard/

Figure 6.2 - The PEM HTTPD Windows service.

The status column displays the currentstateofthe server. Clickthe start link to start
PEM HTTPD if the service is notrunning.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 55



EDB Postgres Enterprise Manager Getting Started Guide

6.4 Modifying the pg_hba.conf File

Entries in the pg_hba.conf file controlnetwork authentication and authorization. The

pg_hba.conf file onthe PEM serverhost mustallow connections between the PEM
serverand PEM-HTTPD, the PEM agent, and the monitored servers.

During the PEM serverinstallation process, you are prompted for the IP address and
connection information for hosts that will be monitored by PEM; this information s
added to thetopofthe pg hba.conf file ofthe PEM backing database (see Figure 6.3).

File Edit View Search Tools Documents Help

= E &

| B3 open v~ [ save

L_,pg_hbaxonf gg]
host all all 192.168.2.0/24 md5|

PostgreSQL Client Authentication Configuration File

Refer to the "Client Authentication" section inm the PostgresQL
documentation for a complete description of this file. A short
synopsis follows.

#
#
#
#
#
#
#
# This file controls: which hosts are allowed to connect, how clients
# are authenticated, which PostgreSQL user names they can use, which
# databases they can access. Records take one of these forms:

#

#

#

#

#

#

#

local DATABASE USER METHOD [OPTIONS]

host DATABASE USER ADDRESS METHOD [OPTIONS]
hostssl DATABASE USER ADDRESS METHOD [OPTIONS]
hostnossl DATABASE USER ADDRESS METHOD [OPTIONS]

(The uppercase items must be replaced by actual values.) [~

Plain Text v TabWidth: 8~ Ln 1, Col 36 INS

Figure 6.3 - PEM entries in the pg_hba.conffile.

You may also need to manually modify the pg hba. conf file to allow connections
between the PEM serverand other components. Forexample, if your PEM-HTTPD
installation does not reside onthe same hostas the PEM server, you mustmodify the

pg hba.conf file on the PEM serverhost to allowPEM-HTTPD to connectto the
Server.

By default,the pg hba.conf fileresides in the data directory, under your Postgres
installation; for example, on an Advanced Server 10 host, thedefault location ofthe
pg_hba.confi&

/opt/edb/asl0/data/pg _hba.conf
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You can modify the pg_hba.conf file with youreditorofchoice. Aftermodifying the
file, restart the server for changes to take effect.

The following example showsapg hba.conf entrythat allows an md5 password
authenticated connection fromausernamed postgres,to the postgres database on
the hoston which the pg_hba.conf fileresides. The connectionis coming froman IP
addressof192.168.10.102:

# TYPE DATABASE USER CIDR-ADDRESS METHOD

# IPv4 local connections:
host postgres postgres 192.168.10.102/32 md5

You may specify the address ofanetwork host, oranetwork address range. For
example, if you wish to allow connections fromservers with the addresses
192.168.10.23,192.168.10.76and 192.168.10.184,entera CIDR-ADDRESS
0f192.168.10.0/24 toallowconnections fromall of the hosts in that network:

# TYPE DATABASE USER CIDR-ADDRESS METHOD

# IPv4 local connections:
host postgres all 192.168.10.0/24 md 5

Formore information aboutformattinga pg _hba . conf file entry, pleasesee the
PostgreSQL core documentation at:

http://www.postgresql.ore/docs/10/static/auth-pg-hba-conf.html

Before you can connectto a Postgres server with PEM, you must ensure thatthe
pg_hba.conf file on both servers allows the connection (see Figure 6.4).

FATAL: no pg_hba.conf entry for host "192.168.2.139", user "enterprisedb",
database "edb", SSL off

Please enter the password for the user 'enterprisedb’ to connect the server -
"acctg"

Password

~| Save Password

[o

Figure 6.4 — Connect to Server error.

If you receive this error when connecting to the database server, modify the
pg_hba.conf file, adding an entry thatallows the connection.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 57


http://www.postgresql.org/docs/10/static/auth-pg-hba-conf.html

EDB Postgres Enterprise Manager Getting Started Guide

6.5 Managing PEM Authentication

Postgres supports a number of authentication methods:

Secure password (md5)
GSSAPI

SSPI

Kerberos

Ident

LDAP

RADIUS

Certificate (SSL)

PAM

Postgres (and PEM) authentication is controlled by the pg hba . conf configuration file.
Entries within the configuration file specify who may connect to a specific database, and
the type ofauthentication required before that useris allowed to connect.

A typicalentry inthe pg_hba.conf file that allows ausernamedpostgres to connect

to a1l databases fromthe localhost (127.0.0.1/32)using secure password (md5)
authentication connections would take the form:

host all postgres 127.0.0.1/32 md>5
Dependingon your system's configuration, youmay also need to createa password file
for the useraccount that the PEM agentuses to connect to the server, to allow the agent
to properly respondto theserver’s authentication request. An entryin the password file

for ausernamed postgres, with apasswordof 1safepwd would take the form:

localhost:5432:*:postgres:1lsafepwd

The password file is usually named ~root /. pgpass on Linuxsystems, or

$APPDATA%\postgresqgl\pgpass.conf (on Windows). For more information about
configuringa password file, visit the Enterprise DB website at:

http://www.postgresgl.org/docs/10/static/libpg-pgpass.html

Formore information aboutthe authentication methods supported by Postgres, see the
PostgreSQL core documentation at:

http://www.postgresgl.ore/docs/10/static/client-authentication.html
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6.6 Modifying PEM to Use a Proxy Server

If your network configuration prevents direct communication between PEM and the
EnterpriseDB website, you can configure a proxy server foruse by PEM when:

e updatingthepackage catalog table with information about the packages that
are available forinstallation orupdate
reading package options
downloading packages

After configuring a proxy server on your network, modify the PEM server configuration,

specifying the connection properties ofthe proxy, and instructing PEM to use the proxy
server.

I - a8
proxy_server 127.0.0.1

proxy_server_authentication tf
proxy_server_enabled tf
proxy_server_password

proxy_server_port 80

proxy_server_username

reminder_notification_interval 24 hours
server_log_retention_time 30 days
show_data_tab_on_graph tf
smtp_authentication tf
smtp_enabled [ True | tf
smtp_encryption tf
smtp_password

smtp_port 25

smip_server 127.0.01

smtp_spool_retention_time 7 days
smtp_username

snmp_community public

snmp_enabled m tf

Figure 6.6 - The PEM Server Configuration dialog.

Toaccesstheserver Configuration dialog and modify theserver configuration,
connect to the PEM web interface, andselect Server Configuration.. fromthe

Management menu. The PEM Server Configurationdialog opens as shown in Figure
6.6.
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To modify a parameter value, locatethe parameter, and modify theparameter value in the

value column. Use the following PEM Server configuration parameters to specify
connection details that allow PEM to connect to the proxy server:

e Usetheproxy server parameterto specify theIP address ofthe proxy server.

e Specifyavalueoft intheproxy server authentication parameterto
indicate that the proxy server willrequire PEM to authenticate when connecting;
specify f if authentication is notrequired.

e Specifyavalueoft intheproxy server enabled parameterif PEM is

required to usea proxy server whenretrieving the packagelist, or £ if a proxy
serveris not configured.

e Usetheproxy server password parameterto providethe password
associated with the userspecified in proxy server username.

e Specify the port numberofthe proxy serverinthe proxy server port
parameter.

e Specify the username that should be used when authenticating with the proxy
serverinthe proxy server username parameter.

When you've finished updating the parameters required to configure the proxy server,
click the save icon in the upper-right corner ofthe dialog before closingthedialog.
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6.7 Certificate Management

Files stored in the datadirectory ofthe PEM serverbacking database contain information
that helps the PEM server utilize secure connections:

ca_certificate.crt
ca_key.key
server.crt
server.key
root.crl

root.crt

The PEM agent thatis installed with the PEM server monitors the expiration date ofthe
ca_certificate.crt file. When the certificate is aboutto expire, PEM will:

Make a backup ofthe existing certificate files.

Create new certificate files, appending the new CA certificate file to the root.crt
file on the PEM server.

Create a job that renews thecertificatefile of any active agents.

Restart the PEM server.

When you uninstallan agent, the certificate associated with thatagent will be added to

the certificate revocation list (maintained in the root.crl file) to ensure that the certificate
cannotbe usedto connectto the PEM server.

For detailed information aboutmanually replacing certificate files, pleasesee Section 8.
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7 PEM Agent Management

The sections that follow provide information about the behavior and management ofa
PEM agent.

7.1 PEM Agent Privileges

By default, the PEM agent is installed with root privileges for the operating systemhost
and superuser privileges forthe database server. These privileges allow the PEM agent

to invoke unrestricted probes on the monitored host and databaseserver about system
usage, retrieving and returning the information to the PEM server.

Please note that PEM functionality diminishes as theprivileges ofthe PEM agent
decrease. Forcomplete functionality, the PEM agentshould runas root. Ifthe PEM
agent is run under the databaseserver's service account, PEM probes will not have
complete access to the statistical information used to generate reports, and functionality

will be limited to the capabilities ofthat account. Ifthe PEM agent is run under another
lesser-privileged account, functionality will be limited even further.

Please note that if you limit the operating systemprivileges ofthe PEM agent, some of
the PEM probes willnot return information, and the following functionality may be
affected:

Probe or Action Operating System PEM Functionality Affected

Data And Logfile Analysis Linux/Windows The Postgres Expert will be unable to
access complete information.

Session Information Linux The per-process statistics will be
incomplete.

PG HBA Linux/Windows The Postgres Expert will be unable to
access complete information.

Service restart functionality Linux/Windows The Audit Log Manager, Server Log

Manager, Log Analysis Expert and PEM
may be unable to apply requested

modifications.

Package Deployment Linux/Windows PEM will be unable torun downloaded
installation modules.

Batch Task Windows PEM will be unable to run scheduled

batch jobs in Windows.

If you restrict the database privileges ofthe PEM agent, the following PEM functionality
may be affected:

Probe Operating System PEM Functionality Affected
Audit Log Collection Linux/Windows PEM will receive empty data
from the PEM database.
Server Log Collection Linux/Windows PEM will be unable to collect
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server log information.

Database Statistics Linux/Windows The Database/Server Analysis
dashboards will contain
incomplete information.

Session Waits/System Waits Linux/Windows The Session/System Waits
dashboards will contain
incomplete information.

Locks Information Linux/Windows The Database/Server Analysis
dashboards will contain
incomplete information.

Streaming Replication Linux/Windows The Streaming Replication
dashboard will not display
information.

Slony Replication Linux/Windows Slony-related charts on the

Database Analysis dashboard
will not display information.

Tablespace Size Linux/Windows The Server Analysis dashboard
will not display complete
information.

xDB Replication Linux/Windows PEM will be unable to send xDB

alerts and traps.

If the probe is querying the operating systemwith insufficientprivileges, the probe may
return apermission denied €rrofr.

If the probe is querying the database with insufficient privileges, the probe may returna
permissiondenied error ordisplay the returneddatain a PEM chart or graph as an
empty value.

When aprobefails, an entry will be written to the log file that contains the name ofthe
probe, the reason the probe failed, and a hint that willhelp you resolve theproblem.

You can view probe-related errors thatoccurred on the server in the Probe Log
Dashboard, orreview error messages in the PEM worker log files. On Linux, the default
location ofthe log file is:

/var/log/pem/worker.log

On Windows, log information is available on the Event viewer.
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7.2 Agent Configuration

A number ofuser-configurable parameters and registry entries control the behavior ofthe
PEM agent. You may be required to modify the PEM agent's parameter settings to
enable some PEM functionality, such as the Streaming Replication wizard. A fter
modifying values in the PEM agent configuration file, you must restartthe PEM agent to
apply any changes.

With the exceptionofthe PEM_MAXCONN parameter, we strongly recommend against
modifying any ofthe configuration parameters or registry entries listed below without
first consulting EnterpriseDB support experts unless the modifications are required to
enable PEM functionality.

e On 64 bit Windows systems, PEM registry entries are located in
HKEY LOCAL MACHINE\\Software\\Wow6432Node\\EnterpriseDB\\PE
M\\agent

e On Linux systems, PEM configuration options are stored in the agent.cfgq file,
located in /opt/edb/pem/agent/etc

Parameter Name Description Value
PEM HOST (on Windows) The IP address or hostname | By default, set to 127.0.0.1.
or of the PEM server.

pem host (on Linux)

PEM_PORT (on Windows) The database server port to | By default, the PEM server monitors
or ¢ (on Li ) which the agent connects to | port 5432.

em or on 1nux . .
Pem_P communicate with the PEM

server.

AgentID (on Windows) A unique identifier assigned | The first agent is assigned an identifier

or . . to the PEM agent. of '1', the second agent's identifier is 2",

agent id (on Linux) and so on.

AgentKeyPath (on The complete path to the By default, on Windows,

Tgi ndows) PEM agent's key file. C:\\Users\\user_name\\AppData\\Ro

agent _ssl key (on aming\\pem/agentkey

Linux) By defaulton Linux,
/root/.pem/agentkey

AgentCrtPath (on The complete path to the By default, on Windows,

Windows) PEM agent's certificate file. | C:\\Users\\user_name\\AppData\\Ro

or

agent_ssl crt (on aming\\pem/agent.crt

By defaulton Linux,
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Linux)

/root/.pem/agent.crt

AgentFlagDir (on
Windows)

or

agent flag dir (on
Linux)

Used for HA support.
Specifies the directory path
checked for requests to
take over monitoring
another server. Requests
are made in the form of a
file in the specified flag
directory.

Not set by default. This option allows
you to override the hard-coded default

LogLevel (on Windows)
or
log level (on Linux)

Log level specifies the type

of event that will be written
to the PEM log files.

Log level may be set to: error, debugl,

debug2, or warning. By default, log
level is set to warning.

log location (on
Linux)

Specifies the location of the
PEM worker log file.

/var/log/pem/worker.log

agent log location (on
Linux)

Specifies the location of the
PEM agent log file.

/var/log/pem/agentlog

LongWait (on Windows)
or

long wait (on Linux)

The maximum length of
time (in seconds) that the
PEM agent will wait before
attempting to connect to
the PEM server ifan initial
connection attempt fails.

By default, 30 seconds.

ShortWait
or
short wait

(on Windows)

(on Linux)

The minimum length of
time (in seconds) that the
PEM agent will wait before
checking which probes are
next in the queue (waiting
to run).

By default, 10 seconds.

AlertThreads (on
Windows)

or

alert threads (on
Linux)

The number of alert
threads to be spawned by
the agent.

Set to 1 for the agent that resides on the
host of the PEM server; should be set to
0 for all other agents.

EnableSMTP (on
Windows)
or

When set to true, the SMTP
email feature is enabled.

By default, set to true for the agent that
resides on the host of the PEM server;
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enable smtp(on Linux)

false for all other agents.

EnableSNMP
Windows)

or

enable snmp

(on

(on Linux)

When set to true, the SNMP
trap feature is enabled.

By default, set to true for the agent that

resides on the host of the PEM server;
false for all other agents.

enable nagios (on

Linux only)

When set to true, Nagios
alerting is enabled.

By default, set to true for the agent that

resides on the host of the PEM server;
false for all other agents.

ConnectTimeout (on
Windows)

or

connect timeout (on
Linux) B

The maximum length of
time (in seconds, written as
adecimal integer string)

that the agent will wait for
a connection.

Not set by default. If set to 0, the agent
will wait indefinitely.

AllowServerRestart
Windows)

or

allow server restart
(on LGux) B

(on

If set to TRUE, the agent can
restart the database server
that it monitors. Some PEM
features may be
enabled/disabled,

depending on the value of
this parameter.

By default, set to TRUE.

AllowPackageManagement
(on Windows)

or

allow package manageme
nt (OE Linux)i

If set to TRUE, the Update
Monitor and Package
Management features are
enabled.

By default, set to FALSE.

MaxConnections (on
Windows)

or

max connections (on
Linux)

The maximum number of

probe connections used by
the connection throttler.

By default, set to 0 (an unlimited
number of connections).

Connectionlifetime (on
Windows)

or

connection_lifetime

(on Linux)

Use ConnectionLifetime (or
connection_lifetime) to
specify the minimum
number of seconds an open
but idle connection is
retained. This parameter is
ignored if the value
specified in
MaxConnections is reached

By default, set to 0 (a connection is
dropped when the connection is idle
after the agent's processing loop
completes acycle in which the
connection has not been used).
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and anew connection (to a
different database) is
required to satisfy a waiting
request.

AllowBatchProbes
Windows)

or
allow_batch_probes
Linux)

(on

(on

If set to TRUE, the user will
be able to create batch
probes using the custom
probes feature.

By default, set to FALSE.

HeartbeatConnection
(on Windows)

or

heartbeat connection
(on LinuxT

When set to TRUE, a
dedicated connection is
used for sending the
heartbeats.

By default, set to FALSE.

AllowStreamingReplicat

If set to TRUE, the user will

By default, set to FALSE.

ron (on Windows) be able to configure and

or !

allow streaming replic SGU¥)SQ€annng

ation (on Linux) replication.

BgtchScriptDir (on Provide the path where On Windows,

Windows) script file (for alerting) will | C:\Users\user_name\AppData\Local\T
or

batch script dir (on be stored. emp

Linux)

On Linux, set to /tmp.

ConnectionCustomSetup
(on Windows)
or

connection_custom_setu
p (on Linux)

Use this parameter to
provide SQL code that will
be invoked each time a new
connection with the

monitored server is
established.

By default, no value is provided.

ca file (Linux only)

Provide the path where the
CA certificate resides.

By default,
J/opt/PEM/agent/share/certs/ ca-
bundle.crt
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7.3 PEM Agent Properties

The PEM A gent Properties dialog provides information aboutthe PEM agent fromwhich
the dialog was opened; to openthe dialog, right-click on an agent name in the PEM client
tree control, and select Properties fromthe context menu.

Postgres Enterprise Manager Host x|

General

Description Postgres Enterprise Manager Host

Group S5 PEM Agents v
Team

Heartbeat 0 30

interval

Minutes Seconds

Figure 6.6 - The PEM Agent Properties dialog.

Use fields on the PEM A gent properties dialog to review or modify information about the
PEM agent:

e TheDescription field displays a modifiable description ofthe PEM agent. This
description is displayed in the tree control of the PEM client.

e You can use groups to organize your servers and agents in the PEM client tree

control. Use the Group drop-downlistboxto select the group in which the agent
will be displayed.

e Usethe Tean field to specify the name ofthe grouprole that should be able to
access servers monitored by the agent; the servers monitored by this agent will be
displayedin the PEM client tree control to connected teammembers. Please note
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that this is a convenience feature. The Team field does not providetrue isolation,
and should not be used for security purposes.

e TheHeartbeat interval fields display the length oftime that will elapse
between reports fromthe PEM agentto the PEM server. Use theselectors next to
the Minutes orseconds fields to modify the interval.
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8 Replacing SSL Certificates

The following steps detail replacing the SSL certificates onan existing PEM installation.
If you plan to upgrade your serverto anew versionat the same time, invoke all ofthe

PEM installers (first the server installer, then agent installers) before replacing the SSL
certificates. Then:

1. Stop all running PEM agents, first on the serverhost, and then on any monitored
node.

To stop a PEM agent ona Linux host, opena terminal window, as sume superuser
privileges, and enter the command:

/etc/init.d/pemagent stop

On a Windows host, youcanusethe services appletto stopthe PEM agent.
The PEM agent service is named Postgres Enterprise Manager Agent;
highlight the service name in the services dialog,andclick stop the
service.

2. Takea backup ofthe existing SSLkeys and certificates. The SSLkeys and

certificates are stored in the /data directory under your PEM mnstallation. For
example, the default locationon a Linuxsystemis:

/opt/PostgreSQL/10/data

Make a copy ofthe following files, adding an extensionto each file to make the
name unique:

ca_certificate.crt
ca_key.key
root.crt

root.crl
server.key
server.crt

Forexample, the command:

# cp ca certificate.crt ca certificate old.crt

creates abackup ofthe ca certificate file with the word o1d appendedto the
entry.
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3. [Eetheopenssl_rsa_generate_key()1hncﬁ0nt0geneﬁnethe
ca_key.keyﬁk.
/opt/PostgreSQL/10/bin/psgl -U postgres -d pem --no-psqglrc

-t -A -c "SELECT public.openssl rsa generate key(1024)" >
/opt/PostgreSQL/10/data/ca key.key

Aftercreating theca key.key file,cat the contents to the variable cA KEY for
use when generating theca certificate.crt file and modify the privileges
ontheca key.key file.

CA KEY=$S (cat /opt/PostgreSQL/10/data/ca key.key)

chmod 600 /opt/PostgreSQL/10/data/ca key.key

4. Usethekeyto generatethe ca certificate.crt file. Forsimplicity, place
the SQL query into a temporary file with a unique name:

echo "SELECT
openssl csr to crt (openssl rsa key to csr('${CA KEY}',

'PEM','US', 'MA', 'Bedford', 'Postgres Enterprise Manager',
'support@enterprisedb.com'), NULL,
'/opt/PostgreSQL/10/data/ca key.key')" > /tmp/ random.$$

Then use the variable to execute the query, placing the content into the
ca certificate.crt file.

/opt/PostgreSQL/10/bin/psql -U postgres -d pem --no-psglrc

-t -A -f /tmp/ random.$$ >
/opt/PostgreSQL/10/data/ca certificate.crt

Modify the permissions ofthe ca certificate.crt file, and remove the
temporary file that contained the SQL command:

chmod 600 /opt/PostgreSQL/10/data/ca certificate.crt
rm -f /tmp/ random.$$
5. Re-usetheca certificate.crtfileasthe root.crt file:

cp /opt/PostgreSQL/10/data/ca certificate.crt
/opt/PostgreSQL/10/data/root.crt

Modify the permissions ofthe root . crt file:

chmod 600 /opt/PostgreSQL/10/data/root.crt
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6. Usetheopenssl rsa generate crl () functionto createthe certificate
revocation list (root.crl).

/opt/PostgreSQL/10/bin/psgl -U postgres -d pem --no-psqglrc
-t -A -c "SELECT

openssl rsa generate crl('/opt/PostgreSQL/9.5/data/ca certi
ficate.crt', '/opt/PostgreSQL/10/data/ca key.key')" >
/opt/PostgreSQL/10/data/root.crl

Modify the permissions ofthe root . cr1 file:

chmod 600 /opt/PostgreSQL/10/data/root.crl

7. Usetheopenssl rsa generate key () functionto generatethe
server.key file.

/opt/PostgreSQL/10/bin/psgl -U postgres -d pem --no-psqglrc
-t -A -c "SELECT public.openssl rsa generate key (1024)" >>
/opt/PostgreSQL/10/data/server.key

Aftercreating theserver. key file, cat the contents to the variable SST._ KEY

for use when generatingthe server. crt file and modify the privileges on the
server. key file.

SSL_KEY=$ (cat /opt/PostgreSQL/10/data/server.key)

chmod 600 /opt/PostgreSQL/10/data/server.key

8. Usethe ssi_KEY to generate theserver certificate. Save the certificate in the

server.crt file. Forsimplicity, place the SQL query into a temporary file with
a unique name:

echo "SELECT

openssl csr to crt(openssl rsa key to csr('S{SSL KEY}',
'PEM','US', 'MA', 'Bedford', 'Postgres Enterprise Manager',
'support@enterprisedb.com'),

'/opt/PostgreSQL/10/data/ca certificate.crt',
'/opt/PostgreSQL/10/data/ca key.key')" > /tmp/ random.$S$

Then, generatethe server.crt file:
/opt/PostgreSQL/10/bin/psql -U postgres -d pem --no-psglrc

-t -A -f /tmp/ random.$$ >>
/opt/PostgreSQL/10/data/server.crt

Modify the privileges on the server. crt file, and delete thetemporary file:

chmod 600 /opt/PostgreSQL/10/data/server.crt
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rm -f /tmp/ random.$$S

9. Restart the Postgres server

/etc/init.d/postgresql-10 restart

8.1 Updating Agent SSL Certificates

Foreach agent that interacts with the PEM server, youmust:

generatean rsa key anda certificate.
copy the key and certificate to theagent.

restart the agent.

Each agent has a unique identifier that is stored in the pem.agent table in the pem
database. You must replace the key and certificate files with the key or certificate that
corresponds to the agent's identifier. Please note that you must move theagent.key
and agent. crt files (generated in Steps 2and 3 into place on theirrespective PEM

agent hostbefore generating thenext key file pair; subsequent commands will overwrite
the previously generated file.

To generatea PEM agent key file pair:

L.

Usepsql to find the number ofagents and their corresponding identifiers :

/opt/PostgreSQL/10/bin/psgl -U postgres -d pem --no-psqglrc
-t -A -c "SELECT ID FROM pem.agent"

On Linux, you can also find the agent identifier and location ofthe keys and
certificates in the PEM/agent section ofthe /etc/postgres-reg.ini file.

On Windows, the informationis stored in the registry. On a 64-bit Windows
installations, check:

HKEY LOCAL MACHINE \SOFTWARE\Wow6432Node\EnterpriseDB\PEM\agent
On a 32-bit Windows installation, check :

HKEY LOCAL MACHINE\SOFTWARE\EnterpriseDB\PEM\agent
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2. Afteridentifyingthe agents that willneed key files, generatean agent . key for
each agent. To generate thekey, execute the following command, capturing the
output in a file:

/opt/PostgreSQL/10/bin/psgl -U postgres -d pem --no-psglrc
-t -A -c "SELECT openssl rsa generate key(1024)" >
agent.key

Modify the privileges ofthe agent . key file.
chmod 600 agent.key

3. Generate a certificate for each agent. To generatea certificate, execute the
following command, capturing the output in a certificate file:

/opt/PostgreSQL/10/bin/psql -U postgres -d pem --no-psqglrc
-t -A -c "SELECT

openssl csr to crt (openssl rsa key to csr('$(cat
agent.key)', 'agentsSIiD', 'US', 'MA', 'Bedford', 'Postgres
Enterprise Manager', 'support@enterprisedb.com'),
'/opt/PostgreSQL/10/data/ca certificate.crt',
'/opt/PostgreSQL/10/data/ca key.key')" > agent.crt

Where $1D is the agent number ofthe agent (retrieved via the psql command
line).

Modify the privileges ofthe agent . crt file:
chmod 600 agent.crt

4. Replace each agent's key and certificate file with the newly generated files before
restartingthe PEM agent service.

On Linux, restart the service with thecommand:

/etc/init.d/pemagent start

On a Windows host, youcanusethe services appletto start the PEM agent.
The PEM agentservice is named Postgres Enterprise Manager Agent;

highlight the service name in the services dialog,andclick start the
service.
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