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1 Introduction

This document provides detailed information aboutupgrading the Postgres Enterprise
Manager™ (PEM) server:

e Upgrading a PEM Installation - Section 2 provides information about upgrading
your PEM server fromone major version to another (i.e. from 6.0 to 7.5).

e Upgrading the Backing Database - Section 3 provides detailed information

aboutupgrading the backing database, while maintaining the same version ofthe
PEM Server.

e Moving a PEM Server —Section 4 provides detailed informationabout moving
the PEM server fromone hostto another host.

Please note that in future PEM releases, a graphical installer will not be available forthe
PEM agent orserveron a Linuxhost; you will be required to use an RPM package to
installorupdate a PEM installation. Fordetailed informationabout usingan RPM
package to updatethe Linuxhost ofa PEM serveroragent that was installed with the
graphicalinstaller, pleasesee Section 5.

This document uses the term Postgres tomean either the PostgreSQL or the Advanced
Server database.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 4
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1.1 Typographical Conventions Used in this Guide

Certain typographical conventions are used in this manual to clarify the meaning and

usage of various commands, statements, programs, examples, etc. This section provides a
summary ofthese conventions.

In the following descriptions a ferm refers to any word or group of words that are
languagekeywords, user-supplied values, literals, etc. A term’s exact meaning depends
upon thecontext in which it is used.

e Jtalic font introduces anew term, typically, in the sentencethatdefines it forthe
first time.

e Fixed-width (mono-spaced) fontis used forterms thatmustbe given
literally such as SQL commands, specific table and column names used in the
examples, programming language keywords, etc. Forexample, SELECT * FROM
emp;

® Ttalic fixed-width fontis used forterms for which the usermust
substitute values in actual usage. Forexample, DELETE FROM table name;

e A vertical pipe | denotes a choice betweenthe terms oneitherside ofthe pipe. A
vertical pipe is used to separate two or more alternative terms within square
brackets (optional choices) or braces (one mandatory choice).

e Square brackets [ ]denote thatone ornoneofthe enclosed term(s) may be
substituted. Forexample, [ 2 | b ], means chooseone of*“a” or“b” orneither
of the two.

e Braces {} denote that exactly one ofthe enclosed alternatives must be specified.
Forexample, { a2 | b }, means exactlyoneof“a” or“b” mustbe specified.

e Ellipses ... denote thatthe proceeding termmay be repeated. Forexample, [ a |
b 1 ... meansthatyoumayhavethesequence,“b a a b a”.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 5
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2 Upgrading a PEM Installation

You can use PEM graphical installers toupdate a PEM agentorserver thatwas installed
with a graphical installer to a more-recent version. Links to PEM and SQL Profiler
installers are available at the Enterprise DB website at:

http://www.enterprisedb.com/products-services-training/products/post gres-enterprise-manager

Upgrading Postgres Enterprise Manager™ components

To upgrade PEM component software, simply invoke a newer version ofthe PEM
component installers in the following order:

1. Invokethe PEM agentinstaller on eachmonitored node except the PEM server
node. Pleasenotethatyourupgraded PEM 7.5 agents will work with the PEM 6
server while the upgradeis being performed.

2. Invoke the PEM serverinstaller; this installer will upgrade both the PEM server
and the PEM agent thatresides on the PEM servernode.

During an installation, the componentinstaller will automatically detectan existing
installation, and performan upgrade. Afterupgradingthe PEM components, you should
upgrade SQL Profiler; this stepis platform-specific.

As of PEM 7, the PEM client interface is installed as part ofthe PEM server component,

and is accessed with your choice of web browser. For detailed information about using
the PEM 7 web interface, please see the PEM Getting Started Guide.

Please note that ifyou have used an RPM packageto installyourserver oragent, you
mustuse an RPM package toupgrade theinstallation. Likewise, if you initially installed
with a graphicalinstaller, you mustupgrade with a graphical installer.

The following sections will walk you through the upgrade process, step-by-step.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 6
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2.1 Upgrading a PEM Agent

Toupgradea systemthat is currently monitored by a PEM agent to a more -recent version

of PEM agent, simply download and invokea newer version ofthe platform-specific
PEM agent installer on thesystemthat theagent is monitoring.

If you are a Linux user, you can invoke theinstallerby opening a terminal window,
assuming superuser privileges, navigating to the directory in which the installer resides
and entering:

./pem_agent-x.x.x-linux.run

Where x. x. x specifies the version information for the installer.

If you are a Windows user, youcan invoke theinstaller by right-clicking on the
downloaded installer's icon, and selecting Run as Administrator.

Em Setup PEM Agent

POSTGRES Welcome to the Postgres Enterprise Manager (PEM)
Agent Setup Wizard.

EDB Postgres™

= Back || Next = || Cancel

Figure 2.1 - The PEM Agent installer welcome window.

The PEMAgent Setup Wizard opens, welcoming you (see Figure?2.1).

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 7
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|'-:} Setup miEic)

License Agreement »

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Limited Use Software License Agreement =
Wersion 2.9

IMPORTANT - READ CAREFULLY

This Limited Use Software License Agreement ("Agreement”) is a legal

document between you ("Custormer") and EnterpriseDB Corporation
("EnterpriseDB"). It is important that you read this document before using the
EnterpriseDB-provided software ("Software"). By clicking the "l ACCEPT" button, E

- () 1 accept the agreement
Do you accept this license?

)1 do not accept the agreement
InstallBuilder

< Back || Next = || Cancel

Figure 2.2 - The PEM license agreement.

Read and acceptthe License Agreement (shownin Figure 2.2) before clicking Next to
continue.
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Existing installation

installBullder

Figure 2.3 - The installer detects an existing installation.

The setup wizard will automatically detect an existing agent, and upgrade the installed
version (see Figure 2.3). Click Next to continue.
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Setup

Ready to Install

nstallBuilder

Figure 2.4 - The PEM Agent will perform the upgrade.

When therReady to Install dialog (shownin Figure 2.4) informs you thatthe
installation is about to begin, click Nex t to continue.
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Installing

Please wait while Setup installs the PEM agent on your computer.
Installing

Creating uninstaller 75%

InstallBuilder

= Back H Next = H Cancel

Figure 2.5 - Progress bars chart the installation process.

The setup wizard displays progress bars to informyou ofeach component thatis being
installed (see Figure2.5).
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Em Completed the PEM Agent Setup Wizard

POSTGRES EnterpriseDB is the leading provider of value-added
products and services for the Postgres community.

Flease visit our website at www.enterprisedb.com

EDB Postgres™

= Back J| Finish H Cancel

Figure 2.6 - The PEM Agent Setup Wizard has finished the update.

The PEMAgent Setup Wizard will inform you when the installation completes (see
Figure 2.6). Click Finish toexit the wizard and close the window.
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2.1.1 Using an RPM Package to Upgrade the PEM Agent

You can use an RPM packageto upgrade existingagents that were initially installed by a
package. The upgradeprocess does not updatethe PEM agent configuration file. A fter
installing the new agent, youmust manually copy the configuration file of the existing
agent to thenew installation location.
Touse RPM packages to upgradea PEM agent, youmust:

1. Upgrade the installed version ofthe PEM agent:

yum upgrade pem-agent

2. Ifupgrading fromPEM 6.x, copy the configuration file to the location ofthe PEM
7.x configurationfile (/usr/pem/agent/etc/agent.cfg). Forexample:

cp /usr/pem-6.0/etc/agent.cfg /usr/pem/agent/etc/agent.cfqg

Fordetailed information aboutusingan RPM package to install the PEM agent, please
see the PEM Installation Guide orthe Advanced Server Installation Guide, available at:

http://www.enterprisedb.com/products -services-
training/products/documentation/enterpriseedition

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 13
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2.2 Upgrading the PEM Server

The PEM serverinstaller facilitates upgrading directly between major versions ofthe
PEM server (forexample, you can upgrade directly fromversion 5.0 to version 7.5
without first upgrading to version 6.0). During the server installation, the setup wizard
also performs a dependency check to ensure that the Apache/PHP version is upgraded to
the versionrequired by the new PEM server version.

If you are a Linux user, you can invoke thedownloaded PEM server installer by opening
a terminal window, assuming superuser privileges, navigating tothe directory in which
the installerresides and entering:

./pem server-x.x.x-linux.run

Where x. x. x specifies the version information for the installer.

If you are a Windows user, you can invoke theinstaller by right-clicking on the
downloaded installer's icon, and selecting Run as Administrator.

Em Setup PEM Server

POSTGRES Welcome to the Postgres Enterprise Manager (PEM)
Server Setup Wizard.

EDB Postgres™

= Back || Next = || Cancel

Figure 2.7 - The PEM Server Setup Wizard.
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The PEM Server Setup Wizard welcomes you, as shown in Figure 2.7. Click Next to
continuetotheLicense Agreement.

a Setup =)@ =),

License Agreement *

Please read the following License Agreement You must accept the terms of this
agreement before continuing with the installation.

Limited Use Software License Agreement -
Version 2.9

IMPORTANT - READ CAREFULLY

This Limited Use Software License Agreement ("Agreement") is a legal

docurment between you ("Custormer") and EnterpriseDB Corporation
("EnterpriseDB"). It is important that you read this document before using the
EnterpriseDB-provided software ("Software"). By clicking the "| ACCEPT" button, E

- () | accept the agreement
Do you accept this license?

() | do not accept the agreement
InstallBuilder

= Back || Next = || Cancel

Figure 2.8 - Accept the License Agreement to continue.

The PEM serversetup wizard will prompt you to acceptthe License Agreement
(shown in Figure 2.8). Afterreviewing the licenseagreement, check theradio button

next to I accept the agreement,and clickNext to continue to the Existing
installation dialog.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 15
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Existing installation

installBullder

Figure 2.9 - The PEM server installer detects an existing PEM server installation.
The wizard will checkthe PEM serverhostforan existing PEM server installation; ifthe

wizard locates an installation, it will perform an upgrade (see Figure 2.9). Click Next to
continue.
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Dependency missing *

* PEM-HTTPD and LanguagePack for Postgres Enterprise Manager were not found.
The installer will attempt to install these dependencies.

Please click 'Mext' to continue...

InstallBuilder

= Back || Next = || Cancel

Figure 2.10 - The installation requires dependency upgrades.

Before upgradingthe PEM server, the wizard will confirm that the requirements ofthe
new PEM serverare present. Ifany supporting components are missing, or are a version
that will not support thenew PEM installation, the PEM installation wizard will inform
you that it must upgrade the dependencies, and will invoke the required installers (see
Figure 2.10).

When theinstallation wizards complete the dependency upgrades, focus will return to the
PEM serversetup wizard.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 17
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| Setup JBE
Database Server Installation Details
Please verify the password for the local server - 'PostgreSQL 9.4" installation running
on port 5432,
User [ postgres| |
Password | ]
InstallBuilder
| < Back | | Next = | | Cancel

Figure 2.11 - Provide connection information for the backing database.

The wizard then opens the Database Server InstallationDetails dialog,
prompting you for connection credentials for database superuser ofthe PEM backing
database (see Figure 2.11). Provide:

e Thename ofthe database superuserin the user field.
e Thepassword associated with the database superuserin the Password field.
Click Next to continue.

The pemA gent serviceaccountdialog may promptyou for the password ofthe account
under which the PEM agent service runs. Ifprompted, provide thepassword, and click
Next to continue.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 18
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Setup

Ready to Install

nstallBuilder

Figure 2.12 - The PEM Setup Wizard is ready to install the PEM server.

The Ready to Install dialog will informyou that thesetup wizard is ready to perform
the installation. Click Next to start the installation (see Figure 2.12).
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Installing

Please wait while Setup installs the PEM server on your computer.
Installing
Creating link Jopt/PEM/server/lib/libwx_baseu-2.8.s0

InstallBuilder

= Back H Next = H Cancel

Figure 2.13 - The PEM Server installation in progress.

During the installation, progress bars will keep you informed ofthe progress ofthe
update(see Figure2.13).

Configured the webservice for Postgres Enterprise Manager
(PEM) Server on port '8443".

Figure 2.14 - The setup wizard configures the PEM webservice.

Afterupdatingthe PEM server (and the agent that resides onthe same hostas the PEM
server) and configuring the webservice, the PEM setup wizard notifies youofthe port on

which the service is listening (see Figure 2.14). Use this port number when connecting to
the PEM Server with the PEM client.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 20



EDB Postgres Enterprise Manager Upgrade and Migration Guide

Click ox to closethe 1nfo popup. The PEM serversetup wizard informs you that the
installation is complete (see Figure 2.15).

- Completed the Postgres Enterprise Manager
Em Server Setup Wizard
POSTGRES

EnterpriseDB is the leading provider of value-added
products and services for the Postgres community.

Please visit our website at www.enterprisedb.com

EDB Postgres™

= Back | | Finish | | Cancel

Figure 2.15 - The PEM Server upgrade is complete.

Afterupgradingthe PEM server, youmay wish to upgrade the backing database to a
more recent version; for information aboutupgrading the backing database, see Section 3.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 21
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2.1.1 Using an RPM Package to Upgrade the PEM Server

If you installed your PEM server with an RPM package, youcanusean RPM to upgrade
your PEM server. Please notethatifyouuseda graphicalinstallerto install your existing
PEM server, youmust removethe existing server before usingan RPM package to install
PEM 7.5. Fordetailed information about usingan RPM package toinstall PEM, please
consult the PEM Installation Guide,available at:

https://www.enterprisedb.com/resources/product-documentation

To use an RPM packageto upgradean existing RPM installation, youmust:
1. Useyourpackage managerto upgrade theinstalled version ofthe PEM server:
yum upgrade edb-pem edb-pem-server
2. Ifused,set SELinuxto permissive mode:
setenforce 0
3. Configure the upgraded server:
/usr/edb/pem/bin/configure-pem-server.sh
When invoking the configuration script, youcan include command line options to specity

configuration properties; the script will prompt you for values thatyou omit on the
command line. The accepted options are:

Option Description
-acp Defines PEM Agent certificate path. The defaultis /root/.pem.
—ci CIDR formatted network address range that agents will connect to the server

from, to be added to the server's pg_hba.conf file. For example,
192.168.1.0/24. The defaultis 0.0.0.0/0.

-d The data directory path for the PEM backing database.

-dbi The directory for the database server installation. For example,
/usr/edb/asl0 for Advanced Server or /usr/pgsql-10 for PostgreSQL.

-ds The unit file name of the PEM database server. For Advanced Server, the
defaultfile name is edb-as-10; for PostgreSQL, itis postgresgql-10.

-ho The host address of the PEM database server.

P The port number of the PEM database server.

-ps The service name of the pemagent; the defaultvalue is pemagent.

~Sp The superuser password of the PEM database server. This value is required.

~su The superuser name of the PEM database server.

-t The installation type: Specify 1 if the configuration isfor web services and

backing database, 2 if you are configuring web services, or 3 if you are
configuring the backing database. If you specify 3, please note that the
database must reside on the local host.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 22
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If you do not provide configuration properties on the command line, you will be
prompted forvalues by the script. To view script-related help, use the command:

/usr/edb/pem/bin/configure-pem-server.sh --help

Afterexecuting the PEM server configuration file, use your version-specific service
control command to restart the ht tpd service.

Fordetailed information aboutusingan RPM package to install or configure the PEM
server, please seethe PEM Installation Guide orthe Advanced Server Installation Guide,
available at:

http://www.enterprisedb.com/products -services-
training/products/documentation/enterpriseedition

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 23
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2.3 Upgrading SQL Profiler

The steps required to upgrade SQL Profiler are platform-specific; please see thesection
for yourplatformfordetailed information.

Upgrading SQL Profiler on a Linux Host
Toupgradea SQL Profiler installation that resides on a Linux host:

1. Delete the existing SQL Profiler query seton eachnodeby invoking the
uninstall-sql-profiler.sqgl script.

By default, if you are using Advanced Server on a Linux host thatwas installed
with a graphicalinstaller, the scriptresides in the share/contrib directory
underthe Advanced Server installation.

Ifyou are using a PostgreSQL installation on a Linux host, the script resides in
the share/postgresqgl/contrib directory under the PostgreSQL installation.

2. Then,invoke thenew SQL Profiler installer on each node you wishto profile.
Upgrading SQL Profiler on a Windows Host
If you are using SQL Profiler on a Windows host, Windows will lock any files that have

been executed orloaded into memory. To release any locked files, you muststopthe
Postgres server before performing an upgrade.

On Windows, youcan use the services dialogto controlthe service. To openthe
services dialog,navigate throughthecontrol Panel tothe Systemand Security
menu. Select Administrative Tools,andthendouble-clickthe servicesicon.
When theservices dialog opens, highlightthe service name in the list,and use the
option provided onthe dialogto stop the service.

After stopping the Postgres Server:

1. Delete the existing SQL Profiler query seton eachnodeby invoking the
uninstall-sgl-profiler.sqgl SCI’ipt.

By default, the script resides in the share\ contrib directory under your
Advanced Server or PostgreSQL installation.

2. Invoke the new SQL Profiler installer on each node youwish to profile.

Then, restart the Postgres Server, to resume profiling thenode froma PEM client. After
updating the PEM components, you are ready to update thebacking database.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 24
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3 Upgrading the Backing Postgres
Database

If you are updating both PEM components and the PEM backing database, youshould
performPEM component updates (the server, agents and client) before updating the

backing database. Formore information aboutupdating PEM component software, see
section 2.

Theupdate process described in this sectionuses the pg upgradeutility to migrate from
one versionofthe backing serverto a more recent version. pg_upgrade facilitates

migration between any version of Postgres (version 9.3 or later), and any subsequent
release of Postgres that is supported on the same platform.

pg_upgrade supports a transfer of data between servers ofthe same type. Forexample,
you can use pg_upgradeto move data froma PostgreSQL 9.6 backing database toa
PostgreSQL 10 backing database, but not to an Advanced Server 10 backing database. If
you wish to migrate to a different type of backing database (i.e from a PostgreSQL server
to Advanced Server), please see Section 4 for details.

You can find more information aboutusingpg_upgradeat:

http://www.postgresqgl.org/docs/10/static/pgupgrade.html

Step 1 - Download and Invoke the Updated Backing Database Installer

Installers for PostgreSQL and A dvanced Server are available through the Enterprise DB
website:

http://www.enterprisedb.com

Afterdownloading theinstaller for the server versionto which you willbe upgrading,
invoke the installer on the host ofthe PEM server. Follow the onscreen instructions of
the installation wizard to configure and install the Postgres server.

You can optionally use a custom-built PostgreSQLserveras a host ofthe PEM backing
database. Note that ifyou are upgrading froma PostgreSQL backing databaselistening
onport 5432,the newservermust be configuredto listen on a different port.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 25


http://www.postgresql.org/docs/10/static/pgupgrade.html
http://www.enterprisedb.com/

EDB Postgres Enterprise Manager Upgrade and Migration Guide

Step 2 - Configure the SSL Utilities on the New Server

The new backing databasemust be running the same version of ss1uti1s thatthe
current backing databaseis running; youcan download the SSL Utils package thatis used
in EnterpriseDB installers at:

http://www.enterprisedb.com/downloads/component-source-code

You are not required to manually addthe ss1uti1s extensionwhenusingthe Advanced
Serveras the newbacking database. The process ofconfiguring ss1utils is platform-
specific.

On Linux
If you are using Linux, you can download versions ofthe archived SSL Utils file from:

http://www.enterprisedb.conydownloads/component-source-code

When thedownload completes, extract the ss1utils folder,andmoveitinto the
Postgres installation directory for the Postgres version to which you are upgrading.

Open a command line, assume superuser privileges, and set the valueofthe pATH
environmentvariable to allow ma ke to locate the pg configprogram:

export PATH=$PATH:/opt/Postgres/x.x/bin/
Where:
pPostgres specifies either:
e PostgresQLif youareupgrading toa PostgreSQL server.
e PostgresPlusifyouareupgradingtoan Advanced Serverserver.
x . x specifies the version of Postgres to which youare migrating.
Then,use yumto installss1ut i1 dependencies:
yum install openssl-devel

Navigate into the ss1utils folder,andbuild the ss1utils package by entering:

make USE PGXS=1
make USE PGXS=1 install

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved. 26
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On Windows

sslutils mustbecompiled onthe newbacking database with thesame compiler that

was used tocompile ss1utils ontheoriginal backing database. Ifyou are moving to a
Postgres database thatwas installed using a PostgreSQL one-click installer (from

EnterpriseDB) oran Advanced Server installer, use Visual Studio tobuild ss1utils. If
you are upgradingto:

e PostgreSQL9.3 orlater, use Visual Studio 2010
Fordetailed information aboutbuilding a specific versionof Postgres on Windows,
please consult the core documentation for thatversion. Core documentationis available

atthe PostgreSQL project website at:

http://www.postgresqgl.org/docs/

or at the EnterpriseDB website at:

http://www.enterprisedb.com/products -services-
training/products/documentation/enterpriseedition

While specific details ofthe process will vary by platformand compiler, the basic steps

on each platformare the same. The example that follows demonstrates compiling
OpenSSLsupport for PostgreSQL on a 32-bit Windows system.

Before compiling the OpenSSL extension, youmustlocateand install OpenSSLfor your

version of Windows. Before invokingthe OpenSSL installer you may be required to
download and install a pre-requisite redistributable (such as vcredist x86.exe).

Afterinstalling OpenSSL, download andunpack the sst. uti1 utility packageavailable
at:

http://www.enterprisedb.conydownloads/component-source-code

Copy the unpacked ss1utils utilities folderto the Postgres installation directory (i.e.
C:\Program Files\PostgreSQL\9. x).

Open the Visual Studio command line, and navigate into the ss1utils directory. Use
the following commands to build ss1utils:

SET USE PGXS=1

SET GETTEXTPATH=path to gettext

SET OPENSSLPATH=path to openssl

SET PGPATH=path to pg installation dir

SET ARCH=x86

msbuild sslutils.proj /p:Configuration=Release
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Where:

path to gettext specifies thelocation ofthe GETTEXT library and header
files.

path to opensslspecifies thelocation ofthe openss1 library and header
files.

path to pg installation dirspecifiesthelocationofthe Postgres
installation.

Forexample, the following set of commands builds OpenSSL support into the
PostgreSQL 10 server:

SET USE_PGXSZl

SET OPENSSLPATH=C:\OpenSSL-Win32

SET GETTEXTPATH="C:\Program Files\PostgreSQL\10"
SET PGPATH="C:\Program Files\PostgreSQL\10"

SET ARCH=x86

msbuild sslutils.proj /p:Configuration=Release

When thebuild completes, the ss1uti1s directory will contain the following files:

sslutils--1.1.sqgl
sslutils--unpackaged--1.1.sqgl
sslutils—--pemagent.sqgl.in
sslutils.dll

Copy the compiled ss1utils files to the appropriate directory for your installation; for
example:

COPY sslutils*.sgql "$PGPATH%\sharel\extension\"
COPY sslutils.dll "$PGPATHS%\1ib\"

Step 3 - Stop the Services
Stop the services ofboth the old backing database and thenew backing database.

On RHEL or CentOS 6.x, open acommand line and assume the identity ofa superuser.
Enterthe command:

/etc/init.d/service name stop

On RHEL or CentOS 7.x, open a command line and assume the identity ofa superuser.
Enterthe command:
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systemctl/service name stop
Where service name specifies thename ofthe Postgres service.

On Windows, youcan use the Services dialogto controlthe service. To openthe
services dialog, navigate throughthecontrol Panel tothe Systemand Security
menu. Select Administrative Tools,and thendouble-clickthe services icon.

When the services dialog opens, highlightthe servicename in the list, and use the
option provided onthe dialogto stop the service.

Step4 - Use pg_upgrade to update the Server

You can use thepg upgradeutility to performan in-place transfer of existing data
between the old backing database and the new backing database. Ifyourserveris
configuredto enforce md 5 authentication, youmay need toadd anentryto the .pgpass
file that specifies the connection properties (and password) for the database superuser, or
modify the pg _hba.conf file to allow t rust connections before invoking pg upgrade.

Formore information aboutcreating an entry in the .pgpass file, please seethe
PostgreSQL core documentation, available at:

http://www.postgresgl.org/docs/10/static/libpg-pgpass.html

During the upgradeprocess, pg_upgrade will write a series oflog files. The cluster
ownermust invoke pg_ upgrade froma directory in which they have write privileges. If
the upgrade completes successfully, pg upgrade willremove the log files when the
upgradecompletes. To instruct pg_upgrade to not delete theupgrade log files, include
the --retain keyword wheninvokingpg upgrade.

To invoke pg_upgrade, assume the identity ofthe cluster owner, navigate into a directory
in which the cluster owner has write privileges, and execute the command:

path to pg upgrade/pg upgrade

-d old data dir path

-D new data dir path

-b old bin dir path -B new bin dir path
-p old port -P new port

-u user name

Where:
path to pg upgrade specifies the locationofthe pg upgradeutility. By

default,pg_upgrade is installed in the bin directory under your Postgres
directory.
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old data dir pathspecifies the complete path to the data directory ofthe
old backing database.

new data dir pathspecifies the complete path to the data directory ofthe
new backing database.

old bin dir pathspecifies thecompletepath to the bin directory ofthe old
backing database.

new bin dir pathspecifies thecompletepath to the bin directory ofthe old
backing database.

old port specifies the port on which theold serveris listening.
new port specifies the port on which thenew serveris listening.
user name specifies thename ofthe cluster owner.

Forexample, the following command:

C:\>"C:\Program Files\PostgreSQL\10\bin\pg upgrade.exe"
-d "C:\Program Files\PostgreSQL\9.6\data"

-D "C:\Program Files\PostgreSQL\10\data"

-b "C:\Program Files\PostgreSQL\9.6\bin"

-B "C:\Program Files\PostgreSQL\10\bin"

-p 5432 -P 5433

-u postgres

Instructs pg_upgradeto migrate the PEM database fromPostgreSQL 9.6 to PostgreSQL
10 on a Windows system (if the backing databases are installed in their default locations).

Once invoked, pg upgrade will performconsistency checks before moving thedata to the
new backing database. Whentheupgrade is finished, pg_upgrade willnotify you that the
upgradeis complete.

Fordetailed information aboutusingpg upgrade options, or troubleshooting the upgrade
process, please see:

http://www.postgresql.org/docs/10/static/pgupgrade.html
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Step S - Copy the Certificate Files from the Old Database to the New Database

Copy the following certificate files fromthe data directory ofthe old backing database
to the data directory ofthe new backing database:

¢ ca certificate.crt
e ca key.key

e root.crt

e root.crl

e server.key

® server.crt
By default, the files are in the data directory, under your Postgres installation.

Once in place on the targetserver, the files should have the (platform-specific)
permissions described below:

Permissions and Ownership on Linux

File Name Owner Permissions
ca certificate.crt postgres IWemmmemm
ca_key.key postgres T Wemmmmme
root.crt postgres L v A—
root.crl postgres L T
server. key postgres g T —
server.crt postgres -TW-T--T—-

On Linux, the certificate files must be ownedby postgres. You can use the following
command at the command line to modify the ownership ofthe files:

chown postgres file name
Where file name specifies the name ofthe certificate file.

The server.crt file may only be modified by the owner ofthe file, but may be read by
any user. You can usethe following command to set the file permissions for the
server.crt file:

chmod 644 server.crt

The other certificate files may only be modified orread by the owner ofthe file. You can
use the following command to set the file permissions:

chmod 600 file name

Where £ile name specifies the name ofthe file.
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Permissions and Ownership on Windows

On Windows, the certificate files moved fromthe sourcehostmust be owned by the
service account thatperformedthe PEM server and backing databaseinstallation on the
target host. Ifyou invokedthe PEM serverand Postgres installerusingthe Run as

Administrator option (selected fromthe context menu ofthe installer), the owner of
the certificate files will be Administrators.

To review and modify file permissions on Windows, right-click on the file name, and
select Properties.

B server.key Properties -

General | Securty | Details I Previous Versions |

Object name:  C:\Program Files"\Postgre SQL%5 5 dataserver key

Group or uger names:

:-_E METWORK SERVICE ~
3 suganmdouglas (WIN-IGPQQEPMNGLE susanmdouglas)

b7 X Administrators (WIN-IGPQGQEPNGLE\Administrators)

5'1 Users (WIN-IGPQQEPNQLE \Users)

< m >

To change pemissions, click Edit.

Pemissions for Administrators Allow Deny

Full cortrol

Modify

Read & execute
Read

Write

Special permissions

For special permissions or advanced settings,
click Advanced. =

| ok || Cancel || 2oy

Figure 3.3 - The Security tab.

Navigate to the security tab (see Figure 3.3) and highlighta Group or user name to

view the assigned permissions. Select Edit oradvanced to access dialogs that allow
you to modify the permissions associated with theselected user.
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Step 6 - Update the New Server Configuration File
Thepostgresgl.conf file contains parameter settings that specify server behavior.
You will need to modify the postgresgl.conf file on the new serverto match the
configurationspecified in the postgresqgl.conf file of the old server.
By default,the postgresqgl.conf fileis located:

On Linux, in /opt/PostgreSQL/10.x/data

On Windows,inC: \Program Files\PostgreSQL\10.x\data

Use yourchoiceofeditorto updatethe postgresgl.conf file ofthe newserver.
Modify the following parameters:

The port parameterto listen on theportmonitored by your originalbacking
database (typically, 5432).

The ss1 parameter should be set to on.

You must also ensure that the following parameters are enabled. Ifthe parameters are

commented out,remove the pound sign fromin front ofeach postgresqgl.conf file
entry:

ssl cert file = 'server.crt' # (change requires restart)
ssl key file = 'server.key' # (change requires restart)
ssl ca file = 'root.crt' # (change requires restart)
ssl crl file = 'root.crl'

Your installation may have other parameter s ettings that require modification to ensure
that the new backing database behaves in a manner comparable to the old backing

database. Reviewthe postgresqgl.conf files carefully to ensure that the configuration
of the new server matches the configurationofthe old server.

Step 7 - Update the New Server Authentication File

The pg hba.conf file contains parameter settings thatspecify how theserver will
enforce host-based authentication. Whenyouinstallthe PEM server, the installer
modifies the pg hba.conf file,adding entries to thetop ofthe file:

# Adding entries for PEM agents and admins to connect to
PEM server

hostssl pem +pem user 192.168.2.0/24 md5

hostssl pem +pem agent 192.168.2.0/24 cert
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# Adding entries (localhost) for PEM agents and admins to
connect to PEM server

hostssl pem +pem_user 127.0.0.1/32 md5
hostssl postgres +pem user 127.0.0.1/32 md5
hostssl pem +pem_user 127.0.0.1/32 md5
hostssl pem +pem _agent 127.0.0.1/32 cert

By default,the pg hba.conf fileis located:
On Linux, in /opt/PostgreSQL/10.x/data
On Windows,inC: \Program Files\PostgreSQL\10.x\data

Using youreditor of choice, copytheentries fromthe pg_hba.conf file ofthe old server
tothe pg_hba.conf file for the newserver.

Step 8 - Restartthe New Postgres Server

Start the service ofthe new backing database. On RHEL or CentOS 6.x, open a
command line and assume the identity ofa superuser. Enterthe command:

/etc/init.d/service name start

On RHEL or CentOS 7.x, open a command line and assume the identity ofa superuser.
Enterthe command:

systemctl stop service name

Where service nameis thename ofthe backing database server.

If you are using Windows, you canuse the Services dialog to controlthe service. To
openthe services dialog, navigate through the control Panel tothe systemand
Securitymenu. Select Administrative Tools,and then double-clickthe
Servicesicon. Whentheservices dialog opens, highlightthe servicename in the
list, and usethe option provided on thedialog to start theservice.
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4 Moving the Postgres Enterprise
Manager™Server

The steps in this sectiondescribe how to move a PEM server fromone host machineto a
new host machine. The PEM server on the new host(the target) must be installed with
the same versionofthe PEM serverinstaller as the original host (the source). Pleasenote
that if you do notuse thesame installer version, youmay encounter a schema-mismatch
error.

The backing database ofthe target server (either Postgre SQL or Advanced Server) may
be ofthe same type and version, or a different typeand versionthanthebacking database
of the source PEM server. A PEM serverthat resides ona PostgreSQLhost canbe
migrated to an Advanced Serverhost, or vice versa.

Before starting the server migration, youshould ensure thatthe firewalls between the
source host, thetarget host,andthehostofany PEM agent will allow connections
between the services.

Step One - Prepare the Target Host

Invoke the installer forthe PEM server on the target host. Please note thatyoumust use

the same versionofthe PEM server installer that you used when installing the source
PEM server.

The backing database ofthe target server may be a different version or type thanthe
backing database ofthe source. Ifthe new PEM serverdoes nof reside on the same type
of backing databaseas theoriginal server, you mustensure that the same version ofthe
sslutils extensionis installed on the newserverhost. The versionofsslutils that
is distributed with the PEM installers is freely available for download fromthe
EnterpriseDB website at:

http://www.enterprisedb.conydownloads/component-source-code

Forinformation aboutinstalling the PEM serverorthe ss1utils extension, pleaserefer
to the PEM Installation Guide, available at:

http://www.enterprisedb.com/documentation/english

Step Two — Drop Existing Schemas from the New PEM Server

The migration process re-creates the pem,pemdata,and pemhistory schemas fromthe
source PEM server on thetarget PEM server. In preparationforthe move,usethepsqgl
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client to delete theseschemas fromthe pem database onthe targethost. You can open
the psql client at the command line, orby selecting SQI. Shell (psqgl) from the
PostgresEnterprise Manager menu.

When thepsqgl client opens, connectto thepem backing database as the database
superuser. Afterconnecting tothe pem database onthe targethost, use the following

commands to drop theschemas:
DROP SCHEMA pem CASCADE;

DROP SCHEMA pemdata CASCADE;

DROP SCHEMA pemhistory CASCADE;

When dropping the schemas, youmustincludethe cascapk keyword, instructing the
serverto deletealldependentobjects. Whenexecutingthecommand, the psq1 client
displaysalist ofthe dependent objects; the client confirms each the schema is removed
by displaying DrROP SCHEMA (as shownin Figure 4.1).

File Edit View 5Search Terminal Help

drop cascades to table pemhistory.streaming replication lag time (~]
drop cascades to table pemhistory.wal archive status

drop cascades to table pemhistory.efm cluster node status

drop cascades to table pemhistory.efm cluster info

DROP SCHEMA

pen=# | -

Figure 4.1 - Dropping the pem schema.

Step Three - Prepare the PEM Agents on the New PEM Server

Before moving the PEM server, youmust identify the number ofagents that are
monitored by thesource PEM server, and create identities for thatnumber ofagents (less
one)on the target server. To discover the totalnumber of PEM agents monitored by the

PEM server, connect to the pem database onthe sourcehostwith the psq1 client,and
query the pem. agent table (as shown in Figure 4.2).

SELECT id FROM pem.agent WHERE active = true;
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Terminal

File Edit View 5Search Terminal Help

server [localhost]: [~]
Database [postgres]: pem

Port [5432]:

Username [postgres]: postgres

Password for user postgres:

psql.bin (9.4.4)

S5L connection (protocol: TLSvl.2, cipher: ECDHE-RSA-AES256-GCM-SHA384,
bits: 256, compression: off)

Type "help" for help.

pem=# SELECT id FROM pem.agent WHERE active = TRUE;
id

1

2

3
(3 rows)

pem=# || [~

Figure 4.2 - Querying the pem database on the source PEM server.

You must manually create the number ofagents that reside onthe original PEM server,
less one;the PEM server installer has already created one agent onthe targethost. For
example, if the sourceserver contains three agents, you mustmanually create two
additionalagents. Open apsqgl sessionwith the pem database onthe targetserver,and
create the requiredagents. Use thecommand:

CREATE USER agentx;

Where x specifies an agentnumber (see Figure 4.3). Remember, agent1 is created on
the target host by the PEM server installer.

Terminal

File Edit View 5Search Terminal Help

pem=#

pem=# CREATE USER agent2;
CREATE ROLE

pem=# CREATE USER agent3;
CREATE ROLE

pen=# [l

Figure 4.3 - Creating additional agents on the target.
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Then, use the GRANT command to assigneachagentthatresides on the target PEM server
pem_agent permissions:

GRANT pem agent TO agentx;

Where x specifies an agentnumber (see Figure 4.4).

Terminal

File Edit View 5Search Terminal Help

pem=#

pem=# GRANT pem agent TO agent2;
GRANT ROLE

pem=# GRANT pem agent TO agent3;
GRANT ROLE

pen=# [l

Figure 4.4 - Granting privileges to the agents on the target.

Step Four - Generate a BackupScript of the Source PEM Server

You canuse thepg dump utility to generate a scriptthatcontains the commands required
to recreate the pem database onthe targethost. By default, pg dump is installed in the
bin directory under your Postgres installation. To invoke pg dump, open a command
line, navigateto the bin directory, and enter:

pg_dump -U user name db _name > file name
Where:
user name specifies thename ofthe databasesuperuser for the PEM backing database.

file name specifies thename ofthe scriptgenerated by pg dump.

When prompted, provide the password associated with the user specified.

] root@localhost:/opt/PostgreSQL/9.4/bin i

File Edit View 5Search Terminal Help

[root@localhost bin]#

[root@localhost bin]# ./pg dump -U postgres pem = /tmp/backup.sgl
Password:

[root@localhost bin]# [}

Figure 4.5 - Generating a backup script.
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The command shown in Figure 4.5 instructs pg_dump to generate a scriptthat(when
executed) will re-create the pem database. The script willbe named backup.sql,and
will be created in the tmp directory. pg dump is connecting to theserverusingthe
credentials ofthe user, postgres.

Note that invoking thepg dump utility will not interrupt current database users.

Step Five - Move the Backupto the Target Host

Move the script generated by thepg  dump utility to the targethostofthe PEM server.

Step Six- Restore the Backupon the Target Host

Open a command line on the target host and navigate into the bin directory (under the
Postgres backing database installation directory). Start psql,executing the script
generated bythe pg dump utility:

psqgl -U user name -d pem -f file name
Where:

user name specifies thename ofthe databasesuperuser. The user specified must have
connection privileges for the backing database.

file name specifies thecomplete path to the backup script generated by pg_ dump.

When prompted, provide the password associated with the database superuser.

File Edit View Search Terminal Help

[root@localhost bin]# -~
[root@localhost bin]# ./psql -U postgres -d pem - /tmp/backup.sql

Password for user postgres:

Figure 4.6 - Restoring a backup script.

The example shown in Figure 4.6 uses the psq1 client to invoke a script named
backup.sql torecreate the pem database. The scriptis invokedusing the privileges
associated with the database superuser, postgres.
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Step Seven - Stop the Database Server on the Target Host

To stop thePEM serveron Linux, use the command:

/etc/init.d/service name stop

service name specifies the name ofthe backing database server. ForaPostgreSQL

backing database, theservice name is postgresqgl-x. x,and foran Advanced Server
backing database, theservice name is ppas-x. x, where x specifies the versionnumber.

If you are using Windows, you canuse the services dialog to control the service. To
openthe services dialog, navigate through the control Panel tothe systemand
Securitymenu. Select Administrative Tools,and then double-clickthe
Servicesicon. Whentheservices dialog opens, highlightthe servicename in the
list, and usethe option provided on thedialog to stop the service.

Step Eight - Copy the Certificate Files to the Target Host

You must replace the certificate files thatare created when thetarget host is installed

with the certificate files ofthe source host. Copythe following files fromthe source
PEM serverto the target PEM server:

ca certificate.crt
ca_key.key
root.crt

root.crl
server.key
server.crt

Copy the files to the data directoryunder the Postgres installation thatprovides the
backing database forthe targetcluster. On Linux, by default, thefiles reside in:

/opt/PostgreSQL/x.x/data/
On Windows, the files residein:
C:\Program Files\PostgreSQL\x.x\data
The files will already exist on the target cluster; delete the existing files before

performing the copy, or overwrite the existing files with the files fromthe sourceserver.

Once in place on the targetserver, the files should have the (platform-specific)
permissions described in the sections that follow.
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Permissions and Ownership on Linux

File Name Owner Permissions
ca certificate.crt postgres L Wemmmmmm
ca_key.key postgres L ——
root.crt postgres QT —
root.crl postgres [T
server. key postgres S —
server.crt postgres -TW-T--T—-

On Linux, the certificate files must be ownedby postgres. You canuse the following
command at the command line to modify the ownership ofthe files:

chown postgres file name

Where £ile name specifies the name ofthe certificate file.

The server.crt file may only be modified by the owner ofthe file, but may be read by
any user. You can usethe following command to set the file permissions forthe
server.crt file:

chmod 644 server.crt

The other certificate files may only be modified orread by the owner ofthe file. You can
use the following commandto set the file permissions:

chmod 600 file name

Where £ile name specifies the name ofthe file.

Permissions and Ownership on Windows

On Windows, the certificate files moved fromthe sourcehostmust be owned by the
service account that performed the PEM server and backing database installation on the
target host. Ifyou invokedthe PEM server and Postgres installerusingthe Run as
Administrator option (selected fromthe context menu ofthe installer), the owner of
the certificate files will be Administrators.

To review and modify file permissions on Windows, right-click on the file name, and
select Properties.
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| server.key Properties -

General | Securty | Details | Previous Versions |

Object name:  C:\Program Files"\Postgre SCILNS 5'data server key

Group or user names:

EE,NE'PNOF{K SERVICE ~
;, susanmdouglas (WIN-IGPQQEPNGLE \susanmdouglas)

21 Y Administrators (WIN-IGPQREPNGQLE\Administrators) =
SE, Users (WIN-IGPQQEPNGLE \Users)

b

< m >

To change pemissions, click Edit.

Pemissions for Administrators Allow Dery

Full control

Modify

Read & execute
Read

Write

Special permissions

For special permissions or advanced settings,
click Advanced. =

| OK || Cancel | Bpply

Figure 4.7 - The Permissions tab.

Navigate to the security tab (see Figure 4.7) and highlighta Group or user name to

view the assigned permissions. Select Edit orAdvanced to access dialogs that allow
you to modify the permissions associated with theselected user.

Step Nine - Move the PEM Agent Certificate Files to the PEM Server Host

You must move the certificate files used by the PEM agent ofthe source PEM serverto
the target host. This step is platform-specific.

On Linux

Copytheagentl.keyandagentl.crt files fromthe source host tothe targethost.

By default, on Linux, the files are installed in/ root/.pem; copy the files to thesame
directory on thetarget host.

File ownership and permissions ofthe files must be set to:

File Name Owner Permissions
agentl. key oot [ VA
agentl.crt root -TW-I--1--
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If necessary, navigate to /root/ . pem, and usethe following commands to modify the
permissions and ownership ofthe agent1 . key file:

chmod 600 agentl.key
chown root agentl.key

Use the following commands to modify the permissions and ownership ofthe
agentl.crt file:

chmod 644 agentl.crt
chown root agentl.crt

On Windows

Copythe agentl.keyand agentl.crt files fromthe source host tothe targethost.
On Windows, the files are located in:

C:\Users\user name\AppData\Roaming\pem
Where user nameis the name ofthe userthatinvokedthe PEM installer.

The ownership and permissions associated with the certificate files on the target machine
should match the ownership and permissions ofthe certificate files on the source
machine. If you invokedthe PEM server and Postgres installerusingthe Run as
Administrator option (selected fromthe context menu ofthe installer), the owner of
the agent certificate files will be Administrators.

To review and modify file permissions on Windows, right-click on the file name, and
select Properties. Navigateto the Security tab and highlighta Group or user

name to view the assigned permissions. Select Edit oradvanced to access dialogs that
allow you to modify the permissions associated with the selected user.

Step Ten - Update the pg_hba.conf Files on the Target Host

Modify the pg hba. conf file on the target host to allow connections fromeach PEM
agent. By default,thepg hba.conf fileis located in the data directory under your
Postgres installation.

Step Eleven - Startthe Server on the Target Host

Aftermodifying the pg_hba.conf file,you must restartthe server for the changes to
take effect.
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To restart the database server on Linux, use the command:

/etc/init.d/service name start

Where service nameis thename ofthe backing database server.

If you are using Windows, you canuse the services dialog to control the service. To
open the services dialog, navigate through the control Panel tothe Systemand
Securitymenu. Select Administrative Tools,andthen double-clickthe

Servicesicon. Whentheservices dialog opens, highlightthe servicename in the
list, and usethe optionprovided on thedialog to start theservice.

Step Twelve - Connecting Monitored Agents to the New PEM Server Host
To instruct existing PEM agents to connect to the new PEM serverhost, youmust:

e Ensure that the PEM agent host canconnectto the new PEM server host.

e Modify the registry (on each Windows host with a PEM agent) orthe agent
configuration files (on each Linuxhost with a PEM agent), specifying the IP
address and port ofthe new PEM server.

e Restartthe PEM agent's service.

These steps are platform-specific.

If the PEM Agent Resides on Linux

Use yourchoiceofeditorto modify the agent . c fg file (shown in Figure 4.8),
specifyingthe new IP address and port number ofthe PEM serverin the pem host and
pem_ port parameters.

By default,the agent . cfg file is located in:

e /opt/PEM/agent/etc/agent.cfg
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File Edit View Search Tools Documents Help

|| Bopen v save #a &

| | agent.cfg \

[[PEM/agent]

pem host=192.168.2.139

pem port=5432

agent id=2

agent_ssl key=/root/.pem/agent2.key
agent ssl crt=/root/.pem/agent2.crt
log level=warning

log location=/var/log/pem/worker. log
agent log location=/var/log/pem/agent.log
long wait=38

short wait=16

alert threads=0

enable smtp=false

enable snmp=false

enable nagios=false

allow server restart=true

allow package management=false
max_connections=0

connection lifetime=0

allow batch probes=false

batch script dir=/tmp

heartbeat connection=false

allow streaming replication=false

ca file=/opt/PEM/agent/share/certs/ca-bundle.crt

Plain Text v Tab Width: 8~ Ln1, Coll INS

Figure 4.8 - The agent.cfg file.

Aftermodifying the agent . c £g file, you must restart the PEM agent service; you can
use the pemagent servicescripton the Linuxcommand line to restart the service:

/etc/init.d/pemagent restart

If the PEM Agent Resides on Windows

Before modifying the Windows registry on the monitored node, confirmthat the firewall
on the host ofthe PEM agent willallow connections to the PEM server. After
confirming that the PEM agent host canconnectto the PEM serverhost, you canuse the
Windows Registry Editortoreviewand editthe PEM HOST and PEM PORT entries to
ensure that they correctly identify the host and portused by the PEM server. To open the

RegistryEditor,enterregedit inthe Windows Run dialog orin the Windows start
menu search box.

Navigate through the registry tree control (see Figure 4.9) to view or modify registry
entries. On 64-bit Windows, the PEM agent registry entries are located:
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HKEY LOCAL MACHINE ->SOFTWARE - wow6432Mode = EnterpriseDB
- PEM = agent

On 32-bit Windows, the PEM agent registry entries are located:

HKEY LOCAL MACHINE 2>SOFTWARE > EnterpriseDB = PEM > agent

a2 Registry Editor = || =] -
File Edit View Favorites Help
418 Computer || Mame Type Data
[ HKEY_CLASSES ROOT ab| (Default) REG_SZ (value not set)
b 1 HKEY_CURRENT_USER "_ﬂAgentCrtPath REG_SZ C\Users\ Administrater' AppData\Roaming/pem/agent3.crt
- HEEY_LOCAL_MACHINE a_ﬂAgenﬂD REG_SZ 3
b~ BCDODDOODDD “_"]AgentKe}rPath REG_SZ ChUsers\Administrator\AppData\Roaming/pem/agent3.key
b S;:DWARE ab] AlertThreads REG_SZ 0
bl SECURITY E"WAIIowBatchProbes REG_SZ false
 SOFTWARE ab| AllowPackageM... REG_SZ false
a [> ol a_ﬂAIIowSer\rerRest... REG_SZ true
. Classes
b Clients "_ﬂAIIowStreaming... REG_SZ false
b EnterpriseDB = “_"]BatchScr.iptDir REG_SZ Ch\Users\Administrator\AppDatatLocal\ Temp
[> | Microsoft a_ﬂConnectlonLlfet... REG_SZ 0
['> ODEC E"}Description REG_SZ Postgres Enterprise Manager Agent, by EnterpriseDB,
b | Policies "’_"]EnableSMTP REG_SZ false
b | PostgreSCQL a_ﬂEnableSNMP REG_SZ false
i || RegisteredApplica ab|HeartbeatConne.. REG_SZ false
[> . ThinPrint “_"]Location REG_SZ C:\Program Files (x86)\PEM
- . VMware, Inc. a_ﬂLogLeveI REG_SZ warning
4| Wow6432Node a5)LongWait REG_SZ 30
b -l Classes ab| MaxConnections  REG_SZ 0
by Clients ab| PEM_HOST REG_SZ 192.168.2.139
4|, EnterpriseDB ab| PEM_PORT REG_SZ 5432
“Ly Global_ref_ E"]Ser\riceManager REG_S5Z Administrator
PEM ab] ShortWait REG_SZ 10
T agent ab] Version REG_SZ £.0.2-20161103-dev-1
, StackBuild
[ Microsoft w
< n » < m
Computer\HKEY_LOCAL MACHINE\SOFTWARE\Wowg432Mode\EnterpriseDB\PEM\agent

Figure 4.9 - The Windows Registry Editor.

The PEM HOST and PEM_PORT entries must specify theaddress and portnumber ofthe
new PEM serveron thetarget host. To modify aregistry entry, right click on the entry
Name, and selectModi £y fromthe context menu to openthe Edit String dialog.

Edit String

Walue name:
[PEM_HOST |

Walue data:

[27001] |

| oK

|| Cancel |

Figure 4.10 - The Windows Registry Editor.
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UsetheEdit stringdialogto make any changes to the valueofthe entry (see Figure

4.10). When you're finished, click 0k to save your changes, or Cance1 to exit without
saving.

Aftermodifying the registry, youmust restart the PEM agent's service; youcan use the

services dialog (accessed throughthe Wwindows Control Panel)to restart the
Postgres EnterpriseManager - pemAgent service (seeFigure 4.11).

Services = [ = -

File Action View Help
e« FEcz B »mnp

o, Services (Local)

. Services (Local)

-

Postgres Enterprise Manager - MName Description Status Startup Type Log On As| ~
. postgresql-x64-9.5 Provides rel...  Running  Automatic Metwork 5.
Stop the service i Power Manages p...  Running  Automatic Local Syste

Pause the service

Restart the service L Print Spooler This service... Running  Automatic Local Syste
. Printer Extensions and Notif... This service ... Manual Local Syste
. Problem Reports and Scoluti.. This service ... Manual Local Syste
Description: #
. Remote Access Auto Conne... Creates a co.. Manual Local Syste
PEM Agent.
% Remote Access Connection... Manages di... Manual Local Syste
. Remote Desktop Configurat... Remote Des... Manual Local Syste
. Remote Desktop Services Allows user... Manual Metwork 5.
. Remote Desktop Services U, Allows ther.., Manual Local Syste ¥
< m >

\ Extended /(Standard /

Figure 4.11 - Restarting the PEM Agent's service.

Aftermoving the server, changethe connection properties in any installed PEM clients to

connect to thenew host ofthe PEM server, agents, and monitored servers.

Copy right © 2013 -2019 EnterpriseDB Corporation. All rights reserved.

47



EDB Postgres Enterprise Manager Upgrade and Migration Guide

5 Upgrading a Graphical Installation
with an RPM Package on a Linux
Host

In future releases of PEM, graphical installers will not be available for Linux hosts; you
will be required to use an RPM packageto installorupdate a linuxinstallation. The
following sections walk you through the process ofupgrading a PEM installation that
was performed via a graphical installer on a Linux host.

5.1 Upgrading a PEM Server that was Installed with a Graphical

Installer

The default installation location forthe PEM server wheninstalled by the graphical

installeris /opt/edb/pem. Inthe example that follows, substitute your server
installation location for PEM installation path.

L.

N

Logout fromPEM.

Stop the PEMHTTPD service:

systemctl stop PEMHTTPD

Set SELinux to permissive mode and installthe epe1 packages:
setenforce 0

yum install epel-release*

Installthe EDB repository configuration file:

yum install http://yum.enterprisedb.com/edbrepos/edb-repo-
latest.noarch.rpm

When therepository configuration file installation completes, use your choice of
editorto modify the dependencies and tools repository definitions, ensuring
that the repository definitions are enabled and providing the correct repository
credentials. Forexample, touse vi,enter:

vi /etc/yum.repos.d/edb.repo
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6. The yummakecache command downloads the metadata for the currently enabled
repositories; whenthe command completes, check theavailable packages to
confirm that the list includes thelatest PEM server:

yum makecache

yum list edbo-pem-server

7. Installthe PEM server RPM; whenthe installation completes, use the yum info
command to confirmthe installation details:

yum install edb-pem-server

yum info edb-pem-server

8. Afterinstallation, copy the agent.cfg file fromthe current location (thelocation
required by the graphical installer) to the locationrequired by the RPM package:

cp /PEM installation path/agent/etc/agent.cfg
/usr/edb/pem/agent/etc/agent.cfqg

9. Useyourchoiceofeditorto openthe agent configuration file; forexample, vi:
vi /usr/edb/pem/agent/etc/agent.cfg
Then, setthevalueofthe ca file parameter:

ca file=/usr/libexec/libcurl-pem/share/certs/ca-bundle.crt

10. Copy the pem.db file (and otherrequired files) to the RPM installationlocation
and change the file ownership:

cp -r /PEM installation path/server/share/pemhome/.pem/*
/var/lib/pemhome/ .pem/

chown -R pem:pem /var/lib/pemhome/.pem/

11. Change the home directory in the passwd file from the locationidentified by the
graphicalinstaller to the RPM locationas follows:

usermod -m -d /var/lib/pemhome pem

cat /etc/passwd | grep pem

12. Take a backup ofthe PEM service file and agentcertificates:
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cp /usr/lib/systemd/system/pemagent.service
/usr/lib/systemd/system/pemagent.service bkp

mv /root/.pem/agentl.key /root/.pem/agentl.key.bkp
mv /root/.pem/agentl.crt /root/.pem/agentl.crt.bkp
13. Uninstallthe PEM serverusingthe graphical uninstaller:

/PEM installation path /server/uninstall-pemserver

14. Execute the PEM RPM configuration script; when prompted, providethe backend
database details: the script should run without generating errors:

/usr/edb/pem/bin/configure-pem-server.sh
15. Restore the service file backup and agent certificates to original location.

cp /usr/lib/systemd/system/pemagent.service bkp
/usr/lib/systemd/system/pemagent.service

mv /root/.pem/agentl.crt.bkp /root/.pem/agentl.crt
mv /root/.pem/agentl.key.bkp /root/.pem/agentl.key
16. Enable the pemagent serviceand start the pemagent and httpd services.
systemctl enable pemagent
systemctl start pemagent
systemctl start httpd
17. Launch the PEM web interface. Check the server and agent to confirmthe PEM

version, server status, and schema version. At this point, everything should be up
and running.
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5.2 Upgrading a PEM agent Installed with a Graphical Installer

The default installation location forthe PEM server wheninstalled by the graphical

installeris /opt/edb/pem. Inthe example that follows, substitute yourserver
installation locationfor PEM installation path.

L.

Use the version specific command to stopthe pemagent service.
On RHEL or CentOS 7.x:

systemctl stop pemagent

On RHEL or CentOS 6.x:

/etc/init.d/pemagent stop (RHEL -6)

Set SELinux to permissive mode and install the supportingepe 1 packages:
setenforce 0

yum install epel-release*

Set SELinux to permissive mode and installthe epe1 packages:
setenforce 0

yum install epel-release*

Installthe EDB repository configuration file:

yum install http://yum.enterprisedb.com/edbrepos/edb-repo-
latest.noarch.rpm

When therepository configuration file installation completes, use your choice of

editorto modify the dependencies and tools repository definitions, ensuring
that the repository definitions are enabled and providing the correct repository
credentials:

vi /etc/yum.repos.d/edb.repo

The yummakecache command downloads themetadata for the currently enabled
repositories; when the command completes, check theavailable packages to
confirmthat the list includes thelatest PEM agent:

yum makecache

yum list edb-pem-agent
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7. Installthe PEM agent RPM; whentheinstallation completes, you canuse the yum
info command to confirminstallation information forthe PEM agent:

yum install edb-pem-agent
yum info edb-pem-agent

8. Afterinstallation, copy the PEM agent configuration file (agent.cfg) fromthe
previous location tothe locationrequired by the RPM nstaller:

cp /PEM installation path/agent/etc/agent.cfg
/usr/edb/pem/agent/etc/agent.cfqg

9. Useyourchoiceofeditorto openthe agent configuration file; for example, vi:
vi /usr/edb/pem/agent/etc/agent.cfg
Then, setthevalueofthe ca file parameter:
ca file=/usr/libexec/libcurl-pem/share/certs/ca-bundle.crt
10. Take a backup ofthe service file and agentcertificates.
On RHEL or CentOS 7.x, use the following command to back up the servicefile:

cp /usr/lib/systemd/system/pemagent.service
/usr/lib/systemd/system/pemagent.service bkp

On RHEL or CentOS 6.x, use the following command to backup the servicefile:
cp /etc/init.d/pemagent /etc/init.d/pemagent bkp

Then, copy the agent certificates; in the following commands, agent_idshould
specify the agent identifier (forexample, agent2 or agent3):

mv /root/.pem/agent id.key /root/.pem/agent id.key.bkp

mv /root/.pem/agent id.crt /root/.pem/agent id.crt.bkp
11. Uninstallthe PEM agentusing bitrock uninstaller

/PEM installation path/agent/uninstall-pemagent

12. Use versionspecific commands to restore the service file backup and agent
certificates to original location.

Forexample, on a RHEL or CentOS 7.x host:
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cp /usr/lib/systemd/system/pemagent.service bkp
/usr/lib/systemd/system/pemagent.service

On a RHEL or CentOS 6.x host:

cp /etc/init.d/pemagent /etc/init.d/pemagent bkp

Then, move the agent certificate files:

mv /root/.pem/agent id.key.bkp /root/.pem/agent id.key

mv /root/.pem/agent id.crt .bkp /root/.pem/agent id.crt

13. Enable the pemagent service, andstart pemagent andhttpd. OnaRHEL or
CentOS 7.x host, usethe commands:

systemctl enable pemagent
systemctl start pemagent
On a RHEL orCentOS 6.x host:

/etc/init.d/pemagent start

At this point,the PEM agent should beup and running; you canuse the PEM web
interface to check theagentversionand status.
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6 Troubleshooting

6.1 The pem.alert Table Fails to Restore

When restoring the pem backing database frombackup, youmay encounter an error
during the restoration ofthe pem.alert table. This is causedby a missing table pre-

requisite for the table -the pg_restore utility may restore the pem.alert pre-requisites
after it attemptsto restore pem.alert.

If this happens, theoutputfrompg restore will include error messages thatrefer to the
alert table:

pg restore: [archiver (db)] could not execute gquery: ERROR:
insert or update on table "alert history" violates foreign key
constraint "alert history alert id fkey"
DETAIL: Key (alert id)=(3) 1is not present in table "alert".
Command was: ALTER TABLE ONLY alert history
ADD CONSTRAINT alert history alert id fkey FOREIGN KEY
(alert id) REFERENCES alert(id) ON...
pPg _restore: creating FK CONSTRAINT alert status alert id fkey
pg _restore: [archiver (db)] Error from TOC entry 3265; 2606 18355
FK CONSTRAINT alert status alert id fkey postgres
pg restore: [archiver (db)] could not execute query: ERROR:
insert or update on table "alert status" violates foreign key
constraint "alert status alert id fkey"
DETATIL: Key (alert id)=(1) is not present in table "alert".
Command was: ALTER TABLE ONLY alert status
ADD CONSTRAINT alert status alert id fkey FOREIGN KEY
(alert_id) REFERENCES alert(id) ON U...

If you encounter this problem, restore the pem database before restoring the pem.alert

table. Restoringthe pem database will install the pre-requisites forpem.alert,and the
restoration of thetable should completeas expected.
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7 Uninstalling Postgres Enterprise
Manager™

Use the uninstallers provided in the PEM installation directory to remove PEM
components froman Advanced Server or PostgreSQL installation on Linuxor Solaris.
By default, the PEM uninstallers are located:

Component Uninstaller name Default location
PEM server uninstall-pemserver opt/PEM/server
PEM dient uninstall-pemclient /opt/PEM/client
PEM agent uninstall-pemagent /opt/PEM/agent
SQL Profiler uninstall-sqglprofiler opt/PostgreSQL/ x. x
Where x.x specifies the Postgres
version.

To remove a component, assume superuser privileges, open a terminal window, and

navigateinto thedirectory in which theuninstaller resides; invoke the installer as
follows:

./uninstall-component name
Where component name is the name ofthe componentthatyouwish to remove.

Ifthe PEM installationresides on a Windows host, youcan use the Windows
Add/Remove Programs application toremove PEM components. Select the
Add/Remove Programs option fromthe Windows Control Panel; whenthe control
panelopens, locate the name ofthe PEM componentin the programlist. Click the
Remove buttonto remove the component.
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