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Who we are?



The first meeting...



The first meeting...

“We want to automate our brownfield environment within our 
critical infrastructure”

“We have a lot of existing python scripts on our backup 
server that we need to operate”

“We developed a reporting web-app that 
needs to be deployed”



Let’s deploy it 
quickly on Friday



Let’s deploy it quickly on Friday

No connectivity to GitLab

air-gapped installations → Wheels → transitive dependency chain

Insufficient permissions to resolve dependencies

The python application requirements vs. legacy 
enterprise repository versions



What is the 
environment?



50Hertz Transmission GmbH 

● Transmission System Operator (TSO)

● Operates critical high-voltage energy 
infrastructure

● Part of Germany’s Critical 
Infrastructure



50Hertz Transmission GmbH 

● around 4,000 IT infrastructure 
devices: routers, switches, 
firewalls, load balancers, proxies, 
DDI, etc.

● 6 Network Zones/Domains (critical/non 
critical)



The Operational Constraints

Integrates new
within existing

Strict
Compliance

Limits connectivity
and access

Brownfield
Network

Ensures integrity and
safety

Air-gapped
environment



Where we are today?



Team Members

As of 29.05.2026

5 | 4 | 719

106,654
Apps Workflow Executions

Sub-process executions



Implemented Use Cases until Today

Aligning CMDB with
management and
monitoring tools

Automating the
migration to 802.1X

authentication

Rollout of MPLS
VRFs for WAN network

segmentation

self-service portal for
switch port 

configuration and 
checks

Setting up VM 
networks with end-to-
end connectivity and 

documentation

Data Center
Self-Service 

Portal

MPLS VRF
Rollout

802.1X
Migration

CMDB
Synchronization

VM Network
Rollout



How did we get there?



Where our automation journey started

What We Had

python scripts like test_final.py
Large unmanaged log files
Manual SSH sessions
Regex-based parsing
Undocumented cron jobs

Use-case inventory in Excel
Classification and grouping

Prioritization by business value
First stakeholder: server team

How We Started



First use case: server connectivity automation





First use case: server connectivity 
automation



First use case: server connectivity 
automation

Server Connectivity Use Case

CI/CD 
Pipeline

Cisco NX-OS 
Switches DDI Service Asset 

Database

Ticket System

Firewall 
Orchestration 



First use case: server connectivity 
automation

Server Connectivity Use Case

CI/CD 
Pipeline

Cisco NX-OS 
Switches DDI Service Asset 

Database

Ticket System

Firewall 
Orchestration 

We need a development team!



How the platform 
looks today



Security & Firewall 
Orchestration

Network Devices & 
Controllers CMDB DDI ...

Service Management & 
Ticketing

Other Automation 
Systems

Management 
Environment

Platform Architecture

DATACOM Infrastructure 
Network Automation (DINA)

Logging & 
Monitoring

Consumers of the Platform

Infrastructure and IT-Systems



Platform Architecture

DATACOM Infrastructure 
Network Automation (DINA)

Automation Gateway 
(DAG)

PRTG 
Infrastructure 

Automation (PIA)

Data Collector 
(DACO)

Infrastructure 
Reporting Tool 

(DIRT)

Security & Firewall 
Orchestration

Network Devices & 
Controllers CMDB DDI ...

Service Management & 
Ticketing

Other Automation 
Systems

Management 
Environment



Platform Principles



Platform Principles

Air-gapped by design Build once, deploy unchanged



Platform Principles

Operations and scalability first Distribute workload execution with 
Django and Celery

Air-gapped by design Build once, deploy unchanged



Platform Principles

Develop without live-system access

Operations and scalability first

Usability drives adoption

Enable fast iteration during 
development

Distribute workload execution with 
Django and Celery

Design every workflow from the end-
user perspective

Air-gapped by design Build once, deploy unchanged



Swagger UI



Scaling-out: from use 
case to workflows



Revised view: Who is really the end user?

Other automation 
systems and Ansible 

playbooks

Network 
Engineers/Operators 
 and Support Staff



Data Center Self-Service Portal



From Use Case to Workflow Contracts



Stakeholder ReviewTimebox for Release

From Use Case to Workflow Contracts

Workflow 
Definition 
Document

Automation 
Backlog Platform 

Release
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Platform 
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Definition 
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Stakeholder ReviewTimebox for Release

From Use Case to Workflow Contracts

Workflow 
Definition 
Document

Automation 
Backlog Platform 

Release

Stakeholders

Platform 
Owner

Platform 
Development 

Team

Iteration Backlog

Iteration

Weekly 
Standup

Definition 
of Done

Planning Release Version

Automation is continuous organizational effort



From Use Case to Workflow Contracts

● One shared Workflow Definition 
Document (WDD) per use case

● Contents:
○ Goal and KPI
○ Workflow Definition (BPMN)
○ User-Interface Design
○ Data Models and Interfaces
○ Constraints
○ External Dependencies
○ …



From Use Case to Workflow Contracts

● One shared Workflow Definition 
Document (WDD) per use case

● Contents:
○ Goal and KPI
○ Workflow Definition (BPMN)
○ User-Interface Design
○ Data Models and Interfaces
○ Constraints
○ External Dependencies
○ …

Goal: Create a shared understanding on what to build



Key Takeaways



Key Takeaways

Automation is continuous effort that requires control, operability, 
and governance, not tools (in the first place)

Requirements engineering and workflow contracts 
align users, operations, and audit needs

Workflow automation must shape the IT 
operating model and system landscape

Agile delivery balances reviewability, 
compliance, and urgent operational demand.



What's next?

New Workflows
Operational 
Workbench

On-Premises Coding 
Assistance AI Model Hosting



Questions?



Thank You
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