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Automating firewall rules
deployment in a highly
requlated environment
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About me

32 years old

Portuguese, moved to Sweden, working in
Denmark. Met wife while studying Japanese

Speaks none of those languages. Barely
even Portuquese and English

Studied software engineering. Didn’t feel
it. Moved to network and security. Missed
programming. Here we are



Now a bit more professionally

@ Largest offshore wind
developer in the world

@ DBiggest energy company
in Denmark

@ Over 30 offshore
windfarms in operation

@ Currently developing 8+
with a combined 8 GW
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The beauty of firewall requests

Bottleneck #2

Central Firewall Team

Firewall request approval

Team A Firewall|request
review/dpproval

Firewall Opening
Requests Bottleneck #1

>4 Complex Firewall Requests

Te B
eam Conplex

Firewall Opening R "
equests

Requests Firewall Maintenance

Firewall Opening

WD E Requests

1st Tier Support Team

Firewall Opening Security Patching

Requests
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Team D

Simple F:lequests

(Handle?d here) Operational Tasks

... more teams

Completed Simple
Firewall Changes

Priorities Urgent-Security-Issues

Compliance Requirements Business Priorities Incident Response
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Option 1 - Automate the deployment?
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Validated Requests Automation Platform /
Abstraction Layer
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Option 1 - Automate the deployment?
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Rule rejection

BOTTLENECK

Firewal| Rule Requests

Validated Requests

\4

Automation Platform /

} Central Firewall Team

Firewal| Rule Requests

Not good enough. Doesn’t scale

Central team still exists, just

slightly less overwhelmed

Configuration was never the
biggest bottleneck

Abstraction Layer

Native Configuration

Firewall mgmt

platform

Firewa|l Rules

Firewalls



Option 2 - Automate requests and deployment?

Team A

Direct Rple Input
Native Configuration = Firewall mgmt

Automation Platform / Abstraction »
Layer

platform

Team B

Direct Rple Input
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Team C Review Queue Approval

Rules waiting for approval
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Option 2 - Automate requests and deployment?

Team A

Direct Rple Input 5
Native Configuration = Firewall mgmt

Automation Platform / Abstraction »
Layer

platform

Team B

Direct Rule Input
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. Firewal(l Rules
Team C Review Queue

Approval

Rules waiting for approval

Y,
>

Rule rejection

Central Firewall Team

Firewalls

® Almost there, but still not
scalable

o Central team still exists, spends
several hours reviewing requests

[ Requests go back and forth until
approved. Customers still angry



Option 8 - Automate requests, validation and
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Native Configuration

Automation Platform / Abstraction
Layer

Review Queue Approval

Automated review and validation
system
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Option 8 - Automate requests, validation and
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Team A
Diregct Rple Input

Team B

Direct Rple Input

Team C
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Rule rejection

We have a dream!

Native Configuration

Automation Platform / Abstraction
Layer

Review Queue Approval

Automated review and validation
system

\ 4

deployment!

Firewall mgmt

platform

Firewal|l Rules

Firewalls






The requirements. Non-negotiables

o Version control and ability to audit
every single firewall rule and revert
if necessary

Y An automated rule validation system

() A platform to host and run the
product. Ability to modify, extend,
customize our solution

(Y Reduce dependencies on 3¢ party
vendors and closed source products

() Strong community behind whatever
platforms we choose

() Abstract complexity from our
customers. As user-friendly as
possible



The requirements - Tools

o Version control and ability to audit
every single firewall rule and revert > Git
if necessary

Y An automated rule validation system

() A platform to host and run the
product. Ability to modify, extend,
customize our solution

(Y Reduce dependencies on 3¢ party
vendors and closed source products

() Strong community behind whatever
platforms we choose

() Abstract complexity from our
customers. As user-friendly as
possible



The requirements - Tools

o Version control and ability to audit
every single firewall rule and revert
if necessary
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Y An automated rule validation system N/A - Developed from

®@ A platform to host and run the scratch. Python-based

product. Ability to modify, extend,
customize our solution

\4

(Y Reduce dependencies on 3¢ party
vendors and closed source products

() Strong community behind whatever
platforms we choose

() Abstract complexity from our
customers. As user-friendly as
possible



The requirements - Tools

o Version control and ability to audit
every single firewall rule and revert
if necessary

Y An automated rule validation system

() A platform to host and run the
product. Ability to modify, extend,
customize our solution

(Y Reduce dependencies on 3¢ party
vendors and closed source products
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() Strong community behind whatever
platforms we choose

() Abstract complexity from our
customers. As user-friendly as
possible

Chi

N/A - Developed from

scratch.

Nautobot
Terraform
Ansible

Python-based



The requirements - Tools

o Version control and ability to audit
every single firewall rule and revert
if necessary

Y An automated rule validation system

() A platform to host and run the
product. Ability to modify, extend,
customize our solution

(Y Reduce dependencies on 3¢ party
vendors and closed source products

() Strong community behind whatever
platforms we choose

\4 \\ \4 / \4 \4

() Abstract complexity from our
customers. As user-friendly as
possible

Git
N/A - Developed from
scratch. Python-based

Nautobot
Terraform
Ansible

YAML -based structure






Cool, what quidelines do we
to follow?
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Guidelines?
Do you mean SharePoint?

@ Security principles provided in SharePoint
documents

Requlations across 100+ pages of Word documents

@ Gut-feelings via Teams chats and meetings from
IT security teams on what rules can be allowed



The power of a source of truth

@ A source of truth which can you interact with both
manually and programmatically is a requirement for an
effective validation strateqy

@ 'ranslate as much data as possible into code and custom
models. No more docs and sheets. Only policy-as-code.

@ Your validation will only ever be as good as the quality

of your data. Enforce data constraints and sanitization!




Example security principle: Before

IT Security:

“We approve firewall rules between
Onprem IT and Azure using well-
known and encrypted protocols”




Example security principle: After

Onprem IT

II May 15, 2026, 12:50 p.m. | o T minutes ago

Security Zone | Advanced Contacts Change Log

Security Zone

Name Onprem IT

Description

Trust Level TLZ

Relationships

EPGs —

Prefixes —

VRFs 2 VRFs

O Relationship

O  Security Zone to Prefix Relationship

O  Security Zone to VRF Relationship

(O Security Zone to VRF Relationship

O  Security Zone to Prefix Relationship

1. Build custom models
for business logic and
abstract security
concepts

2. Relate these models
to real network
constructs

Source
Azure
Onprem IT
Onprem IT

Azure

Azure

B May 15, 2026, 12:50 p.m. | @ & minutes ago

Security Zone | Advanced Contacts

Change Log

Security Zone

MName

Description

Trust Level

Relationships

EPGs

Prefixes

VRFs

Destination

192.168.150.0/27

Azure

TL2

2 prefixes

Global: (some-onprem-VRF)

Global: (some-other-onprem-vrf)

192.168.44.0/22



Example security principle: After

Automation security policy 1

B May 15, 2026, 12:51 p.m. | @ 11 minutes ago

Security Policy | Advanced Contacts Changelog

Security Policy

Name

Description

Custom Fields

Tags

No tags assigned

Automation security policy 1

Allowed traffic between Onprem IT and Azure

3. Build the policy

connecting

Security Policy Rules
Source Security Zones « Onprem IT
Destination Security Zones s Azure

m Applications (Firewall) « amgp

mssql-db-encrypted

s ssl

all the models!



Example security principle: After

HTTP 200 OK
API-Version
Allow: GET EAD, OPTIONS
Content-Type
Vary: Accept

IT and Azure

4. Expose it to humans via a
GUI and machines via an API!

es_url s -3b89- 1ds213fe,
‘custon_fi
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The final solution
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>>>nautobot
Direct Rjle Input

Native Configuration Firewall mgmt
A ; ; >

> 0 utomation Platform / Abstraction platform
Layer

Direct Rule |

Firewal|l Rules

Review Queue Approval

Rule rejection Automated review and validation
system

Firewalls

CAB approval for
non-standard requests

CAB
(if necessary)

Network / Security Current state of

Host/Asset information e ; h
policies information the infrastructure






Some numbers as of 2026

® 40+ teams onboarded ® Number of yearly firemall
requests increased by ~250%

® 150+ active users
® Automated requests up from 0%

® 3000+ failed validation to 80% (to be 100% soon)

attempts

® Lead time for firewall
requests handled by humans
domn by 88%

® 3500+ successful deployments
(rule additions, deletions,
changes)




Key takeaways and advice

1. Data is everything. A solid data foundation goes a long way

2. Involve your customers and security from the start

3. Treat your automation as a real product. Proper name,
versioning, releases, changelogs and support channels

4. Customers start caring about firewall rules if they own them.
They even start to optimize and clean-up after themselves!

5. Number of requests increases dramatically. The hidden cost of
an inefficient process becomes obvious after automating it
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