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The issue with scripts

PQI‘C[me't er V(]lidCl't ion HOST, USER, PWD = env["HOST"], env["NET_USER"], env["NET_PWD"] Un knOWﬂ SCl'Fe't l:l
creds = {"host'": HOST, "username'": USER, "password": PWD} proﬁ l e
Connection handling erys
if VENDOR == "cisco_ios":
] i - . i Interpretability
conn = ConnectHandler(device_type='""cisco_ios", **creds)
Cr e d e n -t 1 0'1 S cmd = "shutdown" +if STATE == "down" else "no shutdown"
conn.send_config_set([f"interface {INTERFACE}", cmd])
endor su Or-t elif VENDOR == "nokia_srl": . . .
p p conn = ConnectHandler (device_type="nokia_srl", *xcreds) Au d 1 t O.b 1 l 1 -t l:l
. verb = "disable" if STATE == "down" else "enable"
E Trror h an d l in g conn.send_config_set(["set /interface {INTERFACE} ...])
elset Parallel Execution
. raise ValueError(f"unsupported vendor: {VENDOR}") . .
Logging is risky. In
after = conn.send_command(f"show interface {INTERFACE}")
VerSiOhin conn.disconnect() general’ race
g result = {"host": HOST, "iface": INTERFACE, "state": STATE} conditions cannot
log.info(""changed %s/%s -> %s", HOST, INTERFACE, STATE)
Persist Result be detected
except Exception as e:
. # Exception handling
Testing

with open(OUT, "a") as f:

f.write(json.dumps(result) + "\n")

sys.exit(0 if result["ok"] else 1)




The issue with scripts

Parameter validation

Connection handling
Credentials
Vendor support
Error handling
Logging
Versioning

Persist Result

Testing

Implementation &

Framework Trust

HOST, USER, PWD = env["HOST"], env["NET_USER"], env["NET_PWD"]
creds = {"host'": HOST, "username'": USER, "password": PWD}

try:

if VENDOR == "cisco_ios":

conn = ConnectHandler(device_type='"cisco_ios", %
cmd = "shutdown" +if STATE == "down" else g

elif VENDOR == "nokia_srl'":
conn = ConnectHandler (de

»? interface {INTERFACE}")

PoT, "iface": INTERFACE, "state': STATE}
#eed %s/%s -> %s", HOST, INTERFACE, STATE)

except Exception as e:
# Exception handling

with open(OUT, "a") as f:
f.write(json.dumps(result) + "\n")

sys.exit(0 if result["ok"] else 1)

Unknown safety
profile

Interpretability

Auditability

Parallel Execution
is risky. In
general, race

conditions cannot
be detected

Transactional Trust




3
J
¢
0

M/ OPH AUTOMATION —

R =5




Transactional

Trust:

Motivation

p

FunctionBlock

%

AssertContitions

parameters:

FunctionBlock

e

SetAdminState

parameters:

FunctionBlock

_\/\_

CheckHealth

parameters:

port: 1
state: “up”
K MyWorkflow. YML /
Interpretability Auditability Race conditions

What does a failing
operation mean? Is it
reason to escalate or
can we analyze it
calmly tomorrow?

What operations did
(potentially) touch a
device? What was the
intent?

Even when executing
simple scripts, race
conditions may occur,
leading to inconsistent
state.



Transactional Trust: Race condition

portl: down portl: up . .
port2: down } [portZ: down J [portZ: up BUT: Change of Ais lost
Device
o (e (=58
. write .
. write
. _>portfl.. up “set portl: up” \/ => X
A <4 update
roris o ort2: [Pz::;i }
read [ ’ } P . UP | porszt w “set port2: up” v
update
B
Atomicity Need for central orchestrator
Most operations are not atomic b
P J A central orchestrator can

nature. Complex operations can

often not be formulated atomically mitigate these issues.

Problems are already solved in
Relational Databases!



Workflow as a Transaction

SCHEDULED

LOCKING

tfj Derive, Lock & Load Context: [LOCKED]

RUNNING

Validated Parameters
& Exclusive Access to Context

FunctionBlock

FunctionBlock

FunctionBlock

& e W

AssertContitions

SetAdminState

@ Idempotent

Reversible

CheckHealth

parameters: parameters:

parameters:
state: “up”

MyWorkflow.YML

COMPLETED
(Workflow is
executed,
source of truth
is updated)

FAILED_SAFE
(Pure steps
only or
Rollback
succeeded)

FAILED_UNSAFE

(Possible side-

mg cffects occurred;

manual review
needed)

Unlock
(no update)

=)

Retain
resources
locked to

prevent
executing

more
workflows on
unknown
state







Framework Trust

@fb_test_case_with_lab(...)
@fb_test_case_with_lab(...)

@register_function_block(...)

class SetAdminState(FunctionBlock):
async def run(self, p, ctx):
with AdminStateProxy.connect(ctx.device) as conn:

conn.set_admin_state(p.interface, p.desired_state)

new_state = conn.get_interface_admin_state(p.interface)

return FunctionBlockResult(
success = after 1is p.desired_state,

data = SetAdminStateResult(p.interface, new_state)

)

Separate business logic from vendor-

specific implementation

PROXY

AdminStateProxy

ConnectionProxy
AdminStateCapability

CISCO I0S and IOL

I0SCiscoScrapliPlugin via Scrapli
AdminStateCapability

def get_admin_state(self, interface):
out = self.send(f"show interface {interface}")
return DOWN if "administratively down" in out else UP
set_admin_state(self, iface, state):
self.send(f"interface {iface}")

self.send("shutdown" if state==DOWN se "no shutdown")

NOKIA SR LINUX

SRLinuxNetmikoPlugin ia Netmiko
AdminStateCapability

def get_admin_state(self, -interface):
def set_admin_state(self, interface, state):

AnyVendorPlugin AnyLib
AdminStat ability

get_admin_state
set_admin_state



Framework Trust

Function properties:

® Semantic versioning
@® Scope

® Safety profile

O Pureness
O Idempotency
O Reversible

L/III



Implementation Trust

== Testing: Shut Ethernet@/1 on Cisco IOL ===

L o o o o e e e e e e e e e o e e

~ NokAsRLNUX

Testing: Shut ethernet-1/1 on Nokia SR Linux ===

Powered by Netlab (https://netlab.tools/)

L/III






Paradigms for safe Agentic Al

Tier 1 - Autonomous (no risk)

Investigate freely
only function blocks without side-effects (“pure”)

“Read state, gather context, propose a hypothesis. The agent

cannot change anything by design.”

Propose, Engineer accepts
Any avilable function block

“The agent drafts the workflow. A human reviews the declared

properties and the locked context, then presses run.”

Tier 2 - Autonomous (pre-approved)

Act within an allow-list
pre-approved function blocks (pref. idempotent, reversible)

“A narrow set of operations the team marks auto-runnable.
Locked context. Transactional rollback if anything goes

sideways”

No raw operations
Every operation remains structured and auditable

“Agents call function blocks, cannot bypass auditability,
logging. Agents are never in contact with device
credentials. Clear safety boundaries™




Take-Aways
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E#Z) Remote Lab - Developer Preview:
=0 https://github.com/zebbra/remote-lab

® Integrate Netlab directly into your tests via
® lMaintain one lab for multiple and the
CI/CD pipelinef

"That last percent for fully automated realistic
e2e testing”

.. 3
Y ' QUestiond?:



https://github.com/zebbra/remote-lab
http://neops.io/
http://zebbra.ch/
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