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Breaking News

Article

https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards
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Why we care today Expert predictions

Report
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https://globalriskinstitute.org/mp-files/quantum-threat-timeline-report-2023.pdf/
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Why we care today Time Flies
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Why we care today Store now, decrypt later
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Cryptography Crash Course
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Cryptography Crash Course Cryptographic Algorithms
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Cryptography Crash Course Diffie-Hellman Key Exchange
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https://www-ee.stanford.edu/~hellman/publications/24.pdf
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Quantum Computers Classical Computers are slow
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Quantum Computers Why they seem magic

+ =
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Quantum Computers Why they suck

6+ = 71078711
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Shor’s Algorithms



© Copyright 2024 16

Shor’s Algorithms Related problem

gx mod N = 1
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Shor’s Algorithms Finding a non-trivial solution.
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Shor’s Algorithms Finding the Period

2x mod 51
period = 8
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Shor’s Algorithms Fourier Transform
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Shor’s Algorithms Fourier Transform

2x mod 51
period = 8
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Shor’s Algorithms Fourier Transform

2x mod 69
period = 22
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Shor’s Algorithms Quantum Fourier Transform

2x mod 51 = 1

FourierTransform(        )
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https://arxiv.org/pdf/quant-ph/0201067
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Shor’s Algorithms Breaking Diffie-Hellman

g
a

mod p = A 

gb mod p = B 

A , B 

→ a

g
ab

mod p = S g
ab

mod p = S

→ B
a

mod p = S

Shor DL

g     mod p =

FourierTransform(     )

Pascal Schärli - BaselOne

https://arxiv.org/pdf/quant-ph/9508027#page=19
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Shor’s Algorithms What it can break

Shor

Proos

Algorithms for quantum computation: discrete 

logarithms and factoring

Peter W. Shor, 1994

Abstract: […] This paper gives Las Vegas

algorithms for finding discrete logarithms and

factoring integers on a quantum computer that

take a number of steps which is polynomial in

the input size, e.g., the number of digits of the

integer to be factored. […]

Shor's discrete logarithm quantum algorithm for 

elliptic curves

John Proos and Christof Zalka, 2003

Abstract: […] how to implement Shor’s efficient

quantum algorithm for discrete logarithms for

the particular case of elliptic curve groups. […]

Breaks algorithms relying on discrete 
logarithms (DH, DSA) and those 

based on factoring (RSA)

Extends Shor’s algorithm to break 
Elliptic curve-based cryptography as 

well (ECDH, ECDSA)

Pascal Schärli - BaselOne

https://greencompute.uk/References/QuantumComputing/Shor%20(1994)%20-%20algorithms%20for%20QC,%20discrete%20logarithms%20and%20factoring.pdf
https://arxiv.org/pdf/quant-ph/0301141
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Lattice based Cryptography Creating a Lattice from basis vectors
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Lattice based Cryptography Creating a lattice from basis vectors
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Lattice based Cryptography Not all basis vectors are nice
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Lattice based Cryptography Closest vector problem
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sk pk
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Way forward Finalized Asymmetric Algorithms

ML-KEM
(CRYSTALS-Kyber )

ML-DSA
(CRYSTALS-Dilithium )

SLH-DSA
(Sphincs+)
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Way forward Missing Maturity

Preprint

KyberSlash

Quantum Algorithms for Lattice Problems

Yilei Chen, April 10, 2024

Abstract: We show a polynomial time quantum

algorithm for solving the learning with errors

problem (LWE) with certain polynomial

modulus-noise ratios. […]

The attack algorithm contains a bug 
and does not work. Close call!

KyberSlash: Exploiting secret-dependent 

division timings in Kyber implementations

Bernstein et al., June 28, 2024

Abstract: This paper presents KyberSlash1 and

KyberSlash2 – two timing vulnerabilities in

several implementations (including the official

reference code) of the Kyber Post-Quantum

Key Encapsulation Mechanism, […]

Algorithm itself is not vulnerable, but 
most implementations were. Can and 

has been fixed in many libraries.

Pascal Schärli - BaselOne

https://eprint.iacr.org/2024/555
https://kyberslash.cr.yp.to/
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Way forward Hybrid Mode
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Way forward Hybrid Mode in Signal Protocol
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https://signal.org/docs/specifications/pqxdh/
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Way forward Migration Timeline
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Conclusion Takeaways

Mostly asymmetric cryptographic 

algorithms are affected.

Quantum Computers are not 

magically fast at everything

Start migration now because of 

“store now decrypt later” and 

long software lifecycles

Use new algorithms in hybrid 

mode with classical scheme for 

now

Pascal Schärli - BaselOne
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Conclusion General Remarks

Don’t rely on security 

through obscurity

Consult with experts when 

working with cryptography

Secure Algorithms don’t 

make a secure protocol

Proper application of 

cryptography is very difficult 

and sensitive
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Thank You!
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