.
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.Organization

* |nternet connection
« Google account
 Questions

* Presentation - https://github.com/seznam/MLPrague-

2026/tree/main/presentation

S Research



Agenda

About Seznam.cz (5 min)

* Introduction to Graph-based systems (5 min)

» Graph-based systems at Seznam.cz (5 min)

 Introduction to Graph-based anomaly detection + hands-on (35 min)
« Supervised methods + hands-on (40 min)

» Break (30 min)

« Supervised methods hands-on (25 min)

* Unsupervised methods + hands-on (45 min) S Research



About Seznam.cz

Technological company and media house

About 7.6 million unique users visit Seznam.cz services every month 889
0

The product portfolio consists of highly popular sites such as: Monthly reach of the
Czech online population

SEZHM.C& NOVinky.CZ Seznam Zpravy
e M A
© sporTcz €
Liolé.cn
SIIPHLBI S Research
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Jakub Chynoradsky

Identity solutions

Jaroslav Kuchar

|ldentity & Geolocation supervision

Adam Jurcik

Identity solutions

Marek Srank

Geolocation solutions




Agenda

About Seznam.cz

 Introduction to Graph-based systems

« Graph-based systems at Seznam.cz

 Introduction to Graph-based anomaly detection + hands-on
» Supervised methods + hands-on

* Break

* Supervised methods hands-on

* Unsupervised methods + hands-on



.Real-world Graphs

Navigation Protein-protein interactions Social network

DESTINATION

CHOKEPOINT
AVOIDED
(HIGH COST/DELAY)




Online Graphs

&
>3B ~400B

active users documents
Facebook Google index
(social graph) (web graph)

~100B

nodes
LinkedIn graph
(professional network)

The value comes from relationships between entities

Graphs are natural representation

~600M

products
Amazon
(co-purchase network)

S Research



.Graph Fundamentals -

Nodes

Node Attributes
User A User_B
user: A
age: 31 age: 28

city: “New York" city: "Boston”

Edges

S‘VS

Edge Attributes

‘ R —r———— :
- FRIEND

User X User Y

type: FRIEND since: 2015

S / Research



.Graph Applications

Social networks: community detection,
node importance, link prediction...

Q -
[
Community A Community B

.Knowledge graph: Reasoning,
entity & relation prediction, QA...

@Albert Einstein
]

field

ardedB)

Relativity

Y Nobel Prize i

w,@/\ Ulm, Germany

T
country

) ((Germany )

1921

h}

E-commerce: recommendations, rankings, fraud detection...

0 User A
&l agc: 32

|

@ User B
&b 28¢ 28

country: gm SK

h
purchased %t O

Product X

category: electro
rating: 4.2

nics J

__ | (price = 29€, date = Mar 2026)
COUNERYINNCTIRE: — — = =iz mimimin =i i i it il i

-

Product Y
category: electro
rating: 3.8

purchased L D)

reviewed (stars = 5)

W S Research
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.Modelling Data as Graphs

Views
« Tabular — each sample is independent
« Graph — samples are connected e -

Efficient "multi-hop" operations

S / Research



Agenda

About Seznam.cz

 Introduction to Graph-based systems

« Graph-based systems at Seznam.cz

 Introduction to Graph-based anomaly detection + hands-on
» Supervised methods + hands-on

* Break

* Supervised methods hands-on

* Unsupervised methods + hands-on



.Discussions. médium

$8 PROZENY [2) GARAZ.CZ
News, lifestyle, topics, blogs SUPERELZ & sPortcz

Seznam Zpravy Novin ky, (o 4

Graph of authors — normal and quality

Quality propagation for comments

o
~700K ~70K ~600K ~1K

Reactions Comments Users Harmful content
per day per day per day per day

Trik se slozenkou na
131 korun ozivil starou exekuci.
Soud to zarazil @

Ad

Dluhy by mély byt placeny, ale Exekutofi jsou vnimani
systém je nespravedlivy’ jakD Zneuzivajici system
35% 25%

Exekutofi by méli byt trestani za OddluZeni je vnimano jako...
neetické jedndni 6%

28% 6%

Vie 358  Moje komentafe 0 0d nejlepsich ¥

9 sSledovat
Pred 18 hodinami
Dluhy se maji platit. Jsem rad, Ze z lanku vyplyva, Ze musi uhradit
alespon puvodni ¢astku 40 000 plus uroky. Nemravna exekuce je véc
druhd, ale zakladni ¢dstku, kterou prokazatelné dostal zaplatit musi.

Proto nemam rad institut oddluZeni, kde staéi zaplatit jen zlomek dluhu.

Q6 Q| W61 Odpovédét
. © Sledovat

Pfed 17 hodinami

2 Pfesné, jak k tomu projdou véritelé...nechapu

systém oddluZeni ...kazdy mameluk si nep(ijtuje a kasle na to
...pak dostane dar od statu na ukor véfiteltl &. Jina je pokud
zkrachuje néjaka firma, podnikatel ....ale ti salamisti  ktefi si
pajéuji uz s tim ,Ze prosté platit nebudou a Ze jich je ....prd nic bych
jim nepovolila

O Q $8s Odpovédét

Zobrazit dalSi reakce v

S Research

sort by relevance



Rad bych si koupil horské kolo.

| would like to buy a mountain bike

Vygenerovano na zakladé 2 krok(l >

Assistant (BETA)

Zde je pfehled tfi modell horskych kol, které jste zminil, véetné jejich zakladnich parametr( a
vlastnosti pro lep&i porovnani:

44 Author Rival 27,5" — Spolehlivé a univerzalni horské kolo vhodné pro zaéateéniky a juniory
. » Ram: duralovy 6061, lehky a odolny
Powe rfu | Sea rCh and pr0b|em SO|V| ng « Kola: 27,5" s plasti 2.10" pro dobry grip a stabilitu
e QdpruZeni: zamykatelna vidlice RST Gila 100 mm zdvihu
» Brzdy: mechanické kotoucové Tektro

Goods knOW|edge graph Zboa‘:ca « Prevody: 24 rychlosti, Shimano TX800

¢« Hmotnost: 15 kg
e Cenaod:7 998 K¢

ltem relevance for shopping

Author Rival 27,5" ¢erné/ Leader Fox Esent 29" bilé/ Trek Procaliber 9.5 Gen 3 29"
¢ervené 2023/24 19" ¢erné 2023 18" Matte Keswick Green/Mercu...
unisex ¢ dural « pocet rychlosti: 24 unisex ¢ dural « pocet rychlosti: 8 unisex « karbon « pocet rychlosti: 12
« odpruzena vidlice « typ brzd:... odpruzena vidlice  typ brzd:... « odpruzena vidlice « typ brzd:...

7998 -10 990 K¢ 7354 -11990 Ke 41990 -46 990 K¢
>500K Mllllons 5-1 0% [ﬁ QJ e Zdroje
Users Conversations ~ Goods interaction How to choose the right bike wheel size?
per month per month Jak vybrat velikost kola?

S Research



Identity

User experience personalization _SKL'K.CZ

b -
L ®
® L []
L] [ ]
. L]
[ ]
[ ]

SEe2NAM.C2

Interactaction with multiple Seznam accounts:

« Personal, Organization, Occasional

Activity linking and isolation

© O

~7.6M

Users per
month

~7.4M

Accounts

~3.6M

Active accounts
per day

@ Novinky - Stieda 22. dubna. Svatek ma Evzenie
\ 7o

- Vlada zverejnila nové cenové stropy na
pohonné hmoty

Minister fi e stfedu zvefejnilo cenové
stropy na ¢Etvrtek. Benzin v Cesku se bude mo...

V Rusku hrozi revoluce. Uz na podzim, prohlasil ve Statni dumé $éf tamnich
komunistd

Péstouni v Polsku mucili a upalili tiiletou divku
Zemiel Dave Mason

U francouzskych biehi ve Stfedomofi krouzi desetimetrovy Zralok. Rybéfi jej
zachytili na video

Klempi vyhlasil konkurz na $éfa Narodni galerie, schvali jeho
pravidia

Rusko Némecku utne dodavky ropy z Kazachstanu

Levné&jsi mobilni tarify v Cesku? Operatoriim bude konkurovat
Lidl

Od dvaceti nam hladina glutathionu klesa. Jak a pro€ jej

télu doplnit Sponzorovano

SZ Seznam Zpravy

Jedna rana za druhou. $éf Brana
popisuje trapeni evropskych
automobilek

Pokud se Evropska komise nezracionalizuje
mize podle 3éfa Brana Pavia Juficka vyroba
Cesko obnovi miliardové dotace pro Agrofert

Vlevo dole: Tak ty nas budes kritizovat? BabiSova viada pomsty

Velka Britanie zakaZze lidem narozenym po roce 2008 dozivotné kupovat
cigarety

Vyhledavani  Asistent

Email Firemni e-mail zdarma

Doru¢ené Objednavky Poznamky Kalendar

v

Zobrazit e-maily

v
Dalsi sluzby
Poéasi - Ceska republika v
o L]
g C‘ . 12_ c ® Nastavit moji polohu
Prave ted = Vecer
v

SedRambaz ool Do Kauaieeklamu

Black
Edition

S Research



Agenda

About Seznam.cz

 Introduction to Graph-based systems

« Graph-based systems at Seznam.cz

 Introduction to Graph-based anomaly detection + hands-on
» Supervised methods + hands-on

* Break

* Supervised methods hands-on

* Unsupervised methods + hands-on



./Anomaly detection

Anomalies — data that deviate significantly from the expected behavior of the

majority @@_,@ @Qz_,& . ®

Graph anomalies may arise from: ~ / [ ‘\/@0.) .
+ Rare behavior € //o ‘ S l\f;@
» Coordinated malicious actions @ ? (é / ﬁ:é__,é
e Structural irregularities Lo @/ e

Graph anomaly detection leverages both connectivity patterns and attribute
information

S Research



Social platforms P
« Spam accounts e
 Fake reviews @;—;—_—
Financial systems @ =
* Credit card fraud

Cybersecurity

« Abnormal access patterns
Biological

* Anomalous interaction patterns in protein networks

Infrastructure

S Research

* Unusual traffic flows in telecom or power grids



.Different forms of anomalies

Anomalies can take various forms:

Node Anomaly Edge Anomaly

Subgraph Anomaly

/
o -

S Research



Different types of anomalies

Contextual Structural
* have natural neighboring structures but « attribute information of the structural
their attributes are corrupted anomalies is often normal, while they
have several abnormal links to other
nodes
Contextual Anomaly Structural Anomaly
(mm - =

S Research



.Graph Anomaly Detection Evolution |

The Statistical Era Spectral & Matrix Deep Learning Self-Supervised & Foundation Model
?2%00_3231 0) ™ Era T  Revolution 7> TemporalEra > Era
(2011-2016) (2017-2021) (2022-2024) (2025-Present)
QA Time tmp 5 JTms ‘N.
(&) ‘\ 1 ]
‘ rtificial time tms '/\/\\/J
“ (0), bot spikes m /
, o ‘ G ® : timestaps“ ’E
\// P - ' ".Z'_' QAL
y B [(.\a] [1] 010 m —5 _A_
sl,+]:-|=]101
link farm s |l &4) [ 010 8| Q fraud alert
Purely Structural Anomalies Latent Patterns & Graph Neural Networks Contrastive Learning & Universal Detectors &
Focus & Graph “Signatures” Low-Rank Approximations (GNNs) & Representation “Graphs in Motion” LLM-Enhanced Reasoning
(Scan Stats, Degree) (PCA, SVD, EigenSpokes) | Learning (Reconstruction Error) | (TGNs, Streaming Detection) | (Interpretability, Zero-Shot)
L Telecom Fraud & Web Spam | Social Media Bot Detection Financial Anti-Money Real-time loT Security & Explainable Cybersecurity
Key Application (finding cliques in (identifying “spikes” Laundering (AML) E-commerce Fraud & Global Supply Chain
call logs / link farms) ® in social graphs) o (neighborhood aggregation (millisecond streaming Resilience

to detect “smurfing”) ® analytics) (Al reasoning on metadata)

S Research



Summary: Graph Anomalies-

Relations among data points are part of many real-world problems
Graphs enable considering multi-hop relations

Graph anomaly detection enables mining of relations for outlier detection

¢’
\

- S Research

How are relations modelled in a graph?



.Hands-on: Introductidn

- Open https://github.com/seznam/MLPrague-2026

« Ask us if you have any issue

[0 README

MLPrague 2026

Links to Hands-On Google Colab:

1. Introduction

2. Supervised learning

3. Unsupervised learning

S Research


https://github.com/seznam/MLPrague-2026
https://github.com/seznam/MLPrague-2026
https://github.com/seznam/MLPrague-2026

Agenda

About Seznam.cz

 Introduction to Graph-based systems

« Graph-based systems at Seznam.cz

 Introduction to Graph-based anomaly detection + hands-on
« Supervised methods + hands-on

* Break

* Supervised methods hands-on

* Unsupervised methods + hands-on



Supervised methods - task definition

Supervised = we have labels.

anomalous Identify/Label Entities
4 = )
¥4 Normal

Learn mapping
function

>

Anomalous

- J

\ J
4

Graph with labled entities

S Research



.Supervised methods -.overview

Handcrafted features Embeddings End-to-end learning:

+ ML + ML GNN

Increasing integration of graph structure into learning

S Research



Handcrafted features + ML -

Treat it like tabular data.

4 N

\O//

Graph

/

» Degree and clustering

+— * Ego-net statistics

» Centrality measures

¢ Domain features

.

Feature extraction

\

4

Feature extraction

\

|D) Attr_ A Attr BB Result
1 High | 082 | Yes
2 | Low | 015 | No
3 | Low | 058 | Yes
4 |Medium| 091 | Yes
—
Tabular data

Classifier

S / Research



Pros

Simple

Fast
Interpretable
Well-understood

Works with any classifier

_Handcrafted_feafures + ML -

Cons

Manual feature engineering
Need to decide what matters (bias)
Can lose structural information

Won't capture complex patterns

S Research



‘Common Graph Features - - '
Local Global

Node degree Betweenness centrality shortest paths
— A-B  (not through v)
— A-C (throughv) BC(V) =
deg(v) = 5 — A-D (throughv) 4
— B-C (throughv) —_
— B-D (throughv) 6
— C-D (not through v) ~ 0,67
Clustering coefficient
Closeness centralit
CC(v) = v

closeness = L 0.38

2.6
lvegol =6 PageRank G
|Eego| = 7 0.1 0.20

density = _2IEl_
. ®/' g S Research

3
? &= 0.5 % % avg dist = 1+2+§+3+5 26

Ego net
features

= —5 = 0.47

0.10



_Embedé:lings. + M.L

Let embeddings do the feature engineering.

Graph

—»

/Embedding method

~

* DeepWalk, Node2Vec
* GCN...

\_ _
Embedding method

e

0.81
-1.09

—pr| -1.07

0.13

-1.14

0.27

-0.41
-0.34

0.23
0.88
0.56

-0.19

-0.2

0.3
2.3

0.2

> g
ML

Embeddings

a N\
N

. ® Y

Classifier

S Research



Embeddings + ML

Pros

Learned features

Can capture more subtle
structural patterns

Flexible
Easier to debug than GNN

Cons

Embeddings not optimized for task

Information loss in the decoupling

S Research



‘Node2Vec: Embeddings v;i.a'Bias;ed Random Walks

Nodes from similar contexts get similar embeddings.

(1) Generate random walks (2) Treat the walks as sentences

of words and feed them to Word2Vec

/;‘Es B E\ .l
—rL D E

WordZVec

C BE
\ J &'

J
S Research




‘Node2Vec: Embeddings v}i.a'Bias;ed Random Walks

Walks are biased:

- Parameter p (return): controls backtracking — low p keeps the walk local

- Parameter q (in-out): controls exploration depth — BFS-like vs DFS-like exploration

S Research


https://cs.stanford.edu/~jure/pubs/node2vec-kdd16.pdf
https://cs.stanford.edu/~jure/pubs/node2vec-kdd16.pdf
https://cs.stanford.edu/~jure/pubs/node2vec-kdd16.pdf

‘Graph Neural Ne.twork'.s'

End-to-end leaming.

GRAPH

4 )

- O//

FULLY
GNN LAYERS LATENT CcONNECTED CLASSIFICATION
SPACE LAYERS HEAD
GNN layer 1 G N — )
o P NORMAL
GNN layer 2 % o “e (High)
| i —
GNN layer 3 e%e oo : ANOMALY
s . " B (Low)
\ 4 \ J
4
GNN layer n :
|
— |
P g B B B~ — sy —— Y —T—F— 7 R AR P S <
[ LEARNING |




‘Graph Neural Ne.twori('.s'

Pros Cons

« SOTA performance « Computationally heavier
« Task-optimized representation « May require more data

e Can capture complex patterns « Harder to interpret

S Research



‘Graph Convplutibnal Néurai Network (GCN)

Transforms aggregated features from graph neighbors using shared weights.

Similar to CNNs for images, but instead of using fixed position-based weights for pixels:

1) Aggregates features from graph neighbours (mean/sum)

2) Transforms with shared weights — same for all nodes

CNN

GCN

S Research



‘Graph Convolution EXafané:

INPUT GRAPH UNROLLED COMPUTATION

target node

a —— aggregation

S Research


https://arxiv.org/abs/1806.01973

Summary: Supervised.learnihg‘

Needs training labels
Graph features: handcrafted — embeddings — neural nets

Graph neural networks might offer SOTA performance

Y’
\

- S Research

What approach would you try first?



Agenda

About Seznam.cz

 Introduction to Graph-based systems

« Graph-based systems at Seznam.cz

 Introduction to Graph-based anomaly detection + hands-on
» Supervised methods + hands-on

* Break

* Supervised methods hands-on

 Unsupervised methods + hands-on



‘Why-unsupervised learning?

Anomalies are:
* rare and expensive to obtain

 diverse and evolving

Unsupervised methods don't need
training labels...

S Research



.Method classification .

Unsupervised methods

Isolation-based

Isolation forest

S Research



Isolation forest
Tree-based anomaly detector
Idea - anomalies are easier to isolate
Easiertoisolate — > .
O O

How it works:
Harder to isolate ———» . ‘ . .

 Random partitioning
 Path length measurement

« Anomaly scoring

S Research



Isolation forest — in graph context

Ignores graph structure

Possible solution:

« Use structural attributes of a nodes as tabular input

Pros Cons
e Fast  Blind to structural anomalies
e Scalable

S Research



.Method classification .

Unsupervised methods

Isolation-based Reconstruction-based

Isolation forest Autoencoder, GAE

S Research



.Reconstruction based.approach

Leveraging autoencoder architecture for anomaly detection

Idea — model learns to compress and reconstruct normal patterns well

and anomalies will produce higher reconstruction error.

]
Japooug
Decoder

]

S Research

Reconstruction
error




.Graph Auto-Encoder

Replaces encoder with GNN

Obijective: Reconstructs node features

Alternative objective: reconstruction of adjacency matrix

-

S Research




.DOMINANT . '

Deep Anomaly Detection on Attributed Networks

-

Fafyfaf s
([ 1]

rl (AR

f1fy 836405

IIII /‘

O

1.

\\

\\

e @0

flfzfafafx

\

|
I

(- a)'

f rz (AN

--:o;=
]
1

111113 f,f;
[ | ]

l. v

J

|I[-['ulden Layer 1 Hidden Layer 2 Hidden Layer 3\

.

1
4

Embedding
Vectors

/ Structure Reconstruction Decoder \

r

I

: n .

! A m
! H
I

I

I

I

e Y

s s S e e

= a

\_

Ay Scur\e(‘v,) !

Anomaly Ranking List

)

S Research



.Reconstruction based.approach

Pros Cons

* Intuitive anomaly score « Can be memory-hungry at scale

(reconstruction error) « Sensitive to hyperparameters

« Captures both feature and
structural patterns

S Research



.Method classification .

Unsupervised methods

Isolation-based Reconstruction-based Contrastive learning

Isolation forest Autoencoder, GAE CoLA

S Research



.CoLA . : c ' |

Anomaly Detection on Attributed Networks via Contrastive Self-Supervised Learning

@:0.12 |
i D:057 !
i Predicted T
A Score of :0.07
i Positive Negative 5 Positive Pairs e l
. Instance Pair Instance Pair || O] eas : !
i Sampling Sampling  if Target Node eln E i @ :0.03 i
| R ° = i v (_GNN | 1 Predicted @:0.12 !
: [N il 1 Score of :
| (= & —@ )| |E .g ) o BCE Loss 'l + Negative Pairs @ :0.11

. 0.
» Positive Pair Pool ~ Negative Pair Pool /) « Vi Si b ;
K Instance Pair Sampling /k GNN-based Contrastive Learning Model \Qomaly Score Computati}/

S Research



.Contrastive learning

Pros Cons

* Lightweight * Noisy contrasts can hurt performance

« Harder to interpret

S Research



Summary: Unsupervised learning

With unsupervised learning, we don't need training labels
Isolation forest is a strong baseline, but ignores graph structure

We can combine autoencoders and GNN to detect anomalies

> \What are the objectives that GAE

\ can be trained on?
—

S Research



Summary

When possible treat graph data as graphs
Train a supervised anomaly detector if you have lables
Unsupervised detectors can be trained even if labels are unavailable or scarce

You learned how to leverage graphs for anomaly detection

S Research



Thank you!

Questions & inquiries
adam.jurcik@firma.seznam.cz

We are hiring!
o-seznam.cz/kariera/vyzkum

=g

Copyright © 1996-2026 Seznam.cz, a. s.

S Research


mailto:vit.libal@firma.seznam.cz
https://o-seznam.cz/kariera/vyzkum
https://o-seznam.cz/kariera/vyzkum
https://o-seznam.cz/kariera/vyzkum

.References . ‘| -

Motivation:
https://www.icij.org/investigations/fincen-files/mining-sars-data/

Graph machine learning:
https://snap.stanford.edu/node2vec/
https://snap.stanford.edu/graphsage/

Graph anomaly detection:
https://qgithub.com/squareRoot3/GADBench

https://docs.pygod.org/en/latest/

Workshop GitHub repository:
https://qgithub.com/seznam/MLPraque-2026

S Research


https://www.icij.org/investigations/fincen-files/mining-sars-data/
https://www.icij.org/investigations/fincen-files/mining-sars-data/
https://www.icij.org/investigations/fincen-files/mining-sars-data/
https://www.icij.org/investigations/fincen-files/mining-sars-data/
https://www.icij.org/investigations/fincen-files/mining-sars-data/
https://www.icij.org/investigations/fincen-files/mining-sars-data/
https://www.icij.org/investigations/fincen-files/mining-sars-data/
https://snap.stanford.edu/node2vec/
https://snap.stanford.edu/graphsage/
https://github.com/squareRoot3/GADBench
https://docs.pygod.org/en/latest/

.Seznam IT positions . ’

Machine learning:
In-house LLM

NLP application
Fulltext search

Engineering:

In-house LLM

In-house social network
Al for Mapy.com

Product management:
In-house LLM product manager
In-house LLM junior product manager

S Research


https://o-seznam.cz/kariera/458967-ai-vyzkumnik-generativnich-jazykovych-modelu/
https://o-seznam.cz/kariera/458967-ai-vyzkumnik-generativnich-jazykovych-modelu/
https://o-seznam.cz/kariera/458967-ai-vyzkumnik-generativnich-jazykovych-modelu/
https://o-seznam.cz/kariera/471261-vyzkumnik-strojoveho-uceni-pro-zpracovani-reci/
https://o-seznam.cz/kariera/480817-vyzkumnik-strojoveho-uceni/
https://o-seznam.cz/kariera/485818-programator-ai-asistenta-python-go/
https://o-seznam.cz/kariera/485818-programator-ai-asistenta-python-go/
https://o-seznam.cz/kariera/485818-programator-ai-asistenta-python-go/
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https://o-seznam.cz/kariera/483408-python-programator-lide-cz-vyvojar-doporucovani-a-ml-klasifikatoru/
https://o-seznam.cz/kariera/484676-c-engineer-mapy-com-findhub/
https://o-seznam.cz/kariera/488070-produktovy-manager-pro-llm/
https://o-seznam.cz/kariera/488070-produktovy-manager-pro-llm/
https://o-seznam.cz/kariera/488070-produktovy-manager-pro-llm/
https://o-seznam.cz/kariera/485711-product-manager-ai-asistenta/
https://o-seznam.cz/kariera/485711-product-manager-ai-asistenta/
https://o-seznam.cz/kariera/485711-product-manager-ai-asistenta/

.Feedback

Please, leave us your feedback: hitps://forms.qgle/8CPVcrC6ovJNkzgMBA
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