
Graph-Based Anomaly Detection: 

Methods and Hands-On 

Implementation



Organization

• Internet connection

• Google account

• Questions

• Presentation - https://github.com/seznam/MLPrague-

2026/tree/main/presentation



Agenda

• About Seznam.cz (5 min)

• Introduction to Graph-based systems (5 min)

• Graph-based systems at Seznam.cz (5 min)

• Introduction to Graph-based anomaly detection + hands-on (35 min)

• Supervised methods + hands-on (40 min)

• Break (30 min)

• Supervised methods hands-on (25 min)

• Unsupervised methods + hands-on (45 min)



About Seznam.cz

Technological company and media house

About 7.6 million unique users visit Seznam.cz services every month

The product portfolio consists of highly popular sites such as: Monthly reach of the 

Czech online population



Jakub Chynoradský
Identity solutions

Adam Jurčík
Identity solutions

Jaroslav Kuchař
Identity & Geolocation supervision

Marek Šrank
Geolocation solutions



Agenda

• About Seznam.cz

• Introduction to Graph-based systems

• Graph-based systems at Seznam.cz

• Introduction to Graph-based anomaly detection + hands-on

• Supervised methods + hands-on

• Break

• Supervised methods hands-on

• Unsupervised methods + hands-on



Real-world Graphs

Navigation Protein-protein interactions Social network



>3B ~400B ~100B ~​600M
active users

Facebook

(social graph)

documents 

Google index

(web graph)

nodes

LinkedIn graph

(professional network)

products 

Amazon

(co-purchase network)

The value comes from relationships between entities

Graphs are natural representation

Online Graphs



Graph Fundamentals



Graph Applications

E-commerce: recommendations, rankings, fraud detection...

Social networks: community detection,

node importance, link prediction...

Knowledge graph: Reasoning,

entity & relation prediction, QA...



Modelling Data as Graphs

Views

• Tabular – each sample is independent

• Graph – samples are connected

Efficient "multi-hop" operations 



Agenda

• About Seznam.cz

• Introduction to Graph-based systems

• Graph-based systems at Seznam.cz

• Introduction to Graph-based anomaly detection + hands-on

• Supervised methods + hands-on

• Break

• Supervised methods hands-on

• Unsupervised methods + hands-on



Discussions

News, lifestyle, topics, blogs

Graph of authors – normal and quality

Quality propagation for comments

~70K
Comments

per day

~700K
Reactions

per day

~600K
Users

per day

~1K
Harmful content

per day



Assistant (BETA)

Powerful search and problem solving

Goods knowledge graph

Item relevance for shopping

Millions
Conversations

per month

>500K
Users

per month

5-10%
Goods interaction

I would like to buy a mountain bike

How to choose the right bike wheel size?



Identity

User experience personalization

Interactaction with multiple Seznam accounts:

• Personal, Organization, Occasional

Activity linking and isolation

~7.6M
Users per 

month

~7.4M
Accounts

~3.6M
Active accounts

per day
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• About Seznam.cz

• Introduction to Graph-based systems

• Graph-based systems at Seznam.cz

• Introduction to Graph-based anomaly detection + hands-on

• Supervised methods + hands-on

• Break

• Supervised methods hands-on

• Unsupervised methods + hands-on



Anomaly detection

Anomalies – data that deviate significantly from the expected behavior of the 

majority

Graph anomalies may arise from:

• Rare behavior

• Coordinated malicious actions

• Structural irregularities

Graph anomaly detection leverages both connectivity patterns and attribute 

information



Where graph anomalies hide

Social platforms

• Spam accounts

• Fake reviews

Financial systems

• Credit card fraud

Cybersecurity

• Abnormal access patterns

Biological

• Anomalous interaction patterns in protein networks

Infrastructure

• Unusual traffic flows in telecom or power grids



Different forms of anomalies

Anomalies can take various forms:



Different types of anomalies

Structural

• attribute information of the structural 

anomalies is often normal, while they 

have several abnormal links to other 

nodes

Contextual

• have natural neighboring structures but 

their attributes are corrupted

Resources: https://arxiv.org/pdf/2306.01951



Graph Anomaly Detection Evolution



Summary: Graph Anomalies

Relations among data points are part of many real-world problems

Graphs enable considering multi-hop relations

Graph anomaly detection enables mining of relations for outlier detection

How are relations modelled in a graph?



Hands-on: Introduction

• Open https://github.com/seznam/MLPrague-2026

• Ask us if you have any issue

https://github.com/seznam/MLPrague-2026
https://github.com/seznam/MLPrague-2026
https://github.com/seznam/MLPrague-2026


Agenda

• About Seznam.cz

• Introduction to Graph-based systems

• Graph-based systems at Seznam.cz

• Introduction to Graph-based anomaly detection + hands-on

• Supervised methods + hands-on

• Break

• Supervised methods hands-on

• Unsupervised methods + hands-on



Supervised methods – task definition

Supervised = we have labels.



Supervised methods - overview

Increasing integration of graph structure into learning

Handcrafted features

+ ML

Embeddings

+ ML

End-to-end learning: 

GNN



Handcrafted features + ML

Treat it like tabular data.



Handcrafted features + ML

Pros

• Simple

• Fast

• Interpretable

• Well-understood

• Works with any classifier

Cons

• Manual feature engineering

• Need to decide what matters (bias)

• Can lose structural information

• Won't capture complex patterns



Common Graph Features



Embeddings + ML

Let embeddings do the feature engineering.



Embeddings + ML

Pros

• Learned features

• Can capture more subtle 

structural patterns

• Flexible

• Easier to debug than GNN

Cons

• Embeddings not optimized for task

• Information loss in the decoupling



Node2Vec: Embeddings via Biased Random Walks

Nodes from similar contexts get similar embeddings.



Node2Vec: Embeddings via Biased Random Walks

Walks are biased:

- Parameter p (return): controls backtracking – low p keeps the walk local

- Parameter q (in-out): controls exploration depth – BFS-like vs DFS-like exploration

Resources: https://cs.stanford.edu/~jure/pubs/node2vec-kdd16.pdf

https://cs.stanford.edu/~jure/pubs/node2vec-kdd16.pdf
https://cs.stanford.edu/~jure/pubs/node2vec-kdd16.pdf
https://cs.stanford.edu/~jure/pubs/node2vec-kdd16.pdf


Graph Neural Networks

End-to-end learning.



Graph Neural Networks

Pros

• SOTA performance

• Task-optimized representation

• Can capture complex patterns

Cons

• Computationally heavier

• May require more data

• Harder to interpret



Graph Convolutional Neural Network (GCN)

Transforms aggregated features from graph neighbors using shared weights.

Similar to CNNs for images, but instead of using fixed position-based weights for pixels:

1) Aggregates features from graph neighbours (mean/sum)

2) Transforms with shared weights – same for all nodes



Graph Convolution Example

Resources: https://arxiv.org/abs/1806.01973

https://arxiv.org/abs/1806.01973


Summary: Supervised learning

Needs training labels

Graph features: handcrafted → embeddings → neural nets

Graph neural networks might offer SOTA performance

What approach would you try first?



Agenda

• About Seznam.cz

• Introduction to Graph-based systems

• Graph-based systems at Seznam.cz

• Introduction to Graph-based anomaly detection + hands-on

• Supervised methods + hands-on

• Break

• Supervised methods hands-on

• Unsupervised methods + hands-on



Why unsupervised learning?

Anomalies are:

• rare and expensive to obtain

• diverse and evolving

Unsupervised methods don't need 

training labels...



Method classification

Unsupervised methods

Isolation-based

Isolation forest



Isolation forest

Tree-based anomaly detector

Idea - anomalies are easier to isolate

How it works:

• Random partitioning

Depth

Easier to isolate

Harder to isolate

• Path length measurement

• Anomaly scoring

...



Isolation forest – in graph context

Ignores graph structure

Pros

• Fast

• Scalable

Cons

• Blind to structural anomalies

Possible solution:

• Use structural attributes of a nodes as tabular input



Method classification

Unsupervised methods

Isolation-based Reconstruction-based

Isolation forest Autoencoder, GAE



Reconstruction based approach

Leveraging autoencoder architecture for anomaly detection
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Idea – model learns to compress and reconstruct normal patterns well 

and anomalies will produce higher reconstruction error.

Reconstruction 

error



Graph Auto-Encoder

GNN

Replaces encoder with GNN

Objective: Reconstructs node features

Decoder

Alternative objective: reconstruction of adjacency matrix



DOMINANT

Deep Anomaly Detection on Attributed Networks

Resources: https://epubs.siam.org/doi/10.1137/1.9781611975673.67



Reconstruction based approach

Pros

• Intuitive anomaly score 

(reconstruction error)

• Captures both feature and 

structural patterns

Cons

• Can be memory-hungry at scale

• Sensitive to hyperparameters



Method classification

Unsupervised methods

Isolation-based Reconstruction-based Contrastive learning

Isolation forest Autoencoder, GAE CoLA



CoLA

Anomaly Detection on Attributed Networks via Contrastive Self-Supervised Learning



Contrastive learning

Pros

• Lightweight

Cons

• Noisy contrasts can hurt performance

• Harder to interpret



Summary: Unsupervised learning

With unsupervised learning, we don't need training labels

Isolation forest is a strong baseline, but ignores graph structure

We can combine autoencoders and GNN to detect anomalies

What are the objectives that GAE 

can be trained on?



Summary

When possible treat graph data as graphs

Train a supervised anomaly detector if you have lables

Unsupervised detectors can be trained even if labels are unavailable or scarce

You learned how to leverage graphs for anomaly detection



Thank you!

Copyright © 1996–2026 Seznam.cz, a. s.

Questions & inquiries

adam.jurcik@firma.seznam.cz

We are hiring!

o-seznam.cz/kariera/vyzkum

mailto:vit.libal@firma.seznam.cz
https://o-seznam.cz/kariera/vyzkum
https://o-seznam.cz/kariera/vyzkum
https://o-seznam.cz/kariera/vyzkum
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Seznam IT positions

Machine learning:

In-house LLM

NLP application

Fulltext search

Engineering:

In-house LLM

In-house social network

AI for Mapy.com

Product management:

In-house LLM product manager

In-house LLM junior product manager

https://o-seznam.cz/kariera/458967-ai-vyzkumnik-generativnich-jazykovych-modelu/
https://o-seznam.cz/kariera/458967-ai-vyzkumnik-generativnich-jazykovych-modelu/
https://o-seznam.cz/kariera/458967-ai-vyzkumnik-generativnich-jazykovych-modelu/
https://o-seznam.cz/kariera/471261-vyzkumnik-strojoveho-uceni-pro-zpracovani-reci/
https://o-seznam.cz/kariera/480817-vyzkumnik-strojoveho-uceni/
https://o-seznam.cz/kariera/485818-programator-ai-asistenta-python-go/
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https://o-seznam.cz/kariera/483408-python-programator-lide-cz-vyvojar-doporucovani-a-ml-klasifikatoru/
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https://o-seznam.cz/kariera/488070-produktovy-manager-pro-llm/
https://o-seznam.cz/kariera/488070-produktovy-manager-pro-llm/
https://o-seznam.cz/kariera/485711-product-manager-ai-asistenta/
https://o-seznam.cz/kariera/485711-product-manager-ai-asistenta/
https://o-seznam.cz/kariera/485711-product-manager-ai-asistenta/


Feedback

Please, leave us your feedback: https://forms.gle/8CPVcrC6vJNkzgMBA

https://forms.gle/8CPVcrC6vJNkzgMBA
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